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Proprietary items for COVR-3902

Q1l: How to setup my COVR-39027

Method 1: Setup by using a web browser
Step 1: Connect the power adapter to the Covr Router and plug into a power socket. Allow about one

minute to boot up. Once the power LED is green, it’'s ready. Do not plug the extender yet.

Step 2: You can use either a wired (Ethernet) or wireless (Wi-Fi) connection to set up your Covr Wi-Fi

System.

Step 3: Launch a web browser (such as Internet Explorer) and enter http://covr.local or the IP address

of the router (default 192.168.0.1), or http://dlinkrouter.local into the address bar:

NG vioniocs o]



http://covr.local/
http://dlinkrouter.local/

Step 4: The first time you log in, the wizard will automatically start. If you are prompted to log in,
enter your password (blank by default) and click Log in. From the Home screen, hover

over Settings at the top and click Wizard. Click Next to continue.

woeome RS
@ — b)) (M) ¢ W

Internet COVR-2600R COVR-1300E Wi-Fi Client

This wizard will guide you through a step-by-step process to configure your Covr
Wi-Fi system.

Step 1: Install the Covr Extender (COVR-1300E)
Step 2: Configure your Network and Wi-Fi settings
Step 3: Set your Covr Router (COVR-2600R) password

Step 4. Relocate the Covr Extender (COVR-1300E)

English MNext

Step 5: Connect the power adapter to the COVR extender and plug it in near the router.

Click Next and allow up to two minutes for the extender to boot up and connect to the router.

Install The Covr Extender ><

+ Plug in the Covr Extender next to the Covr Router. If the Cowr Extender does not
turn on, press the Power button on the back of the unit.
= Wait 120 seconds for the Covr Extender to turn on, then click Next.

-

COVR-2600R COVR-1300E




Step 6: Once the following screen appears, click Next to continue.

Install The Covr Extender ><

Your Covr Extender was detected and successfully installed. Click Next to
continue
= ) ( I
COVR-2600R COVR-1300E

Mext




Step 7: The router will automatically try to detect your connection. If you have PPPoE, you will be
prompted to enter your PPPOE user name and password (see step 8). For cable and dynamic

connections, if detected, skip to step 7.

If the router cannot detect the connection type, the following screen will appear. Select the type of
Internet connection you have and click Next. If you have a static connection, select Static IP
Address Connection and you will be prompted to enter the IP address, subnet mask, default

gateway, and DNS server(s) address(es). Skip to step 9.

e
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Internet COVR-2600R COVR-1300E Wi-Fi Client

Please select your Internet connection type below:

(®) DHCP Connection (Dynamic IP Address)

Choose this option if your Internet connection automatically provides you with
an IP Address. Most Cable Modems use this type of connection.

O Username/Password Connection (PPPoE)

Choose this option if your Internet connection reguires a username and
passowrd to get online. Most DSL modems use this type of connection.

O Static IP Address Connection

Choose this option if your Internet Service Provider provided you with IP
Address information that has to be manually configured,




Step 8: If you have PPPoE (most DSL), enter your PPPOE user name and password. Click Next to

continue.

X
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Internet COVR-2600R COVR-1300E Wi-Fi Client

To set up this Internet connection, you will need to have a User Name from your
Internet Service Provider. If you do not have this information, please contact your
ISP,

Username: | |

Password: | |

Step 9: Enter a Wi-Fi network name (SSID) and a Wi-Fi password. This name and password will be

assigned to both the 2.4GHz and 5GHz bands on both the router and extender. Click Next to continue.

.
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Internet COVR-2600R COVR-1300E Wi-Fi Client

To set up a Wi-Fi network you will need to give your Wi-Fi network a name (SSID)
and password.

Covr Wi-Fi Network Name:
[ dlink-8E36 ‘

Covr Wi-Fi Password:
I wzkbu31567 |




Step 10: Enter a password for your COVR devices. This password will be used to access the web Ul
and the Wi-Fi app for both the router and extender. Write it down and then click Next to continue.

Device Admin Password ><

@—— )l

COVR-2600R COVR-1300E Wi-Fi Client

Internet

By default, your new D-Link device does not have a password configured for
administrator access to the Web-based configuration utility. To secure your new

device, please create a password below,

Admin Password: dlink12345 |

Step 11: A summary page will display your settings. If you want to make changes, click Back,

otherwise click Finish to continue.

T
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COVR-2600R COVR-1300E Wi-Fi Client

Internet
Below is a summary of your Wi-Fi security and device password seftings. Please
make a note of your settings and click "Finish”.

Connection Type: Dynamic IP (DHCP)
Covr Wi-Fi Network Name: dlink-2E36
Covr Wi-Fi Password: wzkbu31567
Device Admin Password: dlink12345

o




Step 12: Click Finish to save your settings.

Covr Extender Placement ><

Your Covr Wi-Fi System has been set up.

You may now unplug the Covr Extender and place it in a location between your
Covr Router and the Wi-Fi weak area or deadzone. Once placed, verify that all
five LEDs are solid green. If the two uplink LEDs are not sclid green, move the
Covr Extender closer to the Covr Router until they are.

Alternatively, you may connect the Covr Extender to the Covr Router using an
Ethernet cable for better performance.

NOTE: Do not place the Covr Extender in a Wi-Fi weak spot or deadzone. The Covr
Extender needs a strong signal from the Covr Router to work property.

After finishing the configuration of your router and extender and the router boots back up, you may
unplug the extender and place in a location between your router and any dead zones. When you plug
the extender in, allow up to two minutes to boot. The LEDs will indicate your connection quality to the
router. Green means it is a good connection, orange means a fair connection, and red means a poor

connection. If orange or red, move the extender closer to the router.



Method 2: Setup by using D-Link Wi-Fi app
Step 1: Connect your mobile device (mobile phone or tablet) to Wi-Fi SSID/password written on the

label at the bottom of your DIR-883 router:

D'Lil.’l!{ DIR-883

A LI T 6 o0

Wi Named S50} dink-BEDE6
Password hig? 2144

ol i L R

MAC I0: ADAET BasaEns

Step 2: Install D-Link Wi-Fi App to your mobile device. It's supportable by both Android and iOS.

Step 3: Launch D-Link Wi-Fi App. If your device is connected to SSID on the label, Covr-2600R will be

automatically scanned:

Connect to your new device by going to Settings >
Wi-Fi and select the Wi-Fi network named "dlink-
xxxx" which is on the Wi-Fi Configuration Card then
return to the app and tap NEXT.

Wi-Fi

# dlink-xxxx

COVR-2600R

AO:ABB:95:8E:96

MNEXT
NEXT

10



Step 4: Follow the instruction to power up Covr Extender:

4 Install X < Looking For Covr Extender... X Install X

Power up the Covr Extender next to the Covr
Router. Wait 120 seconds for the Covr Extender
to turn on, then tap NEXT.

Your Covr Extender was detected and
successfully installed. Tap Next to continue.

119

NEXT NEXT

Step 5: Input the PPPOE connection username and password: (If you're not sure about it, please

contact your ISP)

4 PPPOE X

To setup this internet connection, you will nedd to
have a username and password from your internet
service provider.

&

NEXT

11



Step 6: Input the SSID and password you’d like to set:
4 Wi-Fi Settings X

To setup a Wi-Fi network you will need to give your
Wi-Fi network a name (SSID) and password.

DKT-883

12345678

The password must contain at least 8 characters.
o= D
'

NEXT

Step 7: Input the admin password you’d like to set:

4 Device Password X

Create an Admin password for your device. This
password is used to access the device's web-based
configuration utility.

The password must be between 6 and 15 characters.

Remember password

Enable remember password will allow you to access
device without entering password.

NEXT

12



Step 8: Confirm the related information again. If there’s no problem, click SAVE:

< Setup Complete X

The setup is completed. Tap SAVE button to apply
settings and start to reboot the device. It may take few

minutes to reboot.
Mode Covr
Device Password 12345678
Wi-Fi Network DKT-883
Wi-Fi Password 12345678

Please note down these settings for future
reference.

SAVE

Step 9: You can place your Covr Extender to where you would like to place now. Make sure all 5 LEDs

do turn solid green. If not, move the Extender closer to the router:

4 Placement X

Install the Covr Extender between your Covr
Router and the Wi-Fi weak area. If all five LEDs
do not turn green, move the Extender closer to
the Router.

NEXT

13



Q2: What is the uniqueness of COVR-3902 compare to traditional

routers plus range extender solutions?

Unlike traditional routers plus range extender solutions where you need to switch from one to another
to get the best connection, COVR-3902 works as one network, and automatically connects you to the

strongest, most robust signal as you move throughout your home.

14



Q3: Why DAP-1655 Wi-Fi Range Extender can’t receive signal

from DIR-883?

1. Ensure the router is in a well-ventilated and open area (Do not put the router in a cabinet
or enclosed area).

2. Check and change the location of your DAP-1655 — even a subtle change (2-3 feet) can make a big
difference.
- Make sure that you move DAP-1655 to the place that the uplink LEDs can be solid green which indicates a

solid connection to the uplink router.

Uplink LED for 2.4GHz/5GHz

O & 6B & 6

3. Other devices that use 2.4GHz/5GHz wireless band will interfere with your wireless network,
including Microwave, wireless cameras, baby monitors...etc. Place other devices in a different area if

they are close to each other if you could.

15



Q4: What does the WI-FI button on the back of my COVR-3902

do?

The WI-FI button on the back of the COVR-3902 is to turn the Wi-Fi On or Off from the router or the extender.
Do not push the Wi-Fi button on the back of the Covr Router or Extender unless you would like to turn the Wi-
Fi off.

Note: If the 2.4Hz and 5GHz lights are not lit on the device, push and hold the Wi-Fi button on the back for 1
second.

Covr router:

WIF| turned ON WIFI turned OFF

Covr Extender

WIFI turned OFF WIF! turned ON

16



Device Setup/Installation

Q5: How do I login to my router?

Verify that your computer is connected to the router either via an Ethernet cable or wireless
connection, then follow the steps below:
Step 1: Open your web browser and enter the IP address of the router into the address bar (not in

google). The default IP is 192.168.0.1, or using the link: http://dlinkrouter.local.

Q )| B nttp://192168.01/

File Edit View Favortes Tools Help

+You Search Images Maps Play

Step 2: You should be taken to a D-Link login page. By default, the username is admin and no

password is required.

D—Lil'lk Model Name: COVR-2600R Hardware Version: A1 Firmware Version: 1.00 Language:| English w

Admin Password:

Note: Administering a Router over Wi-Fi:
Setting up a router for the first time is best done over a wired connection so that your connection isn't
dropped if the security or wireless settings are changed the process. However, it can be done over

wireless too.

When connecting to a router via Wi-Fi, keep the computer close to the router - in the same room if

necessary - to avoid connection drops due to interference or weak wireless signals.

17
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Q6: How do I change the login password?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click Management -> System Admin

DM Home Settings

@® Internet Connected

Click on any item in the diagram for more information

Irtermet

& —v— &

Step 2: Fill in the password you’d like to set and click Save:

D .Lin-k1 Home I Settings

Admin

Features

Connected Chent

Management

g

Timee & Schedule

System Log

T

USB Device

Features

User & Dewvice

Upgrade

Statistics

Management

The admin account can change all router seftings. To keep your router secure, you should give the admin

account 2 strong password.

Admin Password

=P password | 11111111

1

Enable Graphical Authentication (CAPTCHA)

18


http://dlinkrouter.local/
http://192.168.0.1/

Q7: How do | set up and secure my wireless connection?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Settings -> Wireless

D- | Home Settings Features Management
b
I C d Wizard
@ Internet Connecte
Click on any item in the diagram for more information. Internet Connected Chents:
Wirelez=s
EEE n
ntermet DIF Network [ _
;o
| V { \A USB Sharing

USB Device

19



Step 2: In the wireless Wi-Fi nhame (SSID) field (for both the 2.4 and 5GHz sections), erase the
default name (dlink-xxxxx) and enter a unique wireless network name (This is the name you will see

when scanning for wireless networks on your computer/wireless device).

In the password field, remove the default password and enter a new one of your choice. (Must be a

minimum of 8 characters), then click Save.

(1) Smart Connect enabled:

D-I'ink- Home Settings

Features Management

Wireless

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this =ection will need to be updated on your wireless device.

Smart Connect

Status: Enabled I

Wireless

Wi-Fi Mame (35I0): | briamwu-DIRSS2

Password: | 12345679 x

20



(2) Smart Connect disabled:

Settings == Wireless

Smart Connect

2.4GHz

5GHz

Note: Please check the detailed information about Smart Connect in the connection:

What is smart connect?

Wireless

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any

changes made in this section will nesd to be updated on your wireless device.

Status: I Disabled

Status: Enabled I

Wi-Fi Name (SSID):

brigmwu-DIRS52

Password: | 12245675

Status: Enabled I

Wi-Fi Name (SSID):

Paz=zword:

briamwu-DIRE32-5G

12345679

21
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General Settings

Q8: How to clone my PC MAC address to the router?

Some cable internet providers may request you to clone PC Mac address in order to go online through
the router. It is recommended to clone MAC address from computer which was able to go online when

connected to modem.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Setting -> Internet 1
D'I'itlk- ) | Home Settings Features Management
® Internet Connected e

) ) ) ) ) . Connected Clients: 1
Click on any item in the diagram for more information. _
Wirgless (( IE

:

ntemet DIF Network
'l

, \A USB Sharing
_—

USB Device

Wi-Fi Mame (35I0): | briamwu-DIRSE2

Paszword: | 12345679 x

22



Step 2: Click Advanced Setting

D-Link

Settings == Intermet

e
Home Settings Features Management

Internet

Use this section to configure your Intemet Connection type. There are several connection types to choose
from Static IP, DHCP, PPPoE, PPTP, L2TP and DS-Lite. If you are unsure of your connection method,
please contact your Intermet zervice provider. Mote: If using the PPPoE option, you will need to remove or

dizable any PPPoE client software on your computers.

My Intemet Connection iz: | Dynamic IP (DHCP)

_ Advanced Settings.

23



Step 3: Key in Mac address or select one Mac address from the drop-down menu and click Save

a —
Dm Home | Seftings | Features | Management

Internet

> :/.-.-"'\ ,
rd _,.” \ Use this =ection to configure your Intemet Connection type. There are several connection types to choose
—4—1 + from Static IP, DHCGP, PPPoE, PPTP, L2TP and DS-Lite. If you are unsure of your connection method,
f } please contact your Internet service provider. Mote: If using the PPPoE option, you will need to remove or
dizable any PPPoE client software on your computers.
Settings == Intemet == IPv4 WLAN IPvG Save

My Internet Connection is: | Dynamic 1P {DHCP)

Advanced Settings._..

Host Mame: | D-Link

Primary DNS Server: | 168.168.250

Secondary DNS Server:

MTU: | Auto

MAC Address Clone: =< MAC Address

=< MAC Address

00:21:CC.5E:0D:.52

COPYRIGHT @ 2016 D-Link

24



Q9: How do | configure DHCP reservation?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click Connected Clients from the Home Tab:

D'Ilillk- | Home | Settings

® Internet Connected

Click on any item in the diagram for more information.

niemet

v— &

Step 2: Click the Pencil Icon next to your client you’d like to adjust:

Connected Clients

“fou can block a device from accessing your network completely.

08334NEWINT 4 D839ENBWINT &
[ Feermonics 1921680156 | > | Intel 192.168.0.104
Parental Controd: Disabled Parentsl Control: Disabled

25

Features Management

Connected Clients: 1

aq |

USB Device



Step 3: Click Reserve IP to enable the function. Fill in the reserved IP address, then click Save.

Edit Rule X

Mame: | DEIB4NBWINT |

“Yendor: Flextronics
MAC Address: D0:21:cc:5e:0d:52

IP Address: 192.168.0.136

Reserve |IP- w Remazining 24

k| 192 168.0.156) X
It will take effect after reconnecting

IP Address (Resenved

Parental Control: | [REE 2

26



Q10: How do | configure 802.11 mode on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Settings -> Wireless

D-Link | Home Seftings Features Management
Wizard
@ Internet Connected
Click on any item in the diagram for more information. e M oo CamiR:2
= ()
Intemet DIF Kk :

USB Sharing

v

Us8 Device

27



Step 2: Disable Smart Connect, and select the 802.11 mode for 2.4GHz/5GHz band:

Settings == Wireless Guest Zone Save
Smart Connect
Status: I Dizabled

2.4GHz

Wi-Fi Mame (SSI0): | brianwu-DIRE52

Pazaword: | 11111111

Advanced Settings...

Security Mode: | WRAMNPAZ-Personal

d02.11 Mode: | Mixed 302.11bfain

WiFi Channel: | Auto

Tranzmission Power: | High

Channel Width: | Auto 20040 MHz

HT20/40 Coesistence: w

Wisibility Status: | Visible

B J< i<

<] <

Schedule: | Always Enable

28



5GHz

Wi-Fi Name (SSID):

Password:

Security Mode:

802.11 Mode:

Wi-Fi Channel:

Transmission Power:

Channel Width:

Wisibility Status:

Sthedule:

brianmwu-DIRES2

11111111

WRAANWPAZ-Personal

Mixed 302.11a/nfac

Auto

High

Auto 2040080 MHz

Wisible

Always Enable

< B QB <Q<f<

29
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Step 3: Click Save to save your configuration.

Settings == Wireless

Smart Connect

2.4GHz

5GHz

Wireless

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this section will nesd to be updated on your wircless device.

Status: I Dizabled

Wi-Fi Mame (SSI0): | briamwu-DIRS32

Password: | 11111111

Wi-Fi Mame (SSI0): | briamwu-DIR252

Pazsword: | 11111111

30
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Q11: How do I change the router’s IP address?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click Settings -> Network

D-Link | . Home

@ Internet Connected

Click on any itern in the diagram for more information.

Intermet

@& —

\é USE Sharing I

Settings Features Management
Wizard

Connected Clients: 1
Intermet

Wirsless (( :| |
(]
.

USHB Device

31



Step 2: Change the IP address as needed under Network Setting, and click Save

D-Link

!

Settings >> Network

Metwork Settings

—
Home | Settings

Network

| Features Management

Use this section to configure the network settings for your device. You can enter a name for your device in
the management link fisld, and use the link to access web Ul in a web browser. We recommend you
change the management link if there are more than one D-Link devices within the nebwork.

Save

> AN IP Address: 182.168.0.9

Subnet Mask: | 235.255.255.0

Management Link: hitpd/| diinkrouter

locall

Local Domain Mame:

Enable DNS Relay: [l I

32



Q12: How do | enable remote management for my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Management -> System Admin

D'Lillk. Home: Settings Features Management

-

QOS Englne Time & Schedule

Connected clients can be assigned Internet access priority. Click and drag client ca System Log

Usger & Device

T
i
m
5]

Upgrade
Download Speed (Mbps): | 300 @ i
Upload Speed (Mbps): | 300 T

Step 2: Click Advanced Settings, and enable Remote Management, then click Save. The default

remote management port: 8080.

lanagement == Admin System m

Admin Password

Fassword:| ssssssss

Enable Graphical Authentication (CAPTCHA):

Advanced Settings...

Administration

Enable HTTPS Server:| Rkl

010

Enable Remote Management: Enabled

Remote Admin Port:| 8080

'

Note: To access your router remotely, from a web browser enter: http://<your WAN IP>:8080.
e.g. http://172.17.2.74:8080
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http://172.17.2.74:8080/

You can find your WAN IP by clicking on the Home tab. It will be displayed under the Internet Section.

D'Lillk: | Home | Settings

Features | Management

® Internet Connected

) } ) ) ) . Connected Clients: 1
Click on any item in the diagram for more information.

gd B
v

USB Device

Internet
IPv4 | IPvE
Cable Status: Connected MAC Address: T4:04:0A1D:F0:03
Connection Type: Dynamic IP {DHCP) IP Address: 17217275
Metwork Status: Connected Subnet Mask: 2552552550
Connection Uptime: 0 Day 21 Hour 31 Min 10 Sec Default Gateway: 172.17.2.254
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Q13: How to access the USB on my router?

Step 1: Connect your USB drive to the USB port on your router.
Step 2: Click on the Setting -> USB Sharing, and confirm if “Windows File Sharing (SAMBA)” is

enabled:

D-Link Home Settings Features Management

-
I C d Wizard
@ Internet Connecte
Click on any item in the diagram for more information irternet AR e 1
Wireless (( I:l
Internet DiF Network F

v— I

USB Sharing

(- ™ USB Sharing allows you to share photos, music, movies and files simply by connecting a USB drive to
\//’1’_\' _ your router. Access your files on your local network using SAMBA or UPnP media sharing, or access them
. ( % over the web using FTP.
Settings >> USB Sharing User Save

DLNA Media Server

Status: Enabled

DLNA Media Server: | DIR-882_DMS

Windows File Sharing (SAMBA)

Status: Enabled
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Step 3: Click on “Windows key # +R” on your key board. Then type “\\192.168.0.1” and press
OK. (192.168.0.1: Your router IP address). Then your USB drive shall be accessible.

== Typethe name of a program, folder, document, or Internet
L= rescurce, and Windows will open it for you.

Open: 419216801 -

| ok || cancel || Browse. |

Step 4: Right click your USB Drive and select Map Network Drive.

v

e - § = =
" —
Y/ () L P_Netwn:nrk 19216801 »
Organize - Metwork and Sharing Center View remote printers

= Favorites f
O
B Desktop P 1 g o
B Downloads S, | Open in new window
5| Recent Places Browse with IfanView
1-Zip 3
- Libraries CRC SHA g
=| Documents Always available offline
o' Music Restore previous versions
=] Pictures '@' Scan for threats
E Videos
XL Scan Kingston_DataTraveler 00541
1% Computer Map network drive...
& o5
. Copy
—a D-Link (D)
% Volume_2 (0192168 Create shortcut
g Volume 1 (192,168 Fr T

ihj Metwork
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Step 5: Select your desired Drive Letter and Click Finish

\ Q, Map Metwork Drive

r =)

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: ’X- - ]

Folder: WW192.168.01\Kingston_DataTraveler_00541 Brarse
Exarmnple: V\serverishare
Reconnect at logon

[T Connect using different credentials

Connect to a3 Web site that vou can use to store vour documents and pictures.

Finish | [ Cancel
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Q14: Does DIR-883 support bridge mode?

DIR-883 does not support bridge mode. Currently, the models support bridge mode are: DIR-895L,
DIR-885L, DIR-880L, DIR-868L, DIR-865L, DIR-605L.
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Firmware Upgrade/Checking

Q15: How to upgrade firmware for router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click Management -> Upgrade

DLink | Home Settings

@® Internet Connected

Click on any item in the diagram for more information.

MIEMmeL

v— Q|

Internet
Cable Status: Connected MAC Address:
Connection Type: Dynamic |P {DHCF) IP Address:
Metwork Status: Connected Subnet Mask:
Connection Uptime: 0 Day 21 Hour 21 Min 10 Sec Default Gateway:
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Time & Schedule

Connected Chent

System Log
(( E| Systefiidmin
User viCe

USB Device Statistics

IPwd ! IPvE
T4 DA DA TDFO:08

17217275
255.255.255.0
172.17.2.254



Step 2: Click Select File to browse for the firmware:

D.I‘mk Home Settings Features Management

Upgrade

*’:-.-" ~ - “our router can automatically detect firmware updates, but requires your authorization to install them. It is
alzo possible to check for new firmware manually, upgrade firmware from a local file.

Firmware may use code that is subject to the GPL licenses. For more information, visit

=

Management >> Upgrade

Firmware Information

Current Firmmware “ersion: 1.00
Current Firmware Date: 2017-05-25 11:44:33

Check for New Firmware

Upgrade Manually

Upgrade Firmware: Select File _
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Step 3: Click Upload

D.I'ink Home Settings Features Management

Upgrade

_,":'- ey Your router can automatically detect firmware updates, but requires your authorization fo install them. it
alzo possible to check for new firmware manually, upgrade firmmware from a local file.

I\' 'rI
Firmware may use code that is subject to the GPL licenses. For more information, visit

hitto:iftsd diink. com twiGHFL a5,

Management == Upgrade

Firmware Information

Current Firmware Version: 1.00
Current Firmmware Diate: 2017-05-25 11:44:33

Check for New Fimmware

Firmware you selected to upload

Upgrade Manually

Upgrade Fimmarare: Select File DIRS8241_PAW100B07.bin

BTN t—
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Q16: How to check firmware version of router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. The firmware version can be found at the upper right of the page.

D-Lil'lk Model Mame: Hardware Version: Firmware Version: Language:| Emglizh n

N

Admin Password:
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Factory Reset

Q17: How to reset my router to factory default setting?

If you forget the password of your router’s configuration interface, you can do a factory reset to return
the settings to the factory defaults.

Impact of Factory Reset:

(1) Erase all current settings, and this action cannot be undone.

(2) The password for the Administrator (Admin) account will be reset to the default.

(3) Resetting the router does not reset the firmware to the previous version

Step 1: With the unit on, use the end of a paperclip to press the reset button for seven seconds, which
is located inside a small hole on the base of the unit. The power light on the front of the router will turn

orange to indicate that the unit is restarting.

Step 2: The unit will reboot automatically. Once the power light stops blinking, the unit has been reset

and is ready to use.
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Q18: How do | backup/restore the configuration on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click Management -> System Admin

DLink |

® Internet Connected

Home

Click on any item in the diagram for more information.

Intermet

v

Internet

Cable Status: Connected

Connection Type: Dynamic |P {DHCP)
Metwork Status: Connected

Connection Uptime: 0 Day 21 Hour 31 Min 10 Sec

Step 2: Click System

Admin Password

Password:

Enable Graphical Authentication (CAPTCHA)

Setitings

MAC Address:

IP Address:
Subnet Mask:
Default Gateway:
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e

Time & Schedule

Connected Client

‘m

System Log

System Admin

User & Device

Upgrade
USB Device Statistics
T
IPwd | IPvE

T74:DADA1D:FO:08
17217275
2552552550
172172254

System Save

Advanced Settings...



Step 3: Click Save to save the configuration:

Management >> System

System

Save Settings To Local Hard Drive Save

Load Settings From Local Hard Drive: Select File

Restore To Factory Default Settings: Restore
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Step 4: To restore your configuration, click the Select File button and select your configuration

backup file. Once selected, click Restore.

Management == System Admin Save
System
Save Seitings To Local Hard Drive:
Load Settings From Local Hard Drive:
Restore To Factory Default Seitings:
Management >> System Admin Save
System

Save Settings To Local Hard Drive: configuration file you selected

Load Settings From Local Hard Drive: Select File DIR882A1_FW100BOT bin I

Restore

Restare To Factory Default Settings: Restore
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Definitions

Q19: What is smart connect?

Smart Connect - Creates a 'single’ wireless network for your devices to connect to. Behind the
scenes, the router automatically determines whether to connect a device to the 2.4 or 5 GHz band,
thereby providing the best speed and range for each device and optimally distributing devices to each

network.

Smart connect is enabled by default in Setting -> Wireless:

D-I'itlk- Home | Settings Features Manzagement

Wireless

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this =ection will need to be updated on your wireless device.

Guest Zone

L

Smart Connect

Status: Enabled I

Wireless

Wi-Fi Mame (S5I0): | diink-FD0S

Password: | 6097354210

Advance

[=1
)]
i1
E

=1
[

If disable smart connect, you’ll need to configure 2.4GHz/5GHz band individually.
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Q20: What is WPS?

Wi-Fi Protected Setup (WPS) is a standard to connect wireless devices together easily and secure. To

use WPS, your product must support WPS and be compatible with WPA/WPA?2 security.
To use, simply press the WPS button on your router or access point, and then press the WPS button on

your wireless client (sometimes may be enabled by software) within 2 minutes. The router/access

point will automatically configure your client with your Wi-Fi name (SSID) and Wi-Fi password.
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Guest Zone Setting

Q21: How do I enable Guest Zone/Guest Access on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Settings -> Wireless

D'Ilink | Home Settings Features Management
Wizard
® Internet Connected
c ted Clients:
Click on any item in the diagram for more information. Intermst prnsstea Lhens
Wireless (( E|
ntermet DIF Network

J J \A' USB Sharing

USEB Device
0
Step 2: Click the Guest Zone tab:

D.I'hlk- Home Settings Features Management

Wireless

Use this section to configure the wireless settings for your D-Link Router. Please make sure that any
changes made in this section will need io be uvpdated on your wireless device.

ne

B GuestZ

L]
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Step 3: Configure Guest Zone and click Save:

Guest Zone

O This page letz you enable and configure a Wi-Fi Guest Zone. Users connected to a Guest Zone cannot
communicate or detect devices on your home network unless Intemet Access Only is disabled under

r f 0 ] Home Metwork Access.

Settings >> Wireless >> Guest Zone Wi-Fi Save

2.4GHz

Statu: Enabled I

i ame (250 | diniegues] x| (—

Paz=swore | EbST3842fb

Schecuidl| Amwaye Enabie

5GHz

=
Wi-Fi Name (SSI10 dlink-guest-5GHz '

Passwon BhoT3542

Scheruil| Amways Enabie
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Connection Checking/Troubleshooting

Q22: How many simultaneous users can my Wi-Fi network

handle?

The more devices that are simultaneously connected to your device, the slower the transfer speed will
be for each device. D-Link recommends 15 simultaneously connected users as the maximum

number.
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Q23: My router is dropping connections, how to fix this?

If your router is not performing properly (freezing, automatically rebooting, disconnecting...etc.), this

could be happening for a number of reasons.

Please check the following:

1. Ensure the router is in a well ventilated area. If the router does not get adequate airflow, it could
overheat.

2. Ensure the firmware is up to date.
Firmware is the "brain" of the router, it is the programming that tells it how to work. D-Link will
release new firmware versions when bugs are reported and fixed. Upgrading the firmware may
correct issues you are experiencing.

Please follow this link for instructions of how to upgrade the firmware- How to upgrade firmware for

router?

3. Perform a factory reset on the router. Please follow this link for instructions: Reset your router to

factory default setting?
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Q24: What can I do if I’'m having wireless connection problems?

If you are experiencing any of the below wireless problems:
- Slow Wireless Speeds
- Wireless Connection Drops

- Low Wireless Signal

Note: An easy way to determine if the issue is with the router or with the wireless device is to see if
the issue exists on multiple devices. If you internet is slow or is only dropping on one of multiple
devices/computers, then the issue is probably not with the router. If the router is the main cause, all

devices connected will be affected.

1. Change the wireless channel:
Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the
address bar. Then login and follow the steps below:

Step 1: Click Settings -> Wireless

D'Ilillk- | Home Seftings Features | Management

Wizard
® Internet Connected
Click on any item in the diagram for more information. Intermst Connected Chents.
-1
nitemet DIF Network

V ‘é UsB Sharing
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Step 2: Click Advanced Settings for bot

2.4GHz

h 2.4G and 5G bands:

Status: Enabled I

Wi-Fi Mame (35I0): | diink-FD0S

Paszsword: | Bb973542fb

5GHz

Status: Enabled I

Wi-Fi Mame (351D

‘ Advanced Setfings...

1o | dlink-FDES

Pazsword: | 60O73842fb

‘ Advanced Setfings...

Step 3: Click Wi-Fi Channel box, select your desired Channel and click Save

2.4GHz

Status:

Wi-Fi Mame (SSID):

Password:

Security Mode:

802.11 Mode

‘ Wi-Fi Channel

Transmission Power

Channel Width:

Enabled I

dlink-F00S

GhoT3g842h

Advanced Seffings...

WRAMNPAZ Personal

: | Mixed 502.11bfgin

:|Autn

: | High

Auto 20740 MHz

< Q<R P<)<

Check or change the location of your router. Even a subtle changes (2-3 feet) can make a big

difference.

- Ensure the router is in a well ventilated and open area. Do not put the router in a cabinet

or enclosed area

- Other devices that use the 2.4GHz/5GHz wireless band will interfere with your wireless network,

these include microwaves, wireless cameras, baby monitors. If needed, place the router or the

other devices in a different area if they are close to each other.
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- Wireless signals will degrade (or die completely) when going through brick (fireplace), metal (file

cabinet), steel, lead, mirrors, water (fish tank), large appliances, glass, etc.

Ensure that your router is running the latest firmware version. Please follow this link for

instructions of how to upgrade the firmware- How to upgrade firmware for router?
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Q25: Why won’t my VolP device work with my router?

1. Please confirm if you load the latest firmware in your router. You can review the process of
firmware version checking and upgrading process below:

(1) Firmware version checking: How to check firmware version for your router?

(2) Firmware upgrade process: How to upgrade firmware for your router?

2. Disable the SIP ALG feature on your router
SIP ALG allows devices and applications using VolP (Voice over IP) to communicate across NAT.
Some VolIP applications and devices have the ability to discover NAT devices and work around
them. This ALG may interfere with the operation of such devices. If you are having trouble making

VolIP calls, try turning this ALG off.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the
address bar. Then login and follow the steps below:

Step 1: First, click Feature -> Firewall:

D-Ilillk- | Home Seitings Features | Management
[ C d QoS Engine |

® Internet Connecte
Click on any item in the diagram for more information. Fireswall |

Port Forwarding

niemet DIR-g32 ) )
Website Filter

_— K
J \ !ﬁ! ) Static Route
Dynamic DMS

Cuick VPN
||
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Step 2: Then, click Advanced Settings:

D.I'itl-k Home Setlings Features Management

Firewall Settings

Your router's high-performance firewall feature continuously monitors Internet traffic, protecting your
network and connected devices from malicious Intermnet attacks.

Advanced => Firewall Settings >> Advanced IPv4 Rules |PvE Rules Save

Enable DMZ: Dizabled

Enable SPI |Pyd: Dizabled

Enable Anfi-spoof Checking: Dizabled

|PvE Simple Security: Dizabled

IPvE Ingress Filkering: Dizabled

(]

Advanced Settings..



Step 3: Click SIP to disable SIP ALG, then click Save:

Firewall Settings

our router's high-performance firewall feature continuously monitors Internet fraffic, protecting your
network and connected devices from malicious Intermet attacks.

Advanced == Firewall Settings == Advanced |IPvd Rules |IPvE Rules

Enable DiMZ: Dizabled

Enable SPI |Pv4: Dizabled

Enable Anti-spoof Checking: Dizabled

IPwE Simiple Security: Disabled

IPwE Ingress Filtering: Dizabled

(]

Advanced Settings...

Application Level Gateway (ALG) Configuration

PPTP: m

IPSec (VPN):

RTSP:

SIP: Dizabled

gl
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Port Forwarding/Virtual Server Setting

Q26: How do | enable DMZ on my router?

DMZ should only be used if you have a computer/device that cannot run Internet applications properly
from behind the router.

Note: By enabling the DMZ (Demilitarized Zone) feature, you are allowing the router to forward all
incoming traffic from the internet to the device specified, virtually disabling the routers "firewall
protection”. This may expose the device to a variety of security risks, so only use this option as a last

resort.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Features -> Firewall

D'Ilillk | Home Settings Features | Management

(oS Engine ‘

® Internet Connected

Click on any tem in the diagram for more information. Firewsall

Port Forwarding
Website Filter
=
¢ . ! ! ' Static Routs
Dynamic DMNS

Quick WPHN

Step 2: Click Enable DMZ to toggle the DMZ state, and fill in the IP address of the specified device

(One device only), then click Save.
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Q27: How do | open ports for routers?

Scenario 1: Single Port:

By default, your router will block all incoming connections (into your network) and allow all outgoing
connections to the Internet. In some cases, you may need to allow some connections into your
network (for Example: Using the Remote Desktop Application). To do this, you must open ports on

your router.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Feature -> Port Forwarding

D'Ilillk | Home | Seftings Features hManagement

QoS Engine

® Internet Connected

Click on any item in the diagram for more information. Firewall

‘ Port Forwarding

Website Filter

_— 5
J \ !"‘! ) Static Route

Oynamic DMNS

nLemet

Quick YPHN

"

60



Step 2: Click Virtual Server and Add Rule

. R
Dm Home | Settings Features Management

Port Forwarding

Your router helps share a single IP address assigned by your ISP among several clients in your home.
Port forwarding allows traffic requests from a specified application to be directed to a specified client
inside.

Advanced >> Port Forwarding Virtual Server Save

Local IP TCP Port UDP Port Schedule Edit Delete

Status
D-Link

Home | Settings Features Management

Virtual Server

Your router helps share a single IP address assigned by your Intemet service provider amaong several
clientz in your home. Virtual servers are preset port mappings for popular services, like a web or e-mail
server, that route traffic to a specified client inside.

Advanced == Vinual Server Port Forwarding Save

L] B L ks

Status Name Local IP Protocol Extermal Port Internal Port Schedule Edit Delete

Add Rule Remaining: 24

Step 3: Create your rule (FTP server as example), then apply

- Name- Enter a name for the rule (i.e. Web Server 1)

- Local IP: Specify the IP address of the device you are opening the port for

- Protocol: Specify the traffic type (TCP or UDP) - Note: If you are not sure, choose BOTH

- External/Internal Port: Enter the port number you want to open (i.e. 21, for FTP)



Edit Rule X

Mame: | FTP == Application Name

Local IP: | 182.168.0.156 == Computer Name

Protocol: | TCP

External Por | 21

Internal Port- | 21

Schedule: | Always Enable

Step 4: Click Save after finish adding your rule.

D-I‘ink Home | Settings Features Management

Virtual Server

“Your router helps share a single |P address azsigned by your Intemet service provider amaong several
clientz in your home. Virtual servers are preset port mappings for popular services, like a web or e-mail
server, that route traffic to a specified client inside.

Advanced == \irtual Server Port Forwarding Save

External Port Internal Port Edit

[ FTP 192.168.0.156 TCP 21 21 Ahways Enable rd ﬁ

Add Rule Remaining: 23
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Scenario 2: Multiple Ports:
Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Feature -> Port Forwarding

D'Ilm | Home | Settings Features Managemeni

. Inte I’net Connected QoS Engine

Click on any item in the diagram for more information. Firewall

Port Forwarding

Website Filter

_— 5
J [ !"'! ' Static Route

Dynamic DMNS

niemet

Quick VPN

N —

Step 2: Enter the TCP port numbers you want to open:

- Name- Enter a name for the rule (i.e. Web Server 1)

- Local 1P: Specify the IP address of the device you are opening the port for

- TCP Port: Enter the TCP port numbers you want to open

- UDP Port- Enter the UDP port numbers you want to open

Note: You can enter the ports in multiple different ways- Range (50-100) Individual (80, 68,
888) Mixed (1020-5000, 689)

Create New Rule ><
Mame: | testi
Local IP- | 1592.1658.0.156 1592.1688.0.156

TCP Port | 22,23,30-40

UDF Port | 22,23,30-40 *

Scheduls: | Always Enable
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Step 3: Click Save after finish adding your rule.

D'Lil‘k Home | Settings Features Management

Port Forwarding

Your router helps share a single IP address assigned by your ISP among several clients in your home.
l__ Port forwarding allows traffic requests from a specified application fo be directed to a specified client
T inside.

Advanced >> Port Forwarding Virtual Server Save

UDP Port

= test1 192.168.0.156 22.23,30-40 22.23,30-40 Always Enable 4 &

Add Rule Remaining: 23
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Q28: How do | configure inbound filter?

When you use the Virtual Server, Port Forwarding, or Remote Administration features to open specific
ports to traffic from the Internet, you could be increasing the exposure of your LAN to cyberattacks

from the Internet.

In these cases, you can use Inbound Filters to limit that exposure by specifying the IP addresses of
internet hosts that you trust to access your LAN through the ports that you have opened. You might,
for example, only allow access to a game server on your home LAN from the computers of friends

whom you have invited to play the games on that server.

Inbound Filters can be used for limiting access to a server on your network to a system or group of
systems. Filter rules can be used with Virtual Server, Gaming, or Remote Administration features. Each
filter can be used for several functions. For example a "Game Clan" filter might allow all of the
members of a particular gaming group to play several different games for which gaming entries have
been created. Meanwhile, an "Admin" filter might only allow systems from your office network to
access the WAN admin pages and an FTP server you use at home. If you add an IP address to a filter,

the change is effected in all of the places where the filter is used.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click on Features on the top and then Firewall

D'Ilillk Home | Settings Features Management
QoS Engine |
® Internet Connected
Click on any tem in the diagram for more information. Firewsall |

Port Forwarding
Website Filter
o
' \ ! ! " Static Route
Dynamic DMNS

Quick WYPN

T ———



Step 2: Click on 1PV4 Rules, then select Turn IPV4 Filtering ON and ALLOW rules listed, then
click Add Rule

Dm Home | Settings Features Management

Firewall Settings

Your router's high-performance firewall feature continuously monitors Intemet traffic, protecting your
network and connected devices from malicious Intermnet attacks.

Advanced >> Firewall Settings >> Advanced IPv4 Rules IPvG Rules Save
Advanced >> Firewall Settings >> IPv4 Rules Advanced IPvG Rules Save

Tum IPvé Filtering OM and ALLOW rules listed

Name Schedule Edit Delete

Add Rule Remaining: 24

Step 3: Create your rule

Edit Rule
Mame: | Tesi_1
Source IP Address Range: | WAN 192.1658.11.104
Destination |P Address LAN 192 1650158
Range:
Protocol & Port Range: | TCP 21
Scheduls: | Always Enable
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Step 4: Click Save after adding your rule.

Dm Home | Settings Features Management

Firewall Settings

The IPv4 nule zection iz an advance feature used to deny or allow traffic from paszsing through the device.

Advanced >> Firewall Settings >> IPv4 Rules Advanced IPvG Rules Save

Turn IPv4 Filtering OM and ALLOW rules listed

Test 1 Always Enable f ﬁ

Add Rule Remaining: 23

Note: If you’d like to block specific IP addresses accessing your router, please select “Turn 1PV4
Filtering ON and ALLOW rules listed” from the drop-down menu.

67



Website Filter Setting

Q29: How do I set up website filter on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:
Step 1: Click Features -> Website Filter

D-Ilillk- | Home Settings Features Management
I C d QoS Engine

@ Internet Connecte
Click on any item in the diagram for more information. Firewall I’

Port Forwarding

e Website Filter
— k
v \ !"'! ' Static Route

Dynamic DMNS

Quick WP

Step 2: If you want to create a list of sites to block, select DENY computers access to ONLY these

sites from the drop-down menu. All other sites will be accessible.
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. R
Dm Home | Settings Features Management

Website Filter

The website filters feature allows rules to be set that restrict access to a specified web address (URL) or
blocks specified keywords in the URL. You can use Website Filter to restrict access to potentially harmful
and inappropriate websites.

Advanced == Website Filter Save

DENY clients access to OMLY these sites

DENY clients access to OMLY these sites

ALLOW clients access to OMLY these sites

Add Rule Remaining: 24

If you want to specify a list of sites to allow, select ALLOW computers access to ONLY these

sites from the drop menu. All other sites will be blocked.

Step 3: You may specify a maximum of fifteen web sites. To add a new site to the list, click Add Rule,
and enter the URL or domain you wish to deny or allow access to in the Website URL/Domain column,

and click save.

7 —_—
Dm Home | Settings Features Management

Website Filter

The website filters feature allows rules to be set that restrict access to a specified web address (URL) or
blocks specified keywords in the URL. You can use Website Filker o restrict access to potentially hanmful
and inappropriate websites.

Advanced == Website Filter ‘ Save |

DENY clients access to ONLY these sites I

|cnn.c:c-m | lﬁl
—3

Add Rule Remaining: 23
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Note:

1.

If you wish to delete a rule, click on its trash can icon in the Delete column. If you wish to edit a

rule, simply replace the URL or domain.

The https website can’t be blocked by website filter. For example: Facebook, YouTube,

Amazon...etc. If necessary, please apply OpenDNS paid service to fulfill your

requirement.
The service website is as below: https://www.opendns.com/setupguide/. There are 15 days for free

trial. Sign up for new account, follow the setup guide to establish the service, and start enjoy the

stunning service provided by Cisco.

Note: Please confirm if DNS relay is enabled. (It's enabled by default)
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System Log

Q30: How to check system log for router?

There are 3 methods to check system log of router. Select Management -> System Log, and follow

the methods as below:

D'I'illk | Home Settings Features Management

pS

Time & Schedule

® Internet Connected

" . . ) . : Connected Chent
Click on any item in the diagram for more information. System Log
( \ Sy=tem Admin
Il. I
N )

Internet DIR-8&2 — User & Device

st

— ki
v .__.\ ‘é‘ .f_..
- UsB Device Statistics

~ T

Add Rule Remaining: 23
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Method 1: Log Settings
Step 1: Click Check System Log button, and download the file “messages” to your folder.

D'an Home ] Settings l Features | Management

System Log

On-board diagnostics run continually in the background to monitor the health of your router. The results
are recorded in the system log if it is enabled. This info can be used to diagnose common problems or
help Customer Support resclve issues more quickly

Log Settings

System Log Check System Log

Step 2: Open the messages via WordPad/NotePad, then you can check system log.

P017—05—25 11:44:40 [SY¥SLOG]: start BusyBox v1.12.1

2017-05-25 11:45:20 [RC]: Wan(ppp0) Disconnect

2017-05-25 11:45:20 ipsec_setup: ...Openswan IPsec stopped
2017-05-25 11:45:20 [DHCPS-6]: dhcpé ctl authinit: failed to
open /wvar/etc/dhcpésctlkey: No such file or directory
2017-05-25 11:45:20 [RC]: Current Wan interface is sth3 , mode
is pppoe

2017-05-25 11:45:38 [RC]: Wan{ppp0) connect Success , Current
Wan ip is 220.137.10.136

2017-05-25 11:45:38 [UPNFP]: WP3 listening on port 8888
2017-05-25 11:45:41 [UPNP]: addSubscriber(/event,
http://192.168.0.2:286%/upnp/eventing/jldkzxeg=si, 1800)
2017-05-25 11:45:42 ipsec_setup: ...COpenswan IPsec stopped
2017-07-12 03:19:14 [RC]: SNTP SYN success ! Current timer is
2017-07-12 03:19:14

2017-07-12 03:19:14 [MDNS]: mDNSCoreReceive: mDNSPlatformRawTime
went backwards by 75350006 ticks; setting correction factor to -
1610413401

2017-07-12 06:12:15 [UPNP]: addSubscriber(/event,
http://152.168.0.2:2865%/upnp/eventing/nizkldsuia, 1800)
2017-07-12 06:12:16 [UPNFP]: addSubscriber (/evt/L3F,
http://192.168.0.2:2869/upnp/eventing/vadwogkleo, 1800)
2017-07-12 0€:12:1¢6 [UPNFP]: addSubscriber(/evt/CmnIfCfg,
http://152.168.0.2:2865/upnp/eventing/lzeipjapng, 1800)
2017-07-12 06:12:16 [UPNP]: addSubscriber(/evt/IPConn,
http://192.168.0.2:286%/upnp/eventing/zjauwwprtx, 1800)
2017-07-12 0€:16:42 [UPNF]: addSubscriber(/evt/CmnIfCfg,
http://152.168.0.2:2865/upnp/eventing/gjthsaxtua, 1800)
2017-07-12 06:16:42 [UPNFP]: addSubscriber (/evt/CmnIfcfg,
http://152.168.0.2:2865%/upnp/eventing/pzxdjay=af, 1800)
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Method 2: Syslog Settings
Step 1: Download system log server application, ex: Kiwi Syslog Server:

http://www.Kiwisyslog.com/free-tools/Kiwi-free-syslog-server

Step 2: Click File -> Setup, and fill in the IP address of your network device, then click Add:

|4] Kiwi Syslog Server Setup — [= 2 |
D x [D [‘j @ 0 ¥ Inputs Input options
=) Formatting - )
‘. Custom file formats [~ Beep on every message received
. Custom DB fi ts
ustom - prma [~ Enable IPv6 support
[= DN3 Resolution
= - DNS Setup IPvS support is not available in Free version of Syslog.
‘.. DNS Cachi
X aching — | UDP Input eptions
Modifiers -
Scripting TCP Input options
Display SNMP Input options
Appearance
E-mail Receive meszages from below P addresses
= Alarms 192 . 188 . 0 1
- Min message count
------ Max message count
- Digk space monitor £
------ WMessage gqueue monitor il R
[12 e 0 1 T
------ uop
. TCp Only & message sources are allowed in Free version of Sysh
...... Secure TCP Get unlimited inputs in the licensed version. ==Buy How
- SNMP
------ Keep-alive
Test message —
Defaults/import/Export o
| Help | ak. | Cancel | Apply |

4

Step 3: Enable “Enable Logging to Syslog Server”, and fill in the IP address of the PC installing
Kiwi Syslog Server:

D'I']nk Home Seftings

Features Management

System Log

On-board diagnostics run conbinually in the background to monitor the health of your router. The results
are recorded in the system log if it is enabled. This info can be used lo diagnese common problems or
help Customer Support resolve issues more quickly

Man .:'.1:. ITiIEenl Sysie :-.: Save
Log Settings
System Log Check System Log

Enable Logging to Syslog Server m

SysLog Server IP Address | 192.168.0.180 || << Computer Name

SysLog Settings
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Step 4: You’'ll be able to check the log in Kiwi Syslog Service Manager as below:

Kiwi Syslog Service Manager (Free Version 9.8)

File Edit View Manage Help
¥ A& |Display 00 (Defaul)  ~|

Date | Time | Priority | Hostname |Message

07-14-2017 15:37:16 Daemon.Motice 192.168.0.1 Jul 14 15:37:15 [RC]: SHTP 5YN success | Current timer 1z 2017-07-14 15:37:15
07-14-2017 15:31:40 Daemon Motice 192.168.0.1 Jul 14 15:31:39 [RC]: SHNTP 5YN success ! Current timer is 2017-07-14 15:31:33
07-14-2017 15:24:06 Daemon Motice 192.168.0.1 Jul 14 15:24:05 [RC]: SHTP 5YN success | Current timer is 2017-07-14 15:24:05
07-14-2017 15:20:56 Daemon Motice 192.168.0.1 Jul 14 15:20:55 [RC]: SHTP 5YN success | Current timer is 2017-07-14 15:20:55
07-14-2017 15:19:37 Daemon MHotice 192.168.0.1 Jul 14 15:19:36 [RC]: SHTP 5YN success | Current timer iz 2017-07-14 15:19:36
07-14-2017 15:18:22 Daemon Hotice 19216801 Jul13 20:18:21 [DDNS]: DDNS client connect faultl

07-14-2017 15:15:29 Daemon MHotice 192.168.0.1 Jul 13 20:15:28 [RC]: SHTP 5YN success | Current timer is 2017-07-13 20:15:28
07-14-2017 15:11:23 Daemon MHotice 19216801 Jul13 22:11:22 [RC]: SHTP 5YN success | Current timer is 2017-07-13 22-11:22
07-14-2017 15:10:20 Daemon MHotice 192.168.0.1 Jul 13 21:10:19 [RC]: SHTP 5YN success | Current timer is 2017-07-13 21:10:19
07-14-2017 15:08:37 Daemon.Motice 192.168.0.1 Jul 13 19:08:36 [RC]: SHTP 5YN success | Current timer is 2017-07-13 19:08:36
07-14-2017 15:04:30 Daemon MHotice 192.168.0.1 Jul 14 15:04:29 [DDNS]: DDNS chent connect faultl

07-14-2017 15:02:58 Daemon.Motice 192.168.0.1 Jul 14 15:02:57 [DDNS]: DDNS chent connect fault!

07-14-2017 14:57:01 Daemon Motice 192.168.0.1 Jul 14 14:57:00 [DDNS]: DDNS client connect faultl

07-14-2017 145515 Daemon.Motice 192.168.0.1 Jul 14 14:55:14 [RC]: SHNTP 5YN success | Current timer is 2017-07-14 14:55:14
07-14-2017 14:52:15 Local7 Debug 127.001 Kiwi 5yslog Server - Test message number 0001
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Method 3: E-mail Settings

Step 1: Setup the e-mail information as below:

Management == System Log Save

SysLog Settings

Enable Logging to Syslog Server: [

E-mail Settings

Enable E-mail Notification: [ =l

From E-mail Address:| kobebnanl522@gmail.com

To E-mail Address:| kobebrian0522@gmail.com

SMTP Server Address:| smip.gmail.com

SMTP Server Port:| 587

Enable Authentication: B EEL =0

Account Name: | kobebrian0522

Password:| sssssssses

E-mail Log When Full or Or Schedule

Send When Log Full: Disabled

Send on Schedule: IS =)

=chedule:| Always Enable

Step 2: You will receive the log email:

RG log WetE % = B
fael kobebrian0522 <kobebrian0522@gmail.com= 15:47 (42 =) ] B
et
[System]

R R R
[Time]Wed Jul 12 22:49:58 2017
[Message:1]no servers found in /fetc/resolvecont, will retry

[Time]Wed Jul 12 22:50:06 2017
[Message:2|DHCP: Client send DISCOVER.

[Time]Wed Jul 12 22:50:06 2017
[Message:3|DHCP: Client receive OFFER from 172.17.102.210.

[Time]Wed Jul 12 22:50:06 2017
[Message:4|]DHCP: Client send REQUEST, Request [P 172.17.2.92 from 172.17.102.210.

[Time]Wed Jul 12 22:50:06 2017
[Message:5]|DHCP: Client receive ACK from 172.17.102.210, IP=172.17.2.92, Lease 1ime=28800.

[Time]Wed Jul 12 22:50:15 2017
[Message:6]DHCP: Server receive REQUEST from 3c:97:0ea2:67:e1.

[Time]Wed Jul 12 22:50:15 2017
[Message:7]|DHCP: Server sending NAK to 3¢:97:0e:a2:87:e1.

[Time]Wed Jul 12 22:50:15 2017
[Message:8]DHCP: Server receive DISCOVER from 3c:97:0e:a2:87:e1.
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DNS/DDNS

Q31: How do I configure Dynamic DNS on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Features -> Dynamic DNS

D- | Home Setftings Features Management
e
I C d QoS Engine
@ Internet Connecte
Click on any item in the diagram for more information. Firewall 3

Port Forwarding

N IR-852
ntemet DIR-88 Website Filter

| 4 [y !H! ' Static Route
Dynamic DNS

Quick WP

Step 2: Enable Dynamic DNS, and enter your Dynamic DNS account information, then save:
dvanced == Dynamic DNS Save

Enable Dynamic DMNS Enabled I

Status: Disconmected

C.OIT] dlinkddns.com

Host Mame: | kobebrian.dlinkddns.com

Server Address: | diinkddn

7]

User Mame: | kobebrian

Password: | sesessws|

Time Out: | 24 hours
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Note: To register to get the dlinkddns service, please enter the

website: https://www.dlinkddns.com/signin/, then fill in the required information.

“ UPGRADE ACCOUNT CHANGE EMAIL CHANGE PASSWORD SUPPORT

Reminder: This service is for D-Link customers only. If you are not a D-Link user and you're looking for a HOWTO
o way to remotely access your router, computer, etc_; then Dyn would love to offer you an exclusive 25% off FAD
our Remote Access (DynDMNS Pro) service. You'll gain access to up to 30 hostnames per account and will never
have to worry about your account expiring! CONTACT

LOST PASSWORD

New Account

Username | |
Password | |
Confirm Password | |
I
|

Email |
Serial Number |

MAC Address
Ex: 1A 2B:3C:4D:5E:6F

[1A:2B:3C:4D:5E:6F

[Type the text | ‘ ‘
Privacy & Terms |

@~

@40
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Q32: Why am | unable to register my device with dlinkddns?

When validating your D-Link device with dlinkddns, you may receive an "Unknown Serial

Number/Unknown MAC Address" error.

Please confirm the information you are entering is correct. You can find the needed information on the
product label of the back/bottom of the router/device.

Note: When entering the MAC address, you MUST enter it in the following format, including colons,
e.g. 12:34:56:78:91:01
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Q33: How do | disable DNS relay?

If enabling DNS relay, your computers will use the router for a DNS server.

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:
Step 1: Click Settings -> Network, and click to disable DNS Relay, then click Save.

D-Link

[F2]
[ ¢]
i
!

Metwork Settings

Home | Settings | Features | Management

Network

Use this section to configure the network settings for your device. You can enter a name for your device in
the management link field, and use the link to access web Ul in a web browser. We recommend you
change the management link if there are more than one D-Link devices within the mebwork.

Save

LAM P Address: | 152.168.0.1

Subnet Mask: | 255.255.235.0

Management Link: hitpa/| dlinkrouter localf

Local Domain Name:

Enable DNS Relay: Disabled
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QoS Setting

Q34: How do | configure QoS on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address
bar. Then login and follow the steps below:

Step 1: Click Features -> QoS Engine

D-Link | Home Settings Festures |  Management

@® Inhternet Connected

Click on any item in the diagram for more information. Firewall

Port Forwarding

niemet Website Filkter

_— 5
J [y r‘! ' Static Route

Dynamic DNS

Quick WP
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Step 2: To assign a priority level to a device, drag the device card from the Connected Clients list to
an empty slot and release the mouse button. The card will move to the priority slot. If you want to
remove a priority assignment from a device and return it to the All Devices list, click the cross icon in
the top right of the device card.

¢ A maximum of one device can be assigned Highest priority.

e A maximum of two devices can be assigned High priority.

¢ A maximum of eight devices can be assigned Medium priority.

Advanced == QoS Engine Save

Download Speed (Mbps):| 300 (0]

Upload Speed (Mbps):[ 300

Connected Clients

< D3384NBWINT android-227 71217 . >
v FLEXTRONICS HTC
182.168.0.101 182.168.0.181

Drag the device cards above to the prionty boxes below.

High
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Step 3: Click Save to save the current configuration.

3 e |
Dm Home | Settings Features Management

Firewall Settings

Your router's high-performance firewall feature continuously monitors Intemnet traffic, protecting your
network and connected devices from malicious Internet attacks.

Advanced == Firewall Settings >> Advanced IPv4 Rules IPVE Rules Save

Enable D gS s I

DMZIPAddless:| 192 168.0.156 | | 192.168.0.156
=< Computer Mame
Enable SPI IP1.r4: Disabled 192163 0,156 (DB3S4NEWINT)
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Time/Schedule

Q35: How do I configure the time on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click on the Maintenance -> Time & Schedule

D'Ili“k | Home | Seftings Features |

® Internet Connected

) ) ) ) ) . Connected Client
Click on any item in the diagram for more information.

uq

NIEMmet

v—{ G

USB Device
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Time & Schedule
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System Admin

User & Device

Upgrade

Statistics
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Step 2: By default, the D-Link NTP server is enabled. Specify the Time Zone if you need to synchronize

the time with the specific region, and enable daylight saving if required, and click Save.
D-I'illk Home Settings | Features Management

Time

Your router's intemal clock is used for data logging and schedules for features. The date and fime can be
synchronized with a public time zerver on the Intemnet, or set manually.

Management == System Time Schedule Save

Time Configuration

Time Zone: | (GMT+02:00) Taipei

Time: 2017/07/04 01:37:21 AM
Enable Daylight Saving:

Automatic Time Configuration

Update Time Using an NTP Server: IS =) I

MNTP Server: | D-Link NTP Server D-Link MTP Server
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Note: To manually specify the time, change the automatic time configuration to Disabled, then adjust
time as needed and click Save.

Time

“our router's internal clock is uzed for data logging and schedules for features. The date and time can be
synchronized with a public time zerver on the Intemet, or set manually.

Management >> System Time Schedule Save

Time Configuration

Time Zone: | (GMT+05:.00) Taipei

Time: 20170704 01:35:259 AM

Enable Daylight Saving: Dizabled

Automatic Time Configuration

Update Time Using an NTP Server: I Disabled

Manual Time Configuration

Date: | 2017 o7 04 (Year/ Month' Day)
Time: | 09 35 (Hour! Minute)
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Q36: How do | create schedule on my router?

Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Click on the Maintenance -> Time & Schedule

DLink

| Home |

® Internet Connected

Click on any tem in the diagram for more information.

neemet

Step 2: Click Schedule:

DLink

Home

Time

Your router's intemal clock is used for data logging and =chedules for features. The date and time can be
synchronized with a public time zerver on the Intemet, or set manually.
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Time & Schedule

Connected Client
System Log

{ (( E| Syztem Admin
i" [

— User & Device

Upgrade
USH Device Statistics
T
Features Management

Schedule Save




Step 3: Click Add Rule:

D-Link

ﬂ

]

Home Settings Features Management

Schedule

Some features, such as the firewall and website filters, can be tumed on or off based on a schedule. COne
comman use of schedules is to confrol access to the Internet by a specified device during specified time
periods.

Management >= Schedule Time Save

Schedule Edit Delete

Add Rule Remaining: 10

Step 4: Create your Schedule and click Apply. The example below shows the scheduled time from

8:00-19:00.

Name:| rule 1

X

9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Mon  8:00 - 19:00 -3
Tue  8:00- 19:00 o
wed 53:00- 19:00 o
Thu  8:00 - 19:00 O
Fri 8:00 - 19:00 O |
sat  8:00 - 19:00 -3
sun gs:c-o- 19:00 o
Apply
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VPN Setting

Q37: How to setup VPN connection?

First and foremost, please enable L2TP over IPSec, and setup Username/password/PSK to

vpn/vpn/11111111, respectively:

D'Lin-k Home I Settings Features Management

Quick VPN

Cluickly and easily create a profile for secure remote access 10 a Local Area Nebwork (LAN). This profile
can be used to configure other devices to connect to your LAN via a secure VPN tunnel

o :
L2TP over IPSec

[
Username:| vpn

|

|

General

Password:| vpn

PSK i 11411114

Save Configuration To Local Hard Drive: | Save
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1. Windows client:
Step 1: Initial configurations (only once at the first time): Right-click the network icon on the
bottom-right side of Windows screen, and click "Open Network and Sharing Center".

Troubleshoot problems
Open Metwork and Sharing Center

A |iJ=—=I I'I:I:I 423 Fivi

2/11/2013

Step 2: Click "Set up a new connection or network" on the "Network Sharing Center":

- = 3
G{‘] |55 » Cortrol Panel » Metwork and ntemes » Metwork and Sharing Center ~ | 43 || Search Contret Panel o
Control Panel H . . : . . @
e Wiew your basic network information and set up connections
Change sdapter settings 5‘* & 0 See full map
Ch dvanced sha
““g:‘ e WINTERIES secsofethesco.jp Irternel
{This computer)
WView your sctive ntwarks Connect or disconnect
| secsoftethercojp Access type Intemet
‘Waork network Connections § Local Area Connection
Change your netaorking settings
‘E.- Sat up & new connection or network
Set up & wireless, broadband, dial-up, ad hoc, or WP gonnecticn; or set Up 3 rouber or JCCess point.
Conmect o a nebwork
Conmect or reconnect to & wireless, wired, dial-up, of VPN netwaik connection.
Chooe homegroup and sharng eptions
- Mrcess files and printers located on other metwork computers, or change shaning settings.
Soe B
HomeGrowp (= Troubleshoot problems
Internet Options Deagnose and repair nebwork problems, or get troubleshooting nfarmation,
‘Winndows Firewall
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Step 3: Select "Connect to a workplace":

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Intermet.

Set up a new network
- Configure a new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.
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Step 4: Select "Use my Internet connection (VPN)":

(o & ==

@ GH Connect to a Workplace

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

N @ — O

2 Dial directly
Connect directly to a phone number without going through the Internet.

| V—

What is a VPN connection?

Cancel |

Step 5: You have to input the destination SoftEther VPN Server's IP address or hostname here:

= =1

Lo @& (s
@ QEI Connect to a Workplace
1
Type the Internet address to connect to DUT's WAN IP
Your network administrator can give you this address,
lln‘ternet address: I

Destination name: VPN Connection

[ Use a srnart card

8 [T Allow other people to use this connection
This cption allows anyone with access to this computer to use this connection.

[¥] Don't connect mow; just set it up so I can connect later

[ Mexdt I Cancel '

Enter either hostname or IP address on the "Internet address" field on the configuration wizard.
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Step 6: Type your username and password you set on the router:

-

=)

@ [;,n Connect to a Workplace

Type your user name and password

User : vpn
User name: vpn
| Show characters

.l
Ii}ﬂgmemherthis password I

Domain (optional):

E Create a Cancel

Step 7: When "The connection is ready to use" message appears, click the "Close" button. Do
not click the "Connect now" button.

-

=jE <

@ GH Connect to a Workplace

The connection is ready to use

A o

= Connect now
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Step 8: Go to "Network and Sharing Center" and click "Change adapter settings":

e e o

Wﬂﬁ * Control Panel » Network and intenet = Metwork and Sharing Certter ~ | 43 || Search Contret Panel ol
L]

R Pt View your basic network information and set up connections

I Change adagter settings I &' ﬁ e See full map

advanced shari
e ] WINTEROES secsoeines cojp [
{This comipuer)
WView your sctive ntwarks Connect or disconnect
secaoftether.cojp Accesstype Intemet
‘Waork network Connections § Local Area Connection

Chanige your nebaarking settings
‘tu Sat up & new connection or neteork
Set up a wireless, beoadband, dial-up, ad hoc, or VPN gonnscticn; of $et up 8 router of ccess point.

Conmect o a nebwork
Conmect or reconnect to & wineless, wired, dislup, of VPN network connection.

Choote homegroup and sharng egticns
Mrcess files and printers located on other metwork computers, or change shaning settings.

& «

e phio

HemeGrowp E Troubdeshoot problems

Internet Options Deagrose and repair netwerk problems, o get troubletheoting information.
‘Winndows Firewall

Step 9: The currently defined VPN connection settings are listed. Right click the icon you created in

the previous step, and click "Properties™:

%tl@ « Metwork and L. » Metwork Connections » - l‘, | 1 Search Network Connections e |
Organize = Start this connection Rename this connection =~ 0 @
= || Local Area Connection VPN Connection
M sec.softether.cojp g Disconnected
@ Intel(R) PRO/1000 MT Network C... WAN Minipo
Status
Set as Default Connection
Create Copy
Create Shortcut
# Delete
ﬁ Rename
I ) Properties I
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Step 10: On the Properties screen, switch to the "Security"” tab. (In Windows XP, switch to the
"Network" tab.) Choose "Layer 2 Tunneling Protocol with IPsec (L2TP/1PSec)" on the "Type
of VPN" drop-down list.

- B
g VPN Connection Properties ﬁ
L _ Securty | Networking |Sharing N
Type of VPN:

[Laye-r 2 Tunneling Protocol with |Psec (LZTP/IFSec) -

Data encryption:
1 [ Require encryption (disconnect if server declines) - ] |

I Authentication
71 Use Extensible Authertication Protocal (EAP)

Properties

@ Allow these protocols

Unencrypted password (PAP)
[#] Challenge Handshake Authertication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAFP v2)

[] Automatically use my Windows logon name and
password {and domain, f ary)

' [ ok ][ cancel |

T — s — — — — x .

The following screen will appear. Click "Use preshared key for authentication" and input the

pre-shared key on the "Key" field.

Advanced Properties
LaTP

(@) Use preshared key for authentication

Key:
) Use certificate for authenticatign
Verify the Name and Usa tributes of the server’s certificate

PW: 11111111

[ OK ] [ Cancel
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Step 11: Connect to the VPN Server: Double-click the created VPN connection setting, the below
screen will appear. "User name" and "Password" fields should be filled automatically if you enable
password-saving options in previous steps. If not, input both "User name" and "Password" fields.

Click the "Connect" button to start the VPN connecting attempts.

r.

& Connect VPN Connection

User name: wpn

Password: [To change the saved password, ofick herel

Domain:

Save this user name and password for the following users:

i@ Me only
@l Aryone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help

Step 12: If the VPN connection is successfully established, a VPN connection icon will be listed on
the screen which appears when you click the network icon on the bottom-right of Windows screen.

The status of the VPN connection icon should be "Connected".

Currently connected to:

; VPN Connection
Internet access
Metwork
Internet access
Dial-up and VPN ~
VPN Connection Connected ;\ II

Open MNetwork and Sharing Center
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Mobile client (Android):
Step 1: Go to Settings -> More -> VPN, then add new VPN profile:

R TF 3 .l 97% &= 11:33

.

DIR-882
PITT e /dd VPN profile

Always-on VPN

Step 2: Edit the name of VPN connection and select VPN type as L2TP/1PSec PSK:

RT a8 " .l 94% s 11:42

Edit VPN profile

HAME

VPN Connection
TYPE
L2TP/IPSec PSK

CANCEL FORGET
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Step 3: Fill in the WAN IP address:

R @ % .l 94% 5= 11:42

Edit VPN profile

SERVER ADDRESS

220.137.7.101

2TP SECRET

CANCEL FORGET

Step 4: Fill in the Pre-shared key:

R 8 " s

Edit VPN profile

Show advanced options

CANCEL FORGET
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Step 5: Connect to your VPN server:

CANCEL CONMNECT

OEen R @ & .l 94% = 11:42

< VPN :

VPN Connection

Connected
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Step 6: Make sure if you can ping your client under DUT:

DEe®+D RTS8 N .093% 1441
=  Ping & DNS <

TAF PING J ;s

—IP (ppp0) 192.168.100.3

— IP (dummy0) feB0:ac98:57fffe7f:
3551%dummy0

— IP (rmnet0) fe80:e78d:f816:52b8:alec
S%rmnet0

— IP (rmnet0) 10.46.221.20

- Connection: LTE

PING 192.168.0.180 (192.168.0.180) 56(84)
bytes of data.

From 192.168.100.1: iemp_seqg=1
Destination Host Unreachable

From 192.168.100.1; iemp_seq=2
Destination Host Unreachable

From 192.168.100.1: icmp_seq=3
Destination Host Unreachable

—192.168.0.180 ping statistics —

4 packets transmitted, 0 received, +3 errors,
100% packet loss, time 3053ms

pipe 4
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3. Mobile client (i0S):

Step 1: Setup the required information for VPN connection:

IPad ¥ 135 G5 -

Sattings

Caneel VPN Sarver

Airplane Mode

Type
B wi
ﬂ Bluetooth Description VPN Server
@ ven L Server  220.137.7101

Account VR
Matifications

RSA SecurlD
@ Control Center

Password  wee
Do Mot Disturb

Secret '

Send All Traffic )
& General —

. Display & Brightness

) walpsper [ o |
m Sounds
ﬂ Passcode

Battery

M erivacy

5 iCloud

&) Munes & App Store

n Mail, Contacts, Calendars

Motes

Step 2: Make sure if you can ping your client under DUT:

192.168.0.180

round-trip minfava/maxtddev = F6432/92 351/208.580/37435 ms
14 packets tramsmitted, 14 packets reeeived
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Advanced Application

Q38: How do | connect two routers together?

Connecting multiple routers together may be necessary if you have one of the following issues:

-Your Internet provider has provided you a Modem/Router (two in one) and you want to connect a new
router to it.

-You want to expand the amount of Ethernet ports in your network (without a switch)

-You want to extend the range of the wireless signal in your home (by using the 2nd router as an

access point)

MNew Router

Primary Router+ } i

IP Address: 192.168.0.1+~ IP Address: 192.168.0.1

Note: DO NOT Connect the routers together until these settings have been changed.
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Please launch your browser and enter http://dlinkrouter.local or http://192.168.0.1 into the address

bar. Then login and follow the steps below:

Step 1: Change the IP address to 192.168.0.2. Then, click advanced settings on the bottom right,

and Disable the DHCP Server.

D-I'illk | Home Settings Features
- S
I C d Wizard
® Internet Connecte
C ted Cli :
Click on any item in the diagram for more information. Intermet prnesisa e
Wircless

Intermet

; - e
I ( l
.\. ) y

4 Metwork ‘ -

-

USB Sharing

USB Device

Management

Settings >> Network
Network Settings \
LAN IP Address:  192.168.0.2
Subnet Mask: | 255.255.255.0
Management Link: hitp://| dlinkrouter Jlocal/
Local Domain Name:
Enable DNS Relay:
Advanced Settings...
DHCP Server \
status:
DHCP IP Address Range: 192.168.0.| 100 | to 192.168.0.| 129
DHCP Lease Time: | 10080 minutes

Always Broadcast:

==

(compatibility for some DHCP Clients)
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Step 2: Connect a cable from a LAN port (1,2,3,4) on your Primary Router to a LAN port (1,2,3,4) on

your new router.

MNew Router

Primary Router+ { i

IP Address: 192.168.0.1+ IP Address: 192.168.0.2

’
—LL\LL

Connect with LAN ports (Do not connect WAN port)

The setup is now complete. If you now want to configure the wireless settings on your "new" router, go

to this address: http://192.168.0.2.

Note: NAT, defined in RFC 3022, allows a host that does not have a valid, registered, globally

unique IP address to communicate with other hosts through the Internet. The hosts might be using
private addresses or addresses assigned to another organization. In either case, NAT allows these
addresses that are not Internet-ready to continue to be used and still allows communication with hosts

across the Internet.
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