D-Link

Building Networks for People




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

Information in this document is subject to change without notice. Reproduction of this document in any manner,
without the written permission of the D-Link Corporation, is strictly forbidden.

Trademarks used in this text: D-Link and the D-Link logo are trademarks of the D-Link Corporation; Microsoft and
Windows are registered trademarks of the Microsoft Corporation.

Other trademarks and trade names may be used in this document to refer to either as the entities claiming the marks
and the names or their products. D-Link Corporation disclaims any proprietary interest in trademarks and trade
names other than its own.

© 2014 D-Link Corporation. All rights reserved.
December, 2013




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

Table of Contents

1.

[ aN i feYo [0 Tox 110 o [P TP TR 1

F 0 Lo 1Y o[- PP PP POPPPRPP 1
L@ 110 T=T ol o o0 01T 1 =i o 5SS 1
L070) 0 177=T 01 1 0] o 1= SR 1
NoOtes, NOHICES, AN CAULIONS ......coiiiiiiii ittt ettt e e sttt e e e s tee e e e smbe e e e e ambeeeeeamteeeeeanteeeesanseeeesanseeaeaanseeeeanns 1
Web-based SWItCh CONTIGUIALION .......iiii ettt e e e e sttt e e e e e s s bba e e e e e e e e s e sanbbaeeaaaeeeaannnes 3
Y =T = To =10 0 T=T O A @] o] (o] o PRSPPI 3
Connecting using the Web USer INTErfaCe ............uiii et 3
Logging onto the WED MaNAGET .......cooo i 3
8T = T AT 22 o SR 4
WeED USEr INErface (WED Ul).....o. ettt s bt e e e b e e e bt e e e e aabb e e e e nabee e e e aanes 6
ArEas Of the USEr INTEITACE ..........eii et e e ettt e e ettt e e ettt e e e e s bt e e e e bee e e e ennaeeeeansaeeeennnees 6
SYSTRIM et 8
=TT ) o] 0 0 =Y (o] o I USRS 8
System INFOrMatioN SEtlNGS .. ....eiiii ettt e et e e e s bt e e e et e e e aba e e e s anreee s 8
= AT o o= = LIRS 7= 4] o PSPPSR 9
(o] 0o g} iTe U [r= 1o ] o ISR RSP 10
o RS T= 11 oo T PP PPOTP 10
0 ] £= 110 SRR 11
o ] (ol N [=Te o1 = o o B PP PP P 12

[ Lo T o LIRS T =Y 41T - TP PPRPR 13

81 o ¢ o Yo I =T = SR 14
POE (DGS-15T0-28P ONIY) ..ciiiiiiiieiiiiiee ettt eetee e ettt e ettt e e sttt e e saee e e e sseeeeesasseeeeansseeeeansseeaeansseeeeansseeeeanssneesansseeesanssneenn 14
o] Y] (=] o [ PRSP PPRTP 15
0] =1 (01 SRR 16
(o] S @70 T )T 1] = {o ] o VR SRS PPPRRR 17
0] =1 1 1 [ SRR 18
o] = TS0 =0 0= o) SRR 19
o] = I @1 F= X 1= 1 o] o I RSP 19
R3] (=1 00 T oo PRSP PRP 20
Y] (T B oo RS 7= 1 1 o 13 USSR 20
System Log Discriminator SEHNGS ......oo.uiiii e 21
SYSIEM LOG SEIVEE SEHINGS ...vvtiiiiiei ittt e e e e ettt e e e e e e s e ettt eeeeaeeesaabateeeeaaeeesasssbeeeaaesessnnrnrees 22
Y51 (T 4 1 e o PRSP 23
Y] L N 1= o3 [ o T PP PP PRP 24
I TS T= 10T ] SRR 24
L0 o1 QR T=Y 1 1] Lo LS PP PP OPPRP 24

LI R Ao a[= RS 1= 1] o PRSP 25
ST I S T= 1] o T T TSP OPPRP 26
gL =T oo = T PSPPSR PRPO 27
=T = Vo = 0 1= o PSPPSR 29
U= g Y oTer o1 0] o1 1= (] gV [ PSPPI 29
PassSWOrd ENCIYPION ... ——— 30
SN I P ettt ettt e et e e ———ee e ———eeaaa———eeaaa_—eeeaaataeeeaaneeeeaantteeeaanneeeeanheeeeaantaeeeaantaeeeaanraeeeaanraeaeaanraeeeaanrees 30




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

SN | €1 o] o F= IS T= ] 111 0o [ PRSP 32
SNMP Linkchange Trap SENGS .....oooiiiiiiiiiiii et e s b e e s b e e e e nabae e e e annes 33
SNMP ViIEW Table SEENGS. .. .uuiiiiiiiiiiiiiiie ettt e e e e e e e eeee e et e st et e eeeeaeessaasateeeeaaeeasasrsseeeaaeeeeansrneees 34
SNMP Community Table SElNGS .....ooo i et e e e e s b e e enes 34
SN e T do U] o Ir= o] (IR T= ] o o L S ST PP PSP 35
SNMP ENGINe ID LOCAI SEENGS .....eeeiiiiiiiie ittt e e e st e e e e b e e e e nabae e e e ennes 37
SNMP USEr Table SEHINGS ... ..ooiiiiiiiii ettt e s ab e e s ab e e e e abbe e e e eabee e e e aanes 37
S LY | o TS =T o] LIRS 1= 1] o RSP 38
1 OSSR 39
Y (O] €] lo] o T T IS T=Y 4 ] T TSR SPPPPRRP 39
RMON StatiStiCS SEHINGS .....eeeiiiiiiii et e bttt e e b b et e e s bttt e e s bt e e e e aabb e e e e anneee s 40
LY (O] NN 153 (o YA = 4] o [ SRRSO PPRTP 41
LY (O] AN £= T g g IS T=Y u ] e SRRSO 41
RMON EVENT SEHINGS ... eieiitiiii ittt bbbt e b bttt e s bttt e e e bb et e e e abb et e e eabb e e e e aabbeeeeaanneee s 42
TEINEYWVED ...ttt b oo a e e e bt e oo bt e ettt e b et e ea st e e be e e sab e e et e e e anr e e nbeeenanee e 43
ST CET] (o] o N T4 7Y T | SRR 44
D] [ T T O TSP PRSPPI PPPPTI 45
TS Vo7 I3 o L SR 45

[ (O] e O =TT IR T =Y 1 1T [ PO PP O 45
DHECP REIAY . ...ttt ettt ettt 1e et e bt ek et e oo b et e eh et e e et e e e bt e e R Rt e e b et e b et nar e e e ne e eanes 47
DHGCPVE REIAY .......eeeiiieiieeieeie ettt ettt b e+ o bttt oo b e et e e o e b et e e £ o ab et e e e aa b b et e e aabb et e e aabb e e e e aabbeeeeaanneee s 52
(D] o (O U1 (o T @7o) 0o 18] =1 i 0T o FR SRRSO PRRP 54
3N S A 54
(B N RS €1 o] o T IS T= 1] o T T TP PP TP 55
DINS NAME SEIVEI SEHINGS ...eiiiiiiiiiiii et e e e e e et et e e e e e e s et et e e eeeaeeeaantaeeeeaeeesaasssraseeaaeeesasssrnneaaaeeas 56
DINS HOSE SOHINGS ...ttt e b et e oo bt e oo b e et e e aabe et e e eabbe e e e aabb e e e e aabbeeeeaanneee s 56
L1 E TSN ] (=Y o [PPSO 57
L 0}V o= 1 = ol ([T PRI 58
AV (= TS = Tt T To T 51 1L, I PRSPPI 63
SINGIE TP SEHINGS ...veveieieee e e et e et e e e e e et e e et e ee e e s e et s beaeeaaee s s abateeeeeaeeeaansssaeeeaaeeeeannnreeees 65

B Ie] o oo YA PP UP T PRPO 66

LT a1 TE= TN o =T [P S S PRPRRRRRP 73
Configuration File BaCKUP/RESIOIE .........uuiiiiiiiii ettt st e e e b e e e enes 74

10 0] (o =T 1 o o 1 = = SRS 74
D-LiNK DISCOVEIY PrOTOCOL......coeiiiii ittt h e b ettt e o b et e e s be et e e s bt et e e eabe e e e e aabae e e e aabbe e e e annneeens 75
LAY EI 2 FRATUIES ...tttk 5555555555555 5555555555 555555 555555555555t £ s e s s e e e e s nnnnnnn 77
L T TS SO ST U PO T PP PPPOT 77
SEALIC FDB.....ce e 77
MAC AdAress Table SetiNGS......ccco it e e e e e e e e e e e e e e st a e e e e eeeesesssbaeeeeaeeesaanssraneaaaeeas 78
Y O o (o 1 =TT 1= o] SRR 79
YN O o] 1) o= 1 {[o 1o HE T T T TSP P PP P SPRP PR 80
RV O PSP P PP OU PP UPPUUPRTRP 82
10120 O I PSSR 82

L TSP PTOP PP PUPPPRPI 83
ASYMIMETIIC VLAN ...ttt b ettt e oottt oo £ oa b et e e o oa b et e e e oa b e e e e e aa b e e e e e ambe e e e eanbeeeesanbeeeesaneeeeennns 86
VA N L] (=T =T T PO SUPPOU POV PRPPPTOPI 87
AULO SUIVEIIIANECE VAN ... ittt a e ettt e bt e et e bt e b et e sttt e eae e e st e esbe e e anreesneeenenees 90
Yo o= N N U 93




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

ST oF= 1oL a1 Tl I I (=T U PRPPR 96
S Il e C1lo] o 2= IS T=Y g T T PP PP PRP 98

SR Il o g RS T= 1 (] o LRSS 100
MST Configuration [dentifiCation .............ooi i e bbb e e e e 101
RS 105 =T Lo USSR 102

1Y NS Nl o o G [ 1 4 0 = oo SRR 103

[0 o] o] o= e [ QI 11 1=z 1T o S 103
[T ] Q¥ T =Y = o ) o 105
2 LV U o= =] A oo ) SRS 108
1€Y1 ST aToTo] o] 12T PRSP PPRPR 108
1 IS e ToTo] o] o T IR SRR PR 114
0y To= =3 11 1= 4T o RS REP R 121
0 USSP 121
D €1 Lo o T BT 1 1] oo T PR TPRP 122
[ o RS Y=Y 119 T £ PRSPPI 123
LLDP Management AdAress LISt ... ... ettt ettt e e e e e s b e e e eanes 124
LLDP BaSIC TLVS SOINGS. . uetiiiiiiieiiiiiiit e e ettt e ettt e e e e e st e e e e e e e s s bateeeeeeeee s nstaaeeeeaeesaanssbaseeeaesesaassssnneaaaneas 125
I B o I I R ST 1 1] o PRSP 125
I B o) o I A ST 1 1] g o PR TPRP 126
[ | B T AR T=Y u ] o PRSP PPRPP 127
LLDP Statistics INfOrMation ..o ittt e e e e e e ettt et e e e e e e s eeeeeeea e e e e e nnseeeeeaeeeaaannnnneeaaaeean 128
(D] o WoToz= 1IN o Ty i [0 4 g =1 i o] o USRS 129
LLDP Neighbor Port INFOrMation ...........eooiii et e e bae e e e 131
LAY I 3 FRAIUIES ...ttt etttk t 5555555555555 £ 5555555555 5555555555555 nn e e e e e s e nnnnn e 132
Y SRR 132
F e Yo [T aTo T I 0 1= PRSPPI 132

ST 1110 ] SRS PRR 132
PROXY ARP .ottt h et a b e e h et e AR e et e oAb e et e e a b ee e e e a e e e e e b e e e e e abae e e e anes 133

F e = o - RSP 134

LCT = 100 (o0 Y o SRS 134
] [ (=Y =T SRR 135
IPVA StatiC/DEfAUIt ROULE ... eeiiiiiiee ettt ettt sttt e sttt e e sttt e e ettt e e e aasbeeeesnseeeeeansseeeeansseeeeannseeenn 137
1N o TH | (= 1K= o] SRR 138
IPVE GENETAI PrefiX ... eiiiiiiiiiiiiiiie ettt ettt ettt e ettt e e skttt e e skttt e e sttt e e e saste e e e aase e e e e anneeeeesnseeeeeansseeeeansseeeeanneeeens 139
LGN [ (=Y =T SRR 140
1Y SR [T | o] o o] PSPPSR 142
IPVE StatiC/DEfAUIt ROULE ... eeiiiiieiee ettt ettt sttt e e ettt e e sttt e e ettt e e e e anbeeeesasteeeeanseeeeeansseeeeannseeenn 142
1 LGN o TH | (= 1K= o] PR 143
(O V-1 1T Ao 1 ST =T YA Lo TN (O 101 L SRS 145
2 T TR T =Y i 1T 1 PP RROTPPPO 145
Lo B T= =T L 0o RSP 145
Lo STt 1Yo 1B 1= ol 1V 1= g T o USSR 146
QUEBUE SEHINGS ...ttt bt e e oo a bt e e oo a b et e oo a bt e e oo s bt e e e o b bt e e e aab bt e e e aabbe e e e enbbe e e e eabeeeeeannes 147
070 (ol @ BTN =T /=T o o] 1 T SRR 148
o i = L= I 011 (T T PSP RP PR 148
(@O LT = (= I T 111 o S RR 149
Yo A= g Lot =Yo IS Y=Y 1T PRSP 151
[ IS O |V W) = o T o T /T o LSRR 151




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

8.

Port Trust State and Mutation BiNdiNg.........cccuuiiiiiii oo e e e e et r e e e e e e e e eaanraaeaaaee s 152

[ 1S O 00 1S T /=T o] o) 1o T USSR 152
(070 T O70] (o] gl 1V =T o] o 2 T SRR 153

[ 1S O = o] (o 1V F= T o 1 T SRR 154

L0 1= T1 S 1V = T o J USSR 155

F oo =Te E= 1 (o o)1= PRSPPI 157
0] oV 1V =T o PR PRP 160
o] [T VN =1 o 11 T SRR 163
ACCESS CONTIOI LIST (ACL ) ttiitiiiiiiitiiet et e e ettt et e oottt et e e e e e ookttt ettt e e e e e s aabebe et e e e e e e aanbbeeeeeeeeeaaannbbeeeaaaeesaannbbneeeaaasenn 165
ACL Configuration WIZArd ...........oooiiiiiiiiiiiiie ettt e e et e e e e e e s e et e e e eaeeesaateteeeeaaeeeaasssaeeeaeasesaanstssneeaaeeeeansssaees 165
O o= N1 SRS 198
Y=o F= o 11 N O USSR 199

[ a =Y o L= o I O I USSR 202
=TT =T o I Y 1 ] SO 221
Q=Y o L= N I O I USSR 225
g =T 0o L=Yo Y N @ O SRR 237

[ (=T gTo L= I o q 1= o o O R SPRPPPPP 241

F O I 1) =Y g = Lot I e L= €T 0T o S 267
F O IV I Y oo =T 1 =1 o S 268
F O YV (Y RSP SRTTR 270
7= Tod UL g1 YU UP TP PUPRRP 272
o] A T= o1 ) SRRSO 272
Port SeCUrity GIODal SEENGS ... ..t e b e e e e e e e eab e e e e e abre e e e aanes 272
POrt SECUIItY POt SEHINGS. .....eiiiiiii ittt e e b et e e aab e e e b b e e e eab e e e e e abee e e e annes 273
Port SeCUrity AdAreSS ENTIIES ... ettt e e et e e e e e e st e e e e e e s e e snsbeaeeeaeeesasnnsrnneaaaeeas 274
S0 12 1 SRR 275
10 D Q€1 o] o 2= IS 7= 1] oo [ PSRRI 280
10 B G oo RS T 11 o L U RPPRP 280
Authentication Session INTOrMATION ..........ouiiiiiie ettt e st e e e sne e e sneeeeeanneeeas 282
AUNENTICATOr STALISTICS ...ttt sttt e e ettt e e sttt e e e ante e e e anseeeaeanneeeeeannneeeas 282
Authenticator SESSION StAtISTICS .......ueiiiiiii e e e e et e e e e e e e s e e e e e e e e e e e e e nnneneeaeaeeas 283
AUthentiCator DIagnOSTICS ......cccviiiiieieeee ettt e e e e e e e e e e e e e e e e e e e e aaaaaaas 283

N S S USSR 284
F Y N €1 o] o= IS 111 g [PPSR 284
Application Authentication SEHINGS ....coooi i et e e ee e e e e e s e e e e e e e e e e e ennneneeaaaeeas 284
Application ACCOUNTING SEHINGS ....ooiiuiiiiiiiii ettt e st e e sb et e e s e e e e anneee s 285
AULNENTICATION SEIINGS ....vveiiiiii i e et e e e e s e e eeeee e e s s s asbaaeeeaeeesaassstaeeeaeeessassnrnneaaaeean 286
ACCOUNTING SEHINGS ...ttt ottt b et e e o b et e e s bttt e e aabe et e e aabb e e e e aabbe e e e aanneee s 288
LI | USSP 289
RADIUS GIODAI SEHINGS ...ttt ettt e et e e e b e e e e abbe e e e eabe e e e e anbeeeeeannes 289
RADIUS SEIVET SEEINGS ... uutiiiiieiiieiiii it e e ettt e et e e e e et e e e s e st e e et eeeeesaatateeeeeaeessasstsseeeeaesaaasssaseeeeeeesaassssaneaaaneas 290
RADIUS Group SEIVEE SEHINGS ....uuuuiiiiiiii ittt e e e e e e e s et eee e e e e e st e teeeeaaesesasbaseeeeeeesassssraneaaaneas 291
RADIUS StatiSTIC. ...veeeiiutiiieiiiiiie ittt e ettt e ettt e s ettt e e st e e e sssaeeeesasseeee s ssseaeeassseeesansseeeeansseaeensaeeeaansaneesansaneeennsees 292

LI YO N TP RSRSTPRRRN 293
TACACS SEIVEN SEHINGS ... e ettt b et e bt e e e bt e et aa b et e e e aa bt e e e e aabe e e e e anbeeeeeanbeeeesanteeeesan 293
TACACS Group SEIVET SEEHNGS ..veeiiiiiiiiiiiiiiiie ettt e et e et e e e e e e e e et e et eaeessaatsbeeeeaaeeesastsseeeaeassasnsrasneaaeeeaaannes 293

LI 07 N S T =1 1o SRR 294

1Y = USSP 295




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

g RS 295
1Y SRS 308
D] o (O e T oYY i Yo (Y=Y o1 o PR PSP 314
DHCP Server Screening Global SEttNGS .......cooo i 314
DHCP Server Screening PoOrt SEHINGS .......coiouiiiiiii et e e e e e e e e e s e s a e e e e e e e s e aanbaaeaaaeeas 315
ARP SPOOFING PrEVENTION ...ttt b bt e s bt e e e o b bt e e e s bb et e e s bttt e e s abbe e e e anneee s 316
X O U 1= o To= 1 1T o S 317
WED-DASEA ACCESS CONIIOI ..ottt ettt e ettt e e e sttt e e e sateeeeeanteeeeeamteeeeeanteeeesanbeeeesanseeeeaanseeaeanns 318
AT o3 AT =Y o (o= 14T o OSSR 320
AT O o Ty ST 11TV T PRSP PRPRRN 321
WAGC CUSEOMIZE PAJE ... ittt ettt e oottt e ookt e e e oa b et e e e aabe e e e e aabe e e e e anbeeeeeanbeeeesanteeeeaans 321
Japanese Web-based ACCESS CONLIOL.........ccii i e e e e e e e st eeee e e s e aasbeaeeeaeeesaenssrnneeaaeeas 322
JWAC GIODAI SEEHNGS ..veeiiiiiiiiiiie ettt ettt e e e e e et e e e e e e e e et e e et e e e e e aa st saeeeeaeeeesasstssneeaeeesaansssseeeaeeeaaannes 322
L O o RS T= 1 o TSRO PPPPPRRN 325
JWAC CUStOMIZE Page LANQUAGE ...ttt e e e e ettt e e e e e e e et be e e e e e e e s sasabsaeeeaeeeeeannraseeeaeeeanannes 326
L O OGN (o] 441 = To = TP PPPPPPRRN 326
NetWOork ACCESS AUTNENTICALION .......ooii e e e e e e e e e e e e nee s 327
LU =TSy Y SO 327
Network Access Authentication Global SEtliNgS. ........o.uiiiiiiiiii e 328
Network Access Authentication POrt SEHINGS ......coooiiiiiiiiie e e e e 330
Network Access Authentication Sessions INfOrmation ........ ... e 331

S E= Y =Ye [0 E= T o [ =Y a Vo |1 = OSSP PPPRNt 332
Safeguard ENGINE SEHINGS .......ooi ettt e et e e e s bt e e e e e bt e e e e abbe e e s e bre e e e aanes 333
L1 U o o) (=Y A O 0 T (=] SRS 334

L0 o I o o (=T o B0 o B 01 (= = Lo YO SRR 335

L0 o I g o (=Yoo PP 335
LI K53 e I o] ST PP PP PPPPP 336
Traffic SEgMENtatioN SEHINGS ........viiii ettt e e e aa bt e e s aa b et e e e anbe e e e eanbeeeeaans 337
7o) 0 T O o 01 (o USRS 337
DOS AttaCk Prevention SeHiNGS ........ii it e et e e e e e e st r e e e e e e e s e et a e e e e aeeeaa b a—ereaaaeeeannrnaeees 340
1 o SR OTRST 341
ST o €1 o] o= TS 11T I OSSPSR 342

[ (o A (S PP PRP 342
S I Y=Y VY o 0o g o T Tox 1o o TSR 343
S WU T=T AR T= 1] To T U PRP 343
1 | SRRSO 344
SIS I €1 (o] oT= 1R T=Y (19T = USRS 345

L0 Y/ o] (o T8 I I (113 oo o | S 346
SSL SEIVICE POIICY ..eveiiieeiiiitieeeee ettt e e e e e e ettt e e e e e s et e eeeeeeeeeesaataeeeeaeeeaaasssraeeeaaeeeaannnreeaaaeeeaannrraees 347

TR @ N PSPPSR 348
107 o] LT BT To [ a0 1] 1 o130 OSSP PPPRNt 348
3 RSP 349
D Y 7= 1] T PRSP 349
DDM Temperature ThreShold SENGS .......ccocuiiiiiie e e e e e e e e e e s e s r e e e e e e e s e saasraaeaaaeeas 350
DDM Voltage ThreShold SEHINGS ......oouiiiiiiiiii e et st eb e e br e e 350
DDM Bias Current ThreShold SEEHNGS ......ccoiouiiiiiie e e e e e e e e e e e e st e e e e e e e s s sannraaeaaaeeas 351
DDM TX Power ThreShold SEHiNGS .......ciiii i e e e e st e e e e e e e e snb e e e e e e e e e s e sassraaeaaaeeas 352
DDM RX Power Threshold SEtlNGS .......coiiiiiiiiiiiie et b e b e e 352

Vii



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

[T Y =Y 0 = o] - RSP 353

(I |V o T a1 (o 1 1 o PP TP UOTPPPPPTT 354
L0111 7= o o TSP 354
[0 G0 112 4 (o o SRS 354
Y11 o= USRS 355
o o SRR 355

L0 0 0T o] (Y SRR 356
L0010 o1 LY USSR 358
T (o RS T=] 11 g o PP STOTPPPO 360
DEVICE ENVIFONIMENT ...ttt e oottt e e e oo o e bbbt e e e e e e oo aaa b bt e et e e e e e e e a b b be e e e e e e e e e abbbbe e e e e e e e aaanbeneeeas 362
D €1 4T o LT TP P PP P PP PPUPPPPOPPPPPPPPIRY 363
oA ST Y] oo [ PRSP 363
RSP 364
R T - VL= T g Lo [ o T ] KPP UPUPPPPPTT 366
S F= Y = 0o a1 iTe U1 = 1T o OSSP PPPRNt 366
Firmware Upgrade & BaCKUD .......... oottt e e e e e ettt e ee e e e e e e neeeeeeee e e e e e nneeeeeaaaeaaaannneeeeaaaeeeaannenneeas 366
Firmware Upgrade from HTTP ... ettt e e e et e e e e e st a e e e e e e e s e sasbeaeeeaeeesasansraneaaaeeas 366
Firmware Upgrade frOmM TETP ... .. ettt et e e b et e e ab e e e e e abb e e e e abre e e e aanes 367
FIrmware BackUp 10 HT T P ...ttt e oo oot e e e e e e e e ee e e ee e e e e e e neeteeeeaee e e s nnseseeeeeeeaaannnnneeaeaeean 367

T g\ 1= = = Tod U] o I (o T I I SRR 368
Configuration RESOrE & BACKUD ...ttt et e e e bt e e e e ab e e e s ebbe e e e eanes 368
Configuration ReStore from HT TP ... et e e e e e e e e s e st eeaae e e sa s nreeeeaaeessnnnseneees 368
Configuration ReStOre from TETP ... ettt b e e e bb e e s bre e e e eanes 369
Configuration Backup 10 HT TP ...ttt e b et e bt e e e e bt e e e e e bbe e e e aanes 370

(0] aliTo 8] ¢=) (fo) g I == Tod U o 38 (o TN I N = SRR SPP 370

(oo =TTt U o PSPPSR 371
(oY I == o7 1B o 18 (o T8 I I N PSSR RRRRR 371

(oo = 2=Tot U] o I8 (o T Il I PR TPRP 371

1 o 372
Language ManagemeEnt ... ... ———— 374
TS SO 374
=T o o To) S 3] (= o 4 PRSP 375
APPENAIX A - SYSTEM LOG ENTIIES ..ottt e oottt et e e e e e s b bttt e e e e e e s e aaabbeeeaaae e e e nbbbbeeeaeaeesannbnneeeas 377
P T o L=t o Yo [0 Q= B I =T o =l 1 4 1= TP PTTP PP 401
Appendix C - RADIUS AttribULES ASSIGNIMENT ..o et e e e e e s e bt e e e e e e e s e asbb b e e e e e e e e e annreeeeas 411
Appendix D - IETF RADIUS AttribULES SUPPOIT oot e e e e s e e e e e e s e st e e e e e e s s nnnn e e e e e e e s annnrnneees 414

viii



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

1. Introduction

This manual’'s command descriptions are based on the software release 1.00. The commands listed here
are the subset of commands that are supported by the DGS-1510 Series SmartPro switch.

Audience

This reference manual is intended for network administrators and other IT networking professionals
responsible for managing the switch by using the Web User Interface (Web Ul). The Web Ul is the
secondary management interface to the DGS-1510 Series switch, which will be generally be referred to
simply as “the Switch” within this manual. This manual is written in a way that assumes that you already
have the experience and knowledge of Ethernet and modern networking principles for Local Area
Networks.

Other Documentation

The documents below are a further source of information in regards to configuring and troubleshooting
the switch. All the documents are available either from the CD, bundled with this switch, or from the D-
Link website. Other documents related to this switch are:

e DGS-1510 Series Gigabit Ethernet SmartPro Switch Hardware Installation Guide
e DGS-1510 Series Gigabit Ethernet SmartPro Switch CLI Reference Guide

Conventions

Convention Description

Boldface Font Indicates a button, a toolbar icon, menu, or menu item. For example:
Open the File menu and choose Cancel. Used for emphasis. May
also indicate system messages or prompts appearing on screen. For
example: You have mail. Bold font is also used to represent
filenames, program names and commands. For example: use the
copy command.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial
capitals. For example: Click Enter.

Menu Name > Menu Option Indicates the menu structure. Device > Port > Port Properties
means the Port Properties menu option under the Port menu option
that is located under the Device menu.

Blue Courier Font This convention is used to represent an example of a screen console
display including example entries of CLI command input with the
corresponding output.

Notes, Notices, and Cautions

Below are examples of the three types of indicators used in this manual. When administering your switch
using the information in this document, you should pay special attention to these indicators. Each
example below provides an explanatory remark regarding each type of indicator.

&

NOTE: A note indicates important information that helps you make better use of your device.
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I]%D NOTICE: A notice indicates either potential damage to hardware or loss of data and tells you
how to avoid the problem.

i ! E CAUTION: A caution indicates a potential for property damage, personal injury, or death.




DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

2. Web-based Switch Configuration

Management Options

Connecting using the Web User Interface
Logging onto the Web Manager

Smart Wizard

Web User Interface (Web Ul)

Management Options

The Switch provides multiple access platforms that can be used to configure, manage and monitor
networking features available on the Switch. Currently there are three management platforms available
and they are described below.

The Command Line Interface (CLI) through the RJ45 Console port or remote Telnet

The Switch can be managed, out-of-band, by using the console port on the front panel of the Switch.
Alternatively, the Switch can also be managed, in-band, by using a Telnet connection to any of the LAN
ports on the Switch. The command line interface provides complete access to all switch management
features.

SNMP-based Management

The Switch can be managed with an SNMP-compatible console program. The Switch supports SNMP
version 1.0, version 2.0 and version 3.0. The SNMP agent decodes the incoming SNMP messages and
responds to requests with MIB objects stored in the database. The SNMP agent updates the MIB objects
to generate statistics and counters.

Web-based Management Interface

After successfully installing the Switch, the user can configure the Switch, monitor the LED panel, and
display statistics graphically using a Web browser, such as Microsoft® Internet Explorer, Mozilla Firefox,
Safari, or Google Chrome.

Connecting using the Web User Interface

Most software functions of the DGS-1510 Series switches can be managed, configured and monitored via
the embedded web-based (HTML) interface. Manage the Switch from remote stations anywhere on the
network through a standard web browser. The web browser acts as a universal access tool and can
communicate directly with the Switch using the HTTP or HTTPS protocol.

v NOTE: The Command Line Interface (CLI) provides the functionality of managing, configuring,

and monitoring all of the software features that are available on the Switch.
-

Logging onto the Web Manager

To access the Web User Interface, simply open a standard web browser on the management PC and
enter the Switch’s default IP address into the address bar of the browser and press the Enter key.
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‘/,.,
/\ NOTE: The default IP address of this switch is 10.90.90.90, with a subnet mask of 255.0.0.0.

a

8 2 http://10.90.90.90/]

(= 10.90.90.90

Figure 2-1 Displays entering the IP address in Internet Explorer

This will open the user authentication window, as seen below.

Connect to 10.90.90.90

"
Ah

Lser Mame

FPassword

Language | English |E||

[ Legin ] [ Reset ]

Figure 2-2 User Authentication window

By default, there is no username or password configured on this switch. When connecting to the Web Ul
for the first time simply leave the User Name and Password fields blank and click the Login button.

Smart Wizard

After a successfully connecting to the Web User Interface for the first time, the Smart Wizard embedded

Web utility will be launched. This wizard will guide the user through basic configuration steps that is
essential for first time connection to the Switch.

Step 1 — System IP Information

In this window, the user can configure the IP address assignment method, the static IP address, Netmask
and Gateway address.
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Welcome to Smart Wizard

The wizard will guide you to do basic configurations on 2 steps for the IP Information, and SNMP.IT
you are not changing the settings, click on "Exit" to go back to the main page.

Step 1 of 2: The wizard will help to complete settings for System IF address, Netmask, and

Gateway.

o - 0 - 0 - D

Figure 2-3 System IP Information window

The fields that can be configured are described below:

Parameter ‘ Description

Static Select this option to manually configure and use IP address settings on
this switch.

DHCP Select this option to obtain IP address settings from a DHCP server.

IP Address Enter the IP address of the Switch here.

Netmask Select the Netmask option here.

Gateway Enter the default gateway IP address here.

Tick the Ignore the wizard next time option to skip the Smart Wizard on the next login.

Click the Exit button to discard the changes made, exit the Smart Wizard, and continue to the Web UlI.

Click the Next button to accept the changes made and continue to the next step.

Step 2 — SNMP Settings

In this window, the user can enable or disable the SNMP function.
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Welcome to Smart Wizard

! Step 2 of 2: Enable SNMF for management.

Figure 2-4 SNMP window

The fields that can be configured are described below:

Parameter Description

SNMP Select the Enabled option to enable the SNMP function. Select the
Disabled option to disable the SNMP function.

Tick the Ignore the wizard next time option to skip the Smart Wizard on the next login.
Click the Exit button to discard the changes made, exit the Smart Wizard, and continue to the Web UlI.

Click the Apply button to accept the changes made and continue to the Web UI.

Web User Interface (Web Ul)

By clicking the Exit button in the Smart Wizard, you will enter the Web-based Management interface.

Areas of the User Interface

The figure below shows the user interface. Three distinct areas that divide the user interface, as
described in the table.
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D-Link
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[ System
@ Management
[ L2 Features
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@ Security
@ oan
[ Monitoring
[ Green

AREA 1

Device Information

Device Type
System Name
System Location
System Contact
Boot PROM Version
Firmware Version
Hardware Version

DGS-1510-28P Gigabit Ethernet Sm...

WMAC Address

00-01-02-03-04-00

Switch IP Address 10.90.90.90

Mask 255000

Gateway 0.00.0
Build 1.00.007 System Time 01/01/2000 01:29:01
Build 1.00.021 Serial Number

Al

Utilization
Erl - Used
Memory
10 193962KE|
0|
50 |
ol AREA 3
20 [«
i
) "I‘LA./'W'VV\'”W'\
Average: §11 % 100
% %

Figure 2-5 Main Web Ul window

Area Number ‘ Description

AREA 1

In this area, a folder tree layout is displayed of functions that can be
configured using the Web Ul. Open folders and click the hyperlinked
menu buttons to access each individual page for configuration. The
DGS-1510-28P link is the default page that will display basic
monitoring settings for this switch.

AREA 2

In this area, a graphical near real-time image of the front panel of the
Switch is displayed. Some management functions, like Save and
Tools are accessible here.

AREA 3

In this area, the Switch’s configuration page can be found, based on
the selection made in Area 1.
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3. System

Device Information

System Information Settings
Peripheral Settings

Port Configuration

PoE (DGS-1510-28P Only)
System Log

Time and SNTP

Time Range

Device Information

In this window, the Device Information, CPU, and Used status are displayed. It appears automatically
when you log in the Switch. To return to the Device Information window after viewing other windows, click
the DGS-1510-28P link.

Device Information

Device Type DG3-1510-28P Gigabit Ethernet Sm... MAC Address 00-01-02-03-04-00
System Mame Switch IP Address 109090 90
Systemn Location Mask 255.0.0.0
System Contact Gateway 0.0.00
Boot PROM Version Build 1.00.007 System Time 01/01/2000 01:29:01
Firmware Version Build 1.00.021 Serial Mumber
Hardware Version Al
Utilization
CPU
Memory
10 193961KE
80 |-
60 |
40
A 1 A
0 WA IWNVAN W
Average: |8 % [
26

Figure 3-1 Device Information window

System Information Settings

The user can enter a System Name, System Location, and System Contact to aid in defining the Switch.

To view the following window, click System > System Information Settings, as shown below:
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System Information Settings

System Name |Switch |

System Location | |

System Contact | | Apply

Figure 3-2 System Information Settings window

The fields that can be configured are described below:

Parameter ‘ Description

System Name Enter a system name for the Switch, if so desired. This name will
identify it in the Switch network.

System Location Enter the location of the Switch, if so desired.

System Contact Enter a contact name for the Switch, if so desired.

Click the Apply button to accept the changes made.

Peripheral Settings

This window is used to configure the environment trap settings and environment temperature threshold
settings.

To view the following window, click System > Peripheral Settings, as shown below:

Environment Trap Settings

Fan Trap Enabled (@Disabled
Power Trap Enabled @ Disabled
Temperature Trap Enabled @Disabled Apply

Environment Temperature Threshold Settings

Unit
Thermal

High Threshold (-100-200) Deiault

Default Apply

Low Threshold (-100-200)

Il

Figure 3-3 Peripheral Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Fan Trap Click to enable or disable the fan trap state for waning fan event (fan
failed or fan recover).

Power Trap Click to enable or disable the power trap state for waning power event
(power failed or power recover).

Temperature Trap Click to enable or disable the temperature trap state for waning
temperature event (temperature exceeds the thresholds or
temperature recover).

Unit Select the switch unit that will be used for this configuration here.
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Thermal Select the thermal sensor ID.

High Threshold Enter the high threshold value of the warning temperature setting. The
range is from -100 to 200 Celsius degree. Tick the Default check box
to return to the default value.

Low Threshold Enter the low threshold value of the warning temperature setting. The
range is from -100 to 200 Celsius degree. Tick the Default check box
to return to the default value.

Click the Apply button to accept the changes made.

Port Configuration

Port Settings

This window is used to view and configure the Switch’s port settings.

To view the following window, click System > Port Configuration > Port Settings, as shown below:

Port Settings i
Port Settings
Unit From Port To Port State MDIX Auto Downgrade Flow Conirol
[1 ] [ethtioin [=] [eth1oi =] [Enabled [*] [Auto -] [Disabled [*] [oOff =]
Duplex Speed Capability Advertised Description
[Auto ] [Auto [=][= 10m [ 100m [ 1000m [64 chars |
Unit 1 Settings
Link Status State Speed Description
e | e oo
eth1/0/1 Up Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/2 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/3 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/4 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/5 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled g
eth1/0/6 Down Enabled Auto-MDIX Off Ooff Auto-duplex Auto-speed Disabled
eth1/0/7 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/8 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/9 Down Enabled Auto-MDIX o of Auto-duplex Auto-speed Disabled
eth1/0M10 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/11 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/12 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/13 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/14 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/15 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/16 Down Enabled Auto-MDIX Off Ooff Auto-duplex Auto-speed Disabled
eth1/0M17 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0/18 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled
eth1/0M19 Down Enabled Auto-MDIX o of Auto-duplex Auto-speed Disabled
eth1/0/20 Down Enabled Auto-MDIX Off Off Auto-duplex Auto-speed Disabled

Figure 3-4 Port Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

10
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State

Select this option to enable or disable the physical port here.

MDIX

Select the Medium Dependent Interface Crossover (MDIX) option
here. Options to choose from are Auto, Normal, and Cross.

Auto - Select this option for auto-sensing of the optimal type of
cabling.

Normal - Select this option for normal cabling. If this option is selected,
the port is in the MDIX mode and can be connected to a PC’s NIC
using a straight-through cable or a port (in the MDIX mode) on another
switch through a cross-over cable.

Cross - Select this option for cross cabling. If this option is selected,
the port is in the MDI mode and can be connected to a port (in the
MDIX mode) on another switch through a straight cable.

Auto Downgrade

Select this option to enable or disable automatically downgrading
advertised speed in case a link cannot be established at the available
speed.

Flow Control

Select to either turn flow control On or Off here. Ports configured for
full-duplex use 802.3x flow control, half-duplex ports use back-
pressure flow control, and Auto ports use an automatic selection of the
two.

Duplex

Select the duplex mode used here. Options to choose from are Auto,
Half, and Full.

Speed

Select the port speed option here. This option will manually force the
connected on the selected port to only connect at the speed specified
here. Options to choose from are Auto, 10M, 100M, 1000M, 1000M
Master, 1000M Slave, and 10G. The Switch allows users to configure
two types of gigabit connections; 1000M Master and 1000M Slave
which refer to connections running a 1000BASE-T cable for connection
between the Switch port and another device capable of a gigabit
connection. The master setting (1000M Master) will allow the port to
advertise capabilities related to duplex, speed and physical layer type.
The master setting will also determine the master and slave
relationship between the two connected physical layers. This
relationship is necessary for establishing the timing control between
the two physical layers. The timing control is set on a master physical
layer by a local source. The slave setting (1000M Slave) uses loop
timing, where the timing comes from a data stream received from the
master. If one connection is set for 1000M Master, the other side of the
connection must be set for 1000M Slave. Any other configuration will
result in a link down status for both ports.

Capability Advertised

When the Speed is set to Auto, these capabilities are advertised
during auto-negotiation.

Description

Enter a 64 characters description for the corresponding port here.

Click the Apply button to accept the changes made.

Port Status

This window is used to view the Switch’s physical port status and settings.

To view the following window, click System > Port Configuration > Port Status, as shown below:

11
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= ¥ -
ATUS

Port Status
Unit 1 Settings
| | | e e RS e | e |
MAC Address Speed Type
o
eth1/0/1 Connected 00-01-02-03-04-01 1 Ooff Off Acfull A-1000 1000BASE-T
eth1/0/2 Not-Connected 00-01-02-03-04-02 1 Off Off Auto 1000BASE-T
eth1/0/3 Mot-Connected 00-01-02-03-04-03 1 off of Auto 1000BASE-T
eth1/0/4 Mot-Connected 00-01-02-03-04-04 1 Off Off Auto 1000BASE-T
eth1/0/5 Mot-Connected 00-01-02-03-04-05 1 Off Off Auto 1000BASE-T
eth1/0/6 Mot-Connected 00-01-02-03-04-06 1 Off Off Auto 1000BASE-T
eth1/0/7 Mot-Connected 00-01-02-03-04-07 1 Off Off Auto 1000BASE-T
eth1/0/8 Mot-Connected 00-01-02-03-04-08 1 Off Off Auto 1000BASE-T
eth1/0/9 Mot-Connected 00-01-02-03-04-09 1 Off Off Auto 1000BASE-T =
eth1/0/10 Not-Connected 00-01-02-03-04-0A 1 off Off Auto 1000BASE-T
eth1/0/11 Not-Connected 00-01-02-03-04-0B 1 Ooff Off Auto 1000BASE-T
eth1/0/12 Not-Connected 00-01-02-03-04-0C 1 off Off Auto 1000BASE-T
eth1/0/13 Mot-Connected 00-01-02-03-04-0D 1 off of Auto 1000BASE-T
eth1/0/14 Mot-Connected 00-01-02-03-04-0E 1 Off Off Auto 1000BASE-T
eth1/0/M15 Mot-Connected 00-01-02-03-04-0F 1 Off Off Auto 1000BASE-T

Figure 3-5 Port Status window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

Port Auto Negotiation

This window is used to view detailed port auto-negotiation information.

To view the following window, click System > Port Configuration > Port Auto Negotiation, as shown

below:
Fort AUto Negotiation it
Port Auto Negotiation
Unit
Mote: AN: Auto Megotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capbility Advertised Bits;
CRE: Caphility Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received

Unit 1 Settings

I I I O O S
eth1/0/1 Enabled Mot Detected Complete 10M_Half, 10M_Half, 10M_Half, Disabled NoError
eth1/0/2 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... = Disabled NoError
eth1/0/3 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoError
eth1/0/4 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled MNoError
eth1/0/5 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled MNoError
eth1/0/6 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, .. - Disabled MNoEror
eth1/0/7 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, _.. - Disabled NoError
eth1/0/8 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, _.. - Disabled NoError
eth1/0/9 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, ... - Dizabled NoError 5
eth1/0/10 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, _.. - Dizabled MoError
eth1/0/11 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... = Disabled NoError
eth1/0/12 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... = Disabled NoError
eth1/0M13 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled NoError
eth1/0/14 Enabled Not Detected Configuring 10M_Half, ... 10M_Half, ... - Disabled MNoError
eth1/0/15 Enabled Mot Detected Configuring 10M_Half, ... 10M_Half, .. = Disabled NoErmor

Figure 3-6 Port Auto Negotiation window

12
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The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

Error Disable Settings

This window is used to configure the sending of SNMP noatifications for error disable state.

To view the following window, click System > Port Configuration > Error Disable Settings, as shown
below:

Error Disable Trap Settings
Asserted Disabled |Z|
Cleared Disabled [~]
Notification Rate (0-1000) |:| Apply
Error Disable Recovery Settings
EnDisable Cause All |Z| State Disabled |Z| Interval (5'35400)|:| sec Apply
et e e oo
Psecure Violation Disabled 300
Storm Control Disabled 300
ARFP Rate Disabled 300
DHCP Rate Disabled 300
Loopback Detect Disabled 300
Interfaces that will be recovered at the next timeout:
et G et )

Figure 3-7 Error Disable Settings window

The fields that can be configured for Error Disable Trap Settings are described below:

Parameter ‘ Description

Asserted Select this option to enable or disable the notifications when entering
into the error disable state.

Cleared Select this option to enable or disable the notifications when exiting
from the error disable state.

Notification Rate Enter the number of traps per minute. The packets that exceed the
rate will be dropped. The value is between 0 and 1000.

Click the Apply button to accept the changes made.

The fields that can be configured for Error Disable Recovery Settings are described below:

Parameter ‘ Description

ErrDisable Cause Select the error disable causes here. Options to choose from are All,
Psecure Violation, Storm Control, ARP Rate, DHCP Rate and
Loopback Detect.

State Select this option to enable or disable the auto-recovery for an error

13
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port caused by the specified cause.

Interval Enter the time between 5 and 86400 seconds to recover the port.

Click the Apply button to accept the changes made.

Jumbo Frame

This window is used to view and configure the Jumbo Frame size and settings. The Switch supports
jumbo frames. Jumbo frames are Ethernet frames with more than 1,518 bytes of payload. The Switch
supports jumbo frames with a maximum frame size of up to 9216 bytes.

To view the following window, click System > Port Configuration > Jumbo Frame, as shown below:

P s i
Jumbo Frame
Unit From Port To Port Maximum Receive Frame Size (64-9216)
[eth1/011_[=] [eth101 [~] bytes

Unit 1 Settings
eth1/0/1 1536
eth1/0/2 1536
eth1/0/3 1536
eth1/0/4 1536
eth1/0/5 1536
eth1/0/6 1536
eth1/0/7 1536
eth1/0/8 1536
eth1/0/9 1536 L
eth1/0/10 1536 [
eth1/0/M11 1536
eth1/0/12 1536
eth1/0/13 1536
eth1/0/14 1536
eth1/0M15 1536

Figure 3-8 Jumbo Frame window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Maximum Receive Frame Size | Enter the maximum receive frame size value here. This value must be
between 64 and 9216 bytes. By default, this value is 1536 bytes.

Click the Apply button to accept the changes made.

PoE (DGS-1510-28P Only)

The DGS-1510-28P switch supports Power over Ethernet (PoE) as defined by the IEEE 802.3af and
802.3at. All ports can support PoE up to 30W. Ports 1-24 can supply about 48 VDC power to Powered
Devices (PDs) over Category 5 or Category 3 UTP Ethernet cables. The Switch follows the standard PSE
(Power Sourcing Equipment) pinout Alternative A, whereby power is sent out over pins 1, 2, 3 and 6. The
Switches work with all D-Link 802.3af capable devices.

14
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The Switch includes the following PoE features:

e Auto-discovery recognizes the connection of a PD (Powered Device) and automatically sends power
to it.

e The Auto-disable feature occurs under two conditions: firstly, if the total power consumption exceeds
the system power limit; and secondly, if the per port power consumption exceeds the per port power

limit.

e Active circuit protection automatically disables the port if there is a short. Other ports will remain
active.

Based on 802.3af/at PDs receive power according to PSE provides power according to the following classification:

the following classification:

Class Maximum power used by PD Class Max power supplied by PSE

0 12.95W 0 16.2W

1 3.84W 1 4.2W

2 6.49W 2 7.4W

3 12.95W 3 16.2W

4 25.5W 4 31.6W
PoE System

This window is used to configure the PoE system, and display the detailed power information and PoE
chip parameters for POE modules.

To view the following window, click System > PoE > PoE System, as shown below:

PoE System
Unit Usage Threshold (1-89) Policy Preempt Trap State
oo % | Disabled [] Disabled[] Apply
Show Detail
m Delivered (W} Power Budget (W) Usage Threshold (%) Policy Preempt Trap State
1 o 193 99 Disabled Disabled

Figure 3-9 PoE System window

The fields that can be configured are described below:

Parameter ‘ Description
Unit Select the switch unit that will be used for this configuration here.
Usage Threshold Enter the usage threshold to generate a log and send the

corresponding standard notification. The range is from 1 to 99 percent.

Policy Preempt Select this option to enable or disable the disconnection of PD which in
power-provisioned with lower priority in order to release the power to
the new connected PD with higher priority under power shortage
conditions.

Trap State Select this option to enable or disable the sending of PoE notifications.

Click the Apply button to accept the changes made.

Click the Show Detail button to see the PoE system Parameters table at the bottom of the window.

15
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After clicking the Show Detail button, the following table will appear.

PoE System Parameters

I N R .
1 24

E111 13

PoE Status

This window is used to configure the description, and display the PoE status of each port.

To view the following window, click System > PoE > PoE Status, as shown below:

PO i -
PoE Status
Unit From Port To Port Description
Unit 1 Settings
I S N T T S
eth1/0/1 Searching MNIA 0.0 0.0
eth1/0/2 Searching NiA 0.0 0.0
eth1/0/3 Searching NIA 0.0 0.0
eth1/0/4 Searching MNIA 0.0 0.0
eth1/0/5 Searching MNIA 0.0 0.0
eth1/0/6 Searching NFA 0.0 0.0
eth1/0/7 Searching NIA 0.0 0.0 £
eth1/0/8 Searching NIA 0.0 0.0
eth1/0/9 Searching NIA 0.0 0.0
eth1/0/10 Searching NIA 0.0 0.0
eth1/0/11 Searching MNIA 0.0 0.0
eth1/0/12 Searching NIA 0.0 0.0
eth1/0/13 Searching NIA 0.0 0.0
eth1/0/14 Searching MNIA 0.0 0.0
eth1/0/15 Searching MNIA 0.0 0.0
eth1/0/16 Searching MIA 0.0 0.0
eth1/0/17 Searching MNIA 0.0 0.0
eth1/0/18 Searching MNIA 0.0 0.0
eth1/0/19 Searching NIA 0.0 0.0
eth1/0/20 Searching NIA 0.0 0.0
eth1/0/21 Searching MNIA 0.0 0.0
eth1/0/22 Searching NIA 0.0 0.0
eth1/0/23 Searching NIA 0.0 0.0
eth1/0/24 Searching MNIA 0.0 0.0
Note:
Faulty Code: -

Figure 3-10 PoE Status window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Description Enter the text that describes the PD connected to a PoE interface. The
maximum length is 32 characters.

Click the Delete Description button to clear the setting in the corresponding Description field.

Click the Apply button to accept the changes made.
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PoE Configuration

This window is used to configure the PoE port.

To view the following window, click System > PoE > PoE Configuration, as shown below:

PO » guratio -
PoE Configuration
From Port To Port Priority Legacy Support Mode Max Wattage (1000-30000) Time Range
eth101 ~ sth1/01 ~ Low <~ Disabled ~ Ao ~ [ 1
[ Apply |
| ot | aamn | prony | lesscyswpot | TmeRage |
eth1/011 Auto Low Disabled
eth1/0/2 Auto Low Disabled
eth1/0/3 Auto Low Disabled
eth1/0/4 Auto Low Disabled
eth1/0/5 Auto Low Disabled
eth1/0/G6 Auto Low Disabled
eth1/0/7 Auto Low Disabled
eth1/0/8 Auto Low Disabled 3
eth1/0/9 Auto Low Disabled
eth1/0/10 Auto Low Disabled
eth1/0/11 Auto Low Disabled
eth1/0/12 Auto Low Disabled
eth1/0/13 Auto Low Disabled
eth1/0i14 Auto Low Disabled
eth1/015 Auto Low Disabled
eth1/0/16 Auto Low Disabled
eth1/0M17 Auto Low Disabled
eth1/0/18 Auto Low Disabled
eth1/019 Auto Low Disabled
eth1/0/20 Auto Low Disabled
eth1/0/21 Auto Low Disabled
eth1/0/22 Auto Low Disabled
eth1/0/23 Auto Low Disabled
eth1/0/24 Auto Low Disabled
eth1/0/25 Auto Low Disabled il

Figure 3-11 PoE Configuration window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Priority Select the priority for provisioning power to the port. Options to choose
from are Critical, High and Low.

Legacy Support Select this option to enable or disable the support of legacy PD.

Mode Select the power management mode for the PoE ports. Options to

choose from are Auto and Never.

Max Wattage When selecting Auto in the Mode drop-down list, this option appears.
Tick the check box and enter the maximum wattage of power that can
be provisioned to the auto-detected PD. If the value is not entered, the
class of the PD automatically determines the maximum wattage which
can be provisioned. The valid range for maximum wattage is between
1000 mW and 30000 mW.
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Time Range When selecting Auto in the Mode drop-down list, this option appears.
Tick the check box and enter the name of the time range to determine
the activation period.

Click the Delete Time Range button to clear the setting in the corresponding Time Range field.

Click the Apply button to accept the changes made.

PoOE Statistics

This window is used to display the PoE statistics.

To view the following window, click System > PoE > PoE Statistics, as shown below:

5oF Stafic
PoE Statistics Table

Unit

Unit 1 Settings

I Y T N T S
eth1/0/1 0 0 0 0 44
eth1/072 0 0 0 0 46
eth1/0/3 0 0 0 0 46
eth1/0/4 0 0 0 0 46
eth1/0/5 0 0 0 0 123
eth1/0/6 0 0 0 0 133
eth1/07 0 0 0 0 133
eth1/0/2 0 0 0 0 128
eth1/0/9 0 0 0 0 245
&th1/0/10 0 0 0 0 245
eth1/0/11 0 0 0 0 246
eth1/0/12 0 0 0 0 245
eth1/0/13 0 0 0 0 187
eth1/0/14 0 0 0 0 188
eth1/0/15 0 0 0 0 188
eth1/0/16 0 0 0 0 187
eth1/0/17 0 0 0 0 4
eth1/0/18 0 0 0 0 5
&th1/0/19 0 0 0 0 5
&ih1/0/20 0 0 0 0 5
etn1/0/21 0 0 0 0 191
eth1/0/22 0 0 0 0 191
eth1/0/23 0 0 0 0 192
ath1/0/24 0 0 0 0 102

Figure 3-12 PoE Statistics window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.

Click the Clear All button to clear PoE statistics for all ports.

Click the Clear button to clear the PoE statistics for the corresponding port.

18



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

PoE Measurement

This window is used to display the POE measurement.

To view the follow

ing window, click System > PoE > PoE Measurement, as shown below:

PoE Measurement Table

Unit

Unit 1 Settings

I O O e R
eth1/01 NIA NIA NIA NIA
eth1/0/2 INFA NIA NIA NIA
eth1/0/3 NIA NIA NIA NIA
eth1/0/4 INFA INIA NIA NIA
eth1/0/5 NIA NIA NIA NIA
eth1/0/6 NA NIA NIA NIA
eth1/0/7 MNIA LA MIA NIA
eth1/0/8 WA MIA NIA NIA
eth1/0/9 MIA MIA NIA NIA
eth1/0/10 NIA NIA NIA NIA
eth1/0/11 NIA NIA NIA NIA
eth1/0/12 NIA NIA NIA NIA
eth1/0/13 NIA NIA NIA NIA
eth1/0/14 INFA INIA NIA NIA
eth1/0/15 NIA NIA NIA NIA
eth1/0/16 NA NIA NIA NIA
eth1/0M17 NIA NIA NIA NIA
eth1/0/18 MIA MIA MNIA NIA
eth1/0/19 MIA MIA MIA NIA
eth1/0/20 NIA NIA NIA NIA
eth1/0/21 NIA NIA NIA NIA
eth1/0/22 NIA NIA NIA NIA
eth1/0/23 NIA NIA NIA NIA
eth1/0/24 INFA INIA NIA NIA

Figure 3-13 PoE Measurement window

The fields that can be configured are described below:

Parameter

‘ Description

Unit

Select the switch unit that will be used for this configuration here.

PoE LLDP Classification

This window is used to display the PoE LLDP Classification.

To view the follow

ing window, click System > PoE > PoE LLDP Classification, as shown below:
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F0 LU Cauo

PoE LLDP Classification Table

Port eth1/0/1

PSE TX information
None

Information from PD

m

Mone

Port eth1/0/2

PSE TX information
None

Information from PD
Mone

Port eth1/0/3

PSE TX information
None

Information from PD
None

Port eth1/0/4

PSE TX information
None

Information from PD
None

Figure 3-14 PoE LLDP Classification window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.

System Log

System Log Settings

This window is used to view and configure the system’s log settings.

To view the following window, click System > System Log > System Log Settings, as shown below:

Global State

Source Interface State Enabled |z|

VAN 5] vioa-ose
Buffer Log Settings

Buffer Log State Enabled IE‘

Severity 4{\Warnings) Iz‘

Discriminator Name

Winte Delay (0-85535) sec [] Infinite
Console Log Settings

Console Log State Disabled [~]
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Figure 3-15 System Log Settings window

The fields that can be configured for Global State are described below:

Parameter ‘ Description

Source Interface State Select this option to enable or disable the source interface’s global
state.

Type Select the type of interface that will be used. Option to choose from is
VLAN.

VID Enter the VLAN ID used here. The value is between 1 and 4094.

Click the Apply button to accept the changes made.

The fields that can be configured for Buffer Log Settings are described below:

Parameter ‘ Description

Buffer Log State Select whether the enable or disable the buffer log’s global state here.
Options to choose from are Enable, Disabled, and Default. When
selecting the Default option, the buffer log’s global state will follow the
default behavior.

Severity Select the severity value of the type of information that will be logged.
Options to choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical),
3 (Errors), 4 (Warnings), 5 (Notifications), 6 (Informational), and 7
(Debugging).

Discriminator Name Enter the discriminator name used here. This name can be up to 15
characters long.

Write Delay Enter the interval for periodic writing of the logging buffer to FLASH.
This value must be between 0 and 65535 seconds. By default, this
value is 300 seconds. Tick the Infinite option, to disable the write
delay feature.

Click the Apply button to accept the changes made.

The fields that can be configured for Console Log Settings are described below:

Parameter ‘ Description

Console Log State Select whether the enable or disable the console log’s global state
here.
Severity Select the severity value of the type of information that will be logged.

Options to choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical),
3 (Errors), 4 (Warnings), 5 (Notifications), 6 (Informational), and 7
(Debugging).

Discriminator Name Enter the discriminator name used here. This name can be up to 15
characters long.

Click the Apply button to accept the changes made.

System Log Discriminator Settings

This window is used to view and configure the system log’s discriminator settings.

To view the following window, click System > System Log > System Log Discriminator Settings, as
shown below:
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Discriminator Log Settings

Discriminator Name

Action

Severity

Discriminato...

[F] SAFEGUAR...

[ 0(Emergencies)
[F] 4(Warnings)

I T T o

Drops

Figure 3-

[7] STACKING [F]PORT [ sTP
[F] VOICE_VL... [F]FDB [FILLDP

[ QoS [ PORTSEC ] WAC

[7] DHCP [7] DHCPVE [F]STORM_CT...
E cLl [F] WEB [F] SNMP

[ AAA [ DoS [F] DEVICE

[ LDP [F]SURVEILL... [7] RADIUS

[F1 POE [F]BPDU_PRO... [FIMAC

[ CFG [7] FIRMWARE

[F] 1(Alerts) [F] 2(Critical) [F] 3(Errors)

[ 5(Notifications) [ G{informational)

[] 7{Debugging)

5YS5,STACKING,CLI,DoS...

Drops

16 System Log Discriminator Settings window

The fields that can be configured are described below:

Parameter ipti

‘ Description

Discriminator

Enter the discriminator name here. This name can be up to 15
characters long.

Facility Select the facility’s behavior option and the type of facility that will be
associated with the selected behavior here. Behavior options to
choose from are Drops and Includes.

Severity Select the severity behavior option and the value of the type of

information that will be logged. Behavior options to choose from are
Drops and Includes. Severity value options to choose from are 0
(Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4 (Warnings), 5
(Notifications), 6 (Informational), and 7 (Debugging).

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

System Log Server Settings

This window is used to view and configure system log’s server settings.

To view the following window, click System > System Log > System Log Server Settings, as shown

below:
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Log Server
@ Host IPv4 Address [ ] () Host IPvé Address 201371
UDP Port {(1024-65535) 514 Severity 4{Warnings) E
Facity Discrmnator Name
Total Entries: 1
I S N
10.90.90 254 Wamings

Figure 3-17 System Log Server Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Host IPv4 Address Enter the system log server’'s IPv4 address here.
Host IPv6 Address Enter the system log server’'s IPv6 address here.
UDP Port Enter the system log server’s UDP port number here. This value must

be between 1024 and 65535. By default, this value is 514.

Severity Select the severity value of the type of information that will be logged.
Options to choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical),
3 (Errors), 4 (Warnings), 5 (Notifications), 6 (Informational), and 7
(Debugging).

Facility Select the facility value here. Options to choose from are 0 to 23.

Discriminator Name Enter the discriminator name here. This name can be up to 15
characters long.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

System Log

This window is used to view and clear the system log.
To view the following window, click System > System Log > System Log, as shown below:

System Log

Clear Log
Total Entries: 2
I T SN on e
2000-01-01 00:00:36 CRIT(2 System started up
1 2000-01-01 00:00:36 CRIT(2) System warm start

3| [ [ EEl | &

Figure 3-18 System Log window

Click the Clear Log button to clear the system log entries displayed in the table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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System Attack Log

This window is used to view and clear the system attack log.

To view the following window, click System > System Log > System Attack Log, as shown below:

System Attack Log

it

Total Entries: 0

I N o3 et

Figure 3-19 System Attack Log window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.

Click the Clear Attack Log button to clear the system attack log entries displayed in the table.

Time and SNTP

The Simple Network Time Protocol (SNTP) is a protocol for synchronizing computer clocks through the
Internet. It provides comprehensive mechanisms to access national time and frequency dissemination

services, organize the SNTP subnet of servers and clients, and adjust the system clock in each
participant.

Clock Settings

This window is used to configure the time settings for the Switch.

To view the following window, click System > Time and SNTP > Clock Settings, as shown below:

Clock Settings

Time (HHMMSS)
Date (DD / MM / YYYY) 1/1/2000

Apply

Figure 3-20 Clock Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Time (HH:MM:SS) Enter the current time in hours, minutes, and seconds.

Date (DD /MM / YYYY) Enter the current day, month, and year to update the system clock.

Click the Apply button to accept the changes made.
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Time Zone Settings

This window is used to configure time zones and Daylight Savings Time settings for SNTP.

To view the following window, click System > Time and SNTP > Time Zone Settings, as shown below:

Summer Time State

Time Zone

Recurring Setting

From: Week of the Month l:l

From: Day of the Week l:l

From: Month l:l

From: Time (HH:MM) [00[=][o0[-]

To: Week of the Month |:|

To: Day of the Week l:l

To: Monih |:|

To: Time (HH:MM) [00[=][a0[-]

Date Setting

From: Date of the Month l:l

From: Month I:l

From: Year l:l

From: Time (HH:MM) l:“:l

To: Date of the Month [0 7]

To: Month [lan [

To: Time (HH:MM) [o0[=][ 0o[=]
Aoy |

Figure 3-21 Time Zone Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Summer Time State Select the summer time setting. Options to choose from are Disabled,
Recurring Setting, and Date Setting.

Disabled - Select to disable the summer time setting.

Recurring Setting - Select to configure the summer time that should
start and end on the specified week day of the specified month.

Date Setting - Select to configure the summer time that should start
and end on the specified date of the specified month.

Time Zone Select to specify your local time zone’s offset from Coordinated
Universal Time (UTC).

The fields that can be configured for Recurring Setting are described below:

Parameter Description

From: Week of the Month Select week of the month that summer time will start.
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From: Day of the Week

Select the day of the week that summer time will start.

From: Month

Select the month that summer time will start.

From: Time (HH:MM)

Select the time of the day that summer time will start.

To: Week of the Month

Select week of the month that summer time will end.

To: Day of the Week

Select the day of the week that summer time will end.

To: Month Select the month that summer time will end.
To: Time (HH:MM) Select the time of the day that summer time will end.
Offset Enter the number of minutes to add during summer time. The default

value is 60. The range of this offset is 30, 60, 90 and 120.

The fields that can be configured for Date Setting are described below:

Parameter ‘ Description

From: Date of the Month

Select date of the month that summer time will start.

From: Month

Select the month that summer time will start.

From: Year

Enter the year that the summer time will start.

From: Time (HH:MM)

Select the time of the day that summer time will start.

To: Date of the Month

Select date of the month that summer time will end.

To: Month Select the month that summer time will end.

To: Year Enter the year that the summer time will end.

To: Time (HH:MM) Select the time of the day that summer time will end.

Offset Enter the number of minutes to add during summer time. The default

value is 60. The range of this offset is 30, 60, 90 and 120.

Click the Apply button to accept the changes made.

SNTP Settings

This window is used to configure the time settings for the Switch.

To view the following window, click System > Time and SNTP > SNTP Settings, as shown below:

SNTP Global Settings

Current Time Source

SNTP State

Pool Interval (30-99999)

SNTP Server Setting

@) IPv4 Address

Total Entries: 1

10.90.90.1

System Clock

Disabled [~]

Add

T T T

Delete

Figure 3-22 SNTP Settings window
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The fields that can be configured for SNTP Global Settings are described below:

Parameter ‘ Description

SNTP State Select this option to enable or disable SNTP.

Pool Interval Enter the synchronizing interval in seconds. The value is from 30 to
99999 seconds. The default interval is 720 seconds.

Click the Apply button to accept the changes made.

The fields that can be configured for SNTP Server Setting are described below:

Parameter ‘ Description

IPv4 Address Enter the IP address of the SNTP server which provides the clock
synchronization.

IPv6 Address Enter the IPv6 address of the SNTP server which provides the clock
synchronization.

Click the Add button to add the SNTP server.

Click the Delete button to remove the specified entry.

Time Range

This window is used to view and configure the time range settings.
To view the following window, click System > Time Range, as shown below:

Time Range
Range Name Daily
From: Week To: Week Sun - End Weekday
From: Time (HH:MM) 00 * 00 - To: Time (HH:MM) 00 > 00 - Apply
Total Entries: 1
weekdays Mon 00:00 00:00 [Delete Periodic| [ pelete |
11 [ 1| [ [ce

Figure 3-23 Time Range window

The fields that can be configured are described below:

Parameter ‘ Description

Range Name Enter the name of the time range. This name can be up to 32
characters long.

From Week / To Week Select the starting and ending days of the week that will be used for
this time range. Tick the Daily option to use this time range for every
day of the week. Tick the End Week Day option to use this time range
from the starting day of the week until the end of the week, which is
Sunday.
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From Time / To Time Select the starting and ending time of the day that will be used for this
time range. The first drop-down menu selects the hour and the second
drop-down menu selects the minute.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Delete Periodic button to delete the periodic entry.

Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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4. Management

User Account Settings
Password Encryption
SNMP

RMON

Telnet/Web

Session Timeout
DHCP

DNS

File System

Physical Stacking
Virtual Stacking (SIM)
D-Link Discovery Protocol

User Account Settings

This window is used to create and configure the user accounts. The active user account sessions can be
viewed.

There are several configuration options available in the Web User Interface (Web Ul). The set of
configuration options available to the user depends on the account’s Privilege Level.

NOTE: By default, there is no user account created on the Switch.

To view the following window, click Management > User Account Settings, as shown below:

User Management Settings | Session Table
User Name 3£ chars Privilege (1-15) l:l
Password Type password ]

Total Entries: 1
I S - S
admin © | e
= e

Figure 4-1 User Management Settings window

The fields that can be configured are described below:

Parameter ‘ Description

User Name Enter the user account name here. This name can be up to 32
characters long.

Privilege Enter the privilege level for this account here. This value must be
between 1 and 15.

Password Type Select the password type for this user account here. Options to choose
from are None, Plain Text, and Encrypted.
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Password After selecting either Plain Text or Encrypted as the password type,
enter the password for this user account here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified user account entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Session Table tab, the following page will appear.

User Management Settings | Session Table |

Total Entries: 1

1

console anonymous 2H42M35

Figure 4-2 Session Table window

A list of active user account session will be displayed.

Password Encryption

This window is used to configure whether to save the encryption of the password in the configuration file.

To view the following window, click Management > Password Encryption, as shown below:

Password Encryption Settings

Password Encryption State = Enabled @ Disabled Apply

Figure 4-3 Password Encryption window

The fields that can be configured are described below:

Parameter Description

Password Encryption State Select this option to enable or disable the encryption of the password
before stored in the configuration file.

Click the Apply button to accept the changes made.

SNMP

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed
specifically for managing and monitoring network devices. SNMP enables network management stations
to read and modify the settings of gateways, routers, switches, and other network devices. Use SNMP to
configure system features for proper operation, monitor performance and detect potential problems in the
Switch, switch group or network.
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Managed devices that support SNMP include software (referred to as an agent), which runs locally on the
device. A defined set of variables (managed objects) is maintained by the SNMP agent and used to
manage the device. These objects are defined in a Management Information Base (MIB), which provides
a standard presentation of the information controlled by the on-board SNMP agent. SNMP defines both
the format of the MIB specifications and the protocol used to access this information over the network.

The Switch supports the SNMP versions 1, 2¢, and 3. The three versions of SNMP vary in the level of
security provided between the management station and the network device.

In SNMP v.1 and v.2, user authentication is accomplished using ‘community strings’, which function like
passwords. The remote user SNMP application and the Switch SNMP must use the same community
string. SNMP packets from any station that has not been authenticated are ignored (dropped).

The default community strings for the Switch used for SNMP v.1 and v.2 management access are:

e public — Allows authorized management stations to retrieve MIB objects.
e private — Allows authorized management stations to retrieve and modify MIB objects.

SNMPv3 uses a more sophisticated authentication process that is separated into two parts. The first part
is to maintain a list of users and their attributes that are allowed to act as SNMP managers. The second
part describes what each user on that list can do as an SNMP manager.

The Switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP
version may also be set for a listed group of SNMP managers. Thus, you may create a group of SNMP
managers that are allowed to view read-only information or receive traps using SNMPv1 while assigning
a higher level of security to another group, granting read/write privileges using SNMPv3.

Using SNMPV3 individual users or groups of SNMP managers can be allowed to perform or be restricted
from performing specific SNMP management functions. The functions allowed or restricted are defined
using the Object Identifier (OID) associated with a specific MIB. An additional layer of security is available
for SNMPvV3 in that SNMP messages may be encrypted. To read more about how to configure SNMPv3
settings for the Switch read the next section.

Traps

Traps are messages that alert network personnel of events that occur on the Switch. The events can be
as serious as a reboot (someone accidentally turned OFF the Switch), or less serious like a port status
change. The Switch generates traps and sends them to the trap recipient (or network manager). Typical
traps include trap messages for Authentication Failure, Topology Change and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. The
Switch uses the standard MIB-Il Management Information Base module. Consequently, values for MIB
objects can be retrieved from any SNMP-based network management software. In addition to the
standard MIB-II, the Switch also supports its own proprietary enterprise MIB as an extended Management
Information Base. Specifying the MIB Object Identifier may also retrieve the proprietary MIB. MIB values
can be either read-only or read-write.

The Switch incorporates a flexible SNMP management for the switching environment. SNMP
management can be customized to suit the needs of the networks and the preferences of the network
administrator. Use the SNMP V3 menus to select the SNMP version used for specific tasks.
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The Switch supports the Simple Network Management Protocol (SNMP) versions 1, 2c, and 3. The
administrator can specify the SNMP version used to monitor and control the Switch. The three versions
of SNMP vary in the level of security provided between the management station and the network device.

SNMP settings are configured using the menus located on the SNMP V3 folder of the Web manager.
Workstations on the network that are allowed SNMP privileged access to the Switch can be restricted with
the Management Station IP Address menu.

SNMP Global Settings

This window is used to configure the SNMP global settings and trap settings.

To view the following window, click Management > SNMP > SNMP Global Settings, as shown below:

SNMP Global Settings

SNMP Global State
SNMP Response Broadcast Request
SNMP UDP Port (0-65535)

Trap Source Interface

Trap Settings

Trap Global State
SMMP Authentication Trap
Port Link Up
Port Link Down
Coldstart
‘Warmstart

Enabled @ Disabled
Enabled @ Disabled
161

viani

Enabled @ Disabled

Apply

Figure 4-4 SNMP Global Settings window

The fields that can be configured for SNMP Global Settings are described below:

Parameter ‘ Description

SNMP Global State

Select this option to enable or disable the SNMP feature.

SNMP Response Broadcast
Request

Select this option to enable or disable the server to response to
broadcast SNMP GetRequest packets.

SNMP UDP Port

Enter the SNMP UDP port number.

Trap Source Interface

Enter the interface whose IP address will be used as the source
address for sending the SNMP trap packet.

The fields that can be configured for Trap Settings are described below:

Parameter ‘ Description

Trap Global State

Select this option to enable or disable the sending of all or specific
SNMP notifications.

SNMP Authentication Trap

Tick this option to control the sending of SNMP authentication failure
notifications. An authenticationFailuretrap is generated when the
device receives an SNMP message that is not properly authenticated.
The authentication method depends on the version of SNMP being
used. For SNMPv1 or SNMPv2c, authentication failure occurs if
packets are formed with an incorrect community string. For SNMPV3,
authentication failure occurs if packets are formed with an incorrect
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SHA/MD5 authentication key.

Port Link Up Tick this option to control the sending of port link up notifications. A
linkup trap is generated when the device recognizes that one of the
communication links has come up.

Port Link Down Tick this option to control the sending of port link down notifications. A
linkDown trap is generated when the device recognizes a failure in one
of the communication links.

Coldstart Tick this option to control the sending of SNMP coldStart notifications.
Warmstart Tick this option to control the sending of SNMP warmStart
notifications.

Click the Apply button to accept the changes made.

SNMP Linkchange Trap Settings

This window is used to configure the SNMP link change trap settings.

To view the following window, click Management > SNMP > SNMP Linkchange Trap Settings, as
shown below:

SNMP Linkchange Trap Settings
Unit From Port To Port Trap Sending Trap State
E =] [etniorn [] [ethior [=] [Disabled =]
I Y S AT S
eth1/0/1 Enabled Enabled
eth1/0/2 Enabled Enabled
eth1/0/3 Enabled Enabled
eth1/0/4 Enabled Enabled
eth1/0/5 Enabled Enabled
eth1/0/6 Enabled Enabled
eth1/0/7 Enabled Enabled
eth1/0/8 Enabled Enabled
eth1/0/9 Enabled Enabled
eth1/0/10 Enabled Enabled =
eth1/0/11 Enabled Enabled
eth1/0/12 Enabled Enabled
eth1/0/13 Enabled Enabled
eth1/0/14 Enabled Enabled
eth1/0/115 Enabled Enabled

Figure 4-5 SNMP Linkchange Trap Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Trap Sending Select this option to enable or disable the sending of the SNMP

notification traps that is generated by the system.

Trap State Select this option to enable or disable the SNMP link change trap.

Click the Apply button to accept the changes made.
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SNMP View Table Settings

This window is used to assign views to community strings that define which MIB objects can be accessed
by a remote SNMP manager. The SNMP Group created with this table maps SNMP users (identified in
the SNMP User Table) to the views created in the previous window.

To view the following window, click Management > SNMP > SNMP View Table Settings, as shown
below:

SNMP View Settings
View Name
Subtree OID N.N.N.N
View Type Included |Z|
Add
Total Entries: 8
T e T on T e
restricted 13.6.1.2.1.1 Included
restricted 13612111 Included
restricted 1361631021 Included
restricted 13.6.1.6.3.11.21 Included
restricted 1361631511 Included
CommunityView 1 Included
CommunityView 13.6.163 Excluded
CommunityView 13.6.1.6.3.1 Included

Figure 4-6 SNMP View Table Settings window

The fields that can be configured are described below:

Parameter ‘ Description

View Name Type an alphanumeric string of up to 32 characters. This is used to
identify the new SNMP view being created.
Subtree OID Type the Object Identifier (OID) Subtree for the view. The OID

identifies an object tree (MIB tree) that will be included or excluded
from access by an SNMP manager.

View Type Select the view type here. Options to choose from are Included, and
Excluded.

Included - Select to include this object in the list of objects that an
SNMP manager can access.

Excluded - Select to exclude this object from the list of objects that an
SNMP manager can access.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.

SNMP Community Table Settings

This window is used to create an SNMP community string to define the relationship between the SNMP
manager and an agent. The community string acts like a password to permit access to the agent on the
Switch. One or more of the following characteristics can be associated with the community string:

e An Access List of IP addresses of SNMP managers that are permitted to use the community string to
gain access to the Switch’s SNMP agent.
e Any MIB view that defines the subset of all MIB objects will be accessible to the SNMP community.
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e Read/write or read-only level permission for the MIB objects accessible to the SNMP community.

To view the following window, click Management > SNMP > SNMP Community Table Settings, as
shown below:

SNMP Community Settings
Community Name 32 chars
View Name hars
Access Right
IF Access-List Name
Add
Total Entries: 2
I R O T S
private CommunityView w
public CommunityView o

Figure 4-7 SNMP Community Table Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Key Type Select the key type for the SNMP community. Options to choose from
are Plain Text, and Encrypted.

Community Name Enter an alphanumeric string of up to 32 characters that is used to
identify members of an SNMP community. This string is used like a
password to give remote SNMP managers access to MIB objects in
the Switch’s SNMP agent.

View Name Enter an alphanumeric string of up to 32 characters that is used to
identify the group of MIB objects that a remote SNMP manager is

allowed to access on the Switch. The view name must exist in the
SNMP View Table.

Access Right Select the access right here. Options to choose from are Read Only,
and Read Write.

Read Only - SNMP community members using the community string
created can only read the contents of the MIBs on the Switch.

Read Write - SNMP community members using the community string
created can read from, and write to the contents of the MIBs on the
Switch.

IP Access-List Name Enter the name of the standard access list to control the user to use
this community string to access to the SNMP agent.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.

SNMP Group Table Settings

An SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the
views created in the previous window.

To view the following window, click Management > SNMP > SNMP Group Table Settings, as shown
below:
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SNMP Group Settings

IP Address-List Name

Total Entries: 5

Group Mame ars Read View Name
User-based Security Model SNMPv1 E| Write View Name ars
32 chars

Add

Read View Name | Write ViewName | Nofify ViewName | Security Model | Security Level | IP Address.List Name _
vl

public CommunityV/._. CommunityV'...
public CommunityV._. CommunityV/_. v2c
initial restricted restricted v3 NoAuthNoPriv
private CommunityV... CommunityV... CommunityV... |
private CommunityV... CommunityV... CommunityV... vac

Figure 4-8 SNMP Group Table Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Group Name

Enter the group name of a maximum of 32 characters. The syntax is
general string that does not allow space.

User-based Security Model

Select the security model here. Options to choose from are SNMPv1,
SNMPv2c, and SNMPv3.

SNMPvV1 - Select to allow the group user to use the SNMPv1 security
model.

SNMPv2c - Select to allow the group user to use the SNMPv2c
security model.

SNMPvV3 - Select to allow the group user to use the SNMPv3 security
model.

Security Level

When selecting SNMPv3 in the User-based Security Model drop-
down list, this option is available.

NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

AuthNoPriv - Specify that authorization will be required, but there will
be no encryption of packets sent between the Switch and a remote
SNMP manager.

AuthPriv - Specify that authorization will be required, and that packets

sent between the Switch and a remote SNMP manger will be
encrypted.

IP Address-List Name

Enter the standard IP access control list (ACL) to associate with the
group.

Read View Name

Enter the read view name that the group user can access.

Write View Name

Enter the write view name that the group user can access.

Notify View Name

Enter a write view name that the group user can access. The notify
view describes the object that can be reported its status via trap
packets to the group user.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Engine ID Local Settings

The Engine ID is a unique identifier used for SNMP V3 implementations on the Switch.

To view the following window, click Management > SNMP > SNMP Engine ID Local Settings, as shown
below:

SNMP Engine ID Local Settings

Engine ID ab0000000300010203040000 | [ pefaur | [ Apply ]

# Engine 1D length is 24, the accepted character is from O to F.

Figure 4-9 SNMP Engine ID Local Settings window

The fields that can be configured are described below:

Parameter Description

Engine ID Enter the engine ID string with the maximum of 24 characters.

Click the Default button to revert the engine ID to the default.
Click the Apply button to accept the changes made.

SNMP User Table Settings

This window is used to configure and display the SNMP users that are currently configured on the Switch.

To view the following window, click Management > SNMP > SNMP User Table Settings, as shown
below:

SNMP User Settings

User Name

Group Name

SNMP Version vi [=]

SNMP V3 Encryption |:|

Auth-Protocol by Password l:l Password (8-16 chars) l:l
Priv-Protocol by Password l:l Password (8-16 chars) l:l

Auth-Protocol by Key

Priv-Protocol by Key

IP Address-List Name
Add

Total Entries: 1
m Security Model | Authentication Protocol | Privacy Protocal Engine ID 1P Address-List Name _
initial initial V3 None None ab00000003..

The fields that can be configured are described below:

Parameter Description

User Name Enter an alphanumeric string of up to 32 characters. This is used to
identify the SNMP users.
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Group Name Enter the SNMP group name to which the user belongs. The syntax is
general string that does not allow spaces.

SNMP Version Select the SNMP version. Options to choose from are v1, v2c, and v3.

SNMP V3 Encryption When selecting v3 in the SNMP Version drop-down list, this option is

available. Options to choose from are None, Password, and Key.

Auth-Protocol When selecting v3 in the SNMP Version drop-down list, and selecting
either Password or Key in the SNMP V3 Encryption drop-down list,
this option is available. Select the authentication level. Options to
choose from are MD5, and SHA.

MDS5 - Select to use the HMAC-MD5-96 authentication level. This field
will require the user to enter a password or a key.

SHA - Specify that the HMAC-SHA authentication protocol will be
used. This field will require the user to enter a password or a key.

Priv-Protocol When selecting v3 in the SNMP Version drop-down list, and selecting
either Password or Key in the SNMP V3 Encryption drop-down list,
this option is available. Select the private protocol. Options to choose
from are None, and DES56.

None - Specify that no authorization protocol is in use.

DES56 - Specify that DES 56-bit encryption is in use, based on the
CBC-DES (DES-56) standard. This field will require the user to enter a
password or a key.

IP Address-List Name Enter the standard IP access control list (ACL) to associate with the
user.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.

SNMP Host Table Settings

This window is used to configure and display the recipient of the SNMP notification.

To view the following window, click Management > SNMP > SNMP Host Table Settings, as shown
below:

SNMP Host Settings

=) Host IPvG Address 2013:1
User-based Security Model SNMPv1 |Z|

Security Level

UDP Port (0-65535)

Community String / SNMPv3 User Name Add

Total Entries: 1

HostIP Address | SNMPVerson | UDPpon Communty Stnng | SNMPYG User Name I
162

10.90.90.20 VA public

Figure 4-10 SNMP Host Table Settings

The fields that can be configured are described below:

Parameter ‘ Description
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Host IPv4 Address

Enter the IPv4 address of the SNMP notification host.

Host IPv6 Address

Enter the IPv6 address of the SNMP notification host.

User-based Security Model

Select the security model here. Options to choose from are SNMPv1,
SNMPv2c, and SNMPv3.

SNMPvV1 - Select to allow the group user to use the SNMPv1 security
model.

SNMPv2c - Select to allow the group user to use the SNMPv2c
security model.

SNMPv3 - Select to allow the group user to use the SNMPV3 security
model.

Security Level

When selecting SNMPv3 in the User-based Security Model drop-
down list, this option is available.

NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

AuthNoPriv - Specify that authorization will be required, but there will
be no encryption of packets sent between the Switch and a remote
SNMP manager.

AuthPriv - Specify that authorization will be required, and that packets
sent between the Switch and a remote SNMP manger will be
encrypted.

UDP Port

Enter the UDP port number. The default trap UDP port number is 162.
The range of UDP port numbers is from 0 to 65535. Some port
numbers may conflict with other protocols.

Community String / SNMPv3
User Name

Enter the community string to be sent with the notification packet.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.

RMON

RMON Global Settings

This window is used to enable or disable remote monitoring (RMON) for the rising and falling alarm trap
feature for the SNMP function on the Switch.

To view the following window, click Management > RMON > RMON Global Settings, as shown below:

RMON Global Settings

RMON Rising Alarm Trap @ Enabled Disabled

RMON Falling Alarm Trap @ Enabled Disabled

Figure 4-11 RMON Global Settings window

The fields that can be configured are described below:

Parameter

Description

RMON Rising Alarm Trap

Select this option to enable or disable the RMON Rising Alarm Trap
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Feature.

RMON Falling Alarm Trap Select this option to enable or disable the RMON Falling Alarm Trap
Feature.

Click the Apply button to accept the changes made.

RMON Statistics Settings

This window is used to configure and display the RMON statistics on the specified port.
To view the following window, click Management > RMON > RMON Statistics Settings, as shown below:

RMON Statistics Settings

Unit Port Index (1-65535) Owner
eth1/0/1_[] [ ] T
2 eint/or RION

] <] [ e

Figure 4-12 RMON Statistics Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
Port Select to choose the port.

Index Enter the RMON table index. The value is from 1 to 65535
Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Show Detail button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.

MON 313 D

RMON Statistics Table

1024-

Boradcast Undersize | Oversize Drop 64 | 65-127 |128-255
Fragments.;abbers| 1023 1518

Source | Octets PKTs PKTs Ermmor E\rent Octets| Octets | Octets
Octets | Octets

2 eth1/0/1 4840998 27108 1130 1756 2881 16448 2494 7051
Back

Figure 4-13 RMON Statistics Table window

Click the Back button to return to the previous window.
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RMON History Settings

This window is used to configure and display RMON MIB history statistics gathering on the specified port.

To view the following window, click Management > RMON > RMON History Settings, as shown below:

RMON History Settings

Unit Port Index (1-65535) Bucket Number {1-65535) Interval (1-34600) Owner
[ethti0i1 [=]] | | [50 | [1a00 | sec 127 chars
Add
mm Buckets Requested Buckets Granted m
1 eth1/0/1 50 50 1800 RMON history

] [ [ lee

Figure 4-14 RMON History Settings window

The fields that can be configured are described below:

Unit Select the switch unit that will be used for this configuration here.
Port Select to choose the port.

Index Enter the history group table index. The value is from 1 to 65535
Bucket Number Enter Specifies the number of buckets specified for the RMON

collection history group of statistics. The range is from 1 to 65535. The
default value is 50.

Interval Enter the time in seconds in each polling cycle. The range is from 1 to
3600.
Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Show Detail button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.

RMON History Table

e . e, Y o XT3 s 13 tiston Uz P
1 1 69 114 100 0 1] 0 0 1] 0 183

356188 1961

Back

Figure 4-15 RMON History Table window

Click the Back button to return to the previous window.

RMON Alarm Settings

This window is used to configure and display alarm entries to monitor an interface.
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To view the following window, click Management > RMON > RMON Alarm Settings, as shown below:

RMON Alarm Settings

Index (1-65535) |:| Interval (1-4294967295) |:| sec
Rising Threshold (0-4294967295) [ Falling Threshold (0-2147433647) [
Rising Event Number (1-65535) [ Falling Event Number (1-65535) [
Owner -127 chars

Add

Total Entries: 1

783 13.6.1.2.122.1.126 Delta Rising or Faling Name
i o e

Figure 4-16 RMON Alarm Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Index Enter the alarm index. The range is from 1 to 65535.

Interval Enter the interval in seconds for the sampling of the variable and
checking against the threshold. The valid range is from 1 to
4294967295.

Variable Enter the object identifier of the variable to be sampled.

Type Select the monitoring type. Options to choose from are Absolute and
Delta.

Rising Threshold Enter the rising threshold between 0 and 4294967295.

Falling Threshold Enter the rising threshold between 0 and 2147483647.

Rising Event Number Enter the index of the event entry that is used to notify the rising
threshold crossing event. The valid range is from 1 to 65535. If not
specified, no action is taken while crossing the ringing threshold.

Falling Event Number Enter the index of the event entry that is used to notify the falling
threshold crossing event. The valid range is from 1 to 65535. If not
specified, no action is taken while crossing the falling threshold.

Owner Enter the owner string up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

RMON Event Settings

This window is used to configure and display event entries.

To view the following window, click Management > RMON > RMON Event Settings, as shown below:
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MION Event Settings

RMON Event Settings

Index (1-65535) |:|
Description
Coa
Ovmer

Add

Total Entries: 1
1 event commuity Log and Trap owner 0d:0h:0m:0s
] 0 e

Figure 4-17 RMON Event Settings

The fields that can be configured are described below:

Parameter ‘ Description

Index Enter the index of the alarm entry between 1 and 65535.

Description Enter a description for the RMON event entry. The string is up to 127
characters long.

Type Select the RMON event entry type. Options to choose from are None,
Log, Trap, and Log and Trap.

Community Enter the community string. The string can be up to 127 characters.

Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the View Logs button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the View Logs button, the following window will appear.

Event Logs Table

Event Index: 1

Total Entries: 0

Loa onpesrion

Back

Figure 4-18 Event Logs Table window

Click the Back button to return to the previous window.

Telnet/Web

This window is used to configure Telnet and Web settings on the Switch.

To view the following window, click Management > Telnet/Web, as shown below:
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Telnet Settings

Telnet State @ Enabled Disabled
Web Settings

Web State @ Enabled Disabled

Figure 4-19 Telnet/Web window

The fields that can be configured for Telnet Settings are described below:

Parameter ‘ Description

Telnet State Select this option to enable or disable the configuration through Telnet.

Port Enter the TCP port number used for Telnet management of the Switch.
The “well-known” TCP port for the Telnet protocol is 23.

Click the Apply button to accept the changes made.

The fields that can be configured for Web Setting are described below:

Parameter ‘ Description

Web State Select this option to enable or disable the configuration through the
web.

Port Enter the TCP port number used for Telnet management of the Switch.
The “well-known” TCP port for the Telnet protocol is 80.

Click the Apply button to accept the changes made.

Session Timeout

This window is used to configure the session timeout.
To view the following window, click Management > Session Timeout, as shown below:

SEe5510 EOL

Session Timeout

Web Session Timeout (60-36000) [BI_ ]sec [¥]Defaut
Console Session Timeout (0-1439) |:| min [ Default
Telnet Session Timeout (0-1439) |:| min [ Default
SSH Session Timeout (0-1439) |:| min [ Default  Apply |

Figure 4-20 Session Timeout window

The fields that can be configured are described below:

Parameter Description

Web Session Timeout Enter the time in seconds of the web session timeout. Tick the Default
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check box to return to the default setting. The value is from 60 to
36000 seconds. The default value is 180 seconds.

Console Session Timeout Enter the time in minutes of the web session timeout. Tick the Default
check box to return to the default setting. The value is from 0 to 1439
minutes. 0 means never timeout. The default value is 3 minutes.

Telnet Session Timeout Enter the time in minutes of the Telnet session timeout. Tick the
Default check box to return to the default setting. The value is from 0
to 1439 minutes. 0 means never timeout. The default value is 3
minutes.

SSH Session Timeout Enter the time in minutes of the SSH session timeout. Tick the Default
check box to return to the default setting. The value is from 0 to 1439
minutes. 0 means never timeout. The default value is 3 minutes.

Click the Apply button to accept the changes made.

DHCP

Service DHCP

This window is used to configure the DHCP relay service on the Switch.

To view the following window, click Management > DHCP > Service DHCP, as shown below:

Service DHCP

Service DHCP State @ Disabled ) Enabled | Apply |

Service IPvé DHCP

Service |IPvG DHCP State @ Disabled 1 Enabled | Apply |

Figure 4-21 Service DHCP window

The fields that can be configured for Service DHCP are described below:

Parameter Description

Service DHCP State Select this option to enable or disable the DHCP relay service.

Click the Apply button to accept the changes made.

The fields that can be configured for Service IPv6 DHCP are described below:

Parameter Description

Service IPv6 DHCP State Select this option to enable or disable the IPv6 DHCP relay service.

Click the Apply button to accept the changes made.

DHCP Class Settings

This window is used to configure and display the DHCP class and the DHCP option matching pattern for
the DCHP class.

To view the following window, click Management > DHCP > Service DHCP, as shown below:
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DHCP Class Settings

Class Name Apply |
Total Entries: 1
e (S

DHCPClass Edit
NG - [ [&e

Figure 4-22 DHCP Class Settings window

The fields that can be configured are described below:

Parameter Description

Class Name Enter the DHCP class name with a maximum of 32 characters.

Click the Apply button to accept the changes made.
Click the Edit button to modify the DHCP option matching pattern for the corresponding DCHP class.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following window will appear.

DHCP Class Option Settings

Class Name DHCPClass
Option (1-255) [ ]
e

Total Entries: 1
I N S
60

102030

Figure 4-23 DHCP Class Option Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Option Enter the DHCP option number. The range is from 1 to 255.

Hex Enter the hex pattern of the specified DHCP option. Tick the * check
box not to match the remaining bits of the option.

Bitmask Enter the hex bit mask for masking of the pattern. The masked pattern
bits will be matched. If not specified, all bits entered in Hex will be
checked.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.
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DHCP Relay
DHCP Relay Global Settings

This window is used to configure the smart relay feature of the DHCP relay agent.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Global
Settings, as shown below:

DHCP Relay Global Settings

DHCP Smart Relay State @) Disabled = Enabled Apply

Figure 4-24 DHCP Relay Global Settings window

The fields that can be configured are described below:

Parameter ‘ Description

DCHP Smart Relay State Select this option to enable or disable the DHCP smart relay.

Click the Apply button to accept the changes made.

DHCP Relay Pool Settings

This window is used to configure and display the DHCP relay pool on a DHCP relay agent.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Pool Settings,
as shown below:

DHCP Relay Pool Settings

Pool Name Apply

Total Entries: 1

= == === =2
DHCPpool Edit Edit Edit [ Delete |

1n [ [ee

Figure 4-25 DHCP Relay Pool Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Pool Name Enter the address pool name with a maximum of 32 characters.

Click the Apply button to accept the changes made.
Click the Edit button to modify the corresponding information of the specific DHCP pool.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button under Source, the following window will appear.

47



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

a Sattinas

DHCP Relay Pool Source Settings

Pool Name DHCPpool
Total Entries: 1
souce e A St I
10.90.8.10 255.0.0.0

Figure 4-26 DHCP Relay Pool Source Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Source IP Address Enter the source subnet of client packets.

Subnet Mask Enter the network mask of the source subnet.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button under Destination, the following window will appear.

DHCP Relay Pool Destination Settings

Pool Name DHCPpool

Total Entries: 1

I
10.90.12.10

Figure 4-27 DHCP Relay Pool Destination Settings window

The fields that can be configured are described below:

Parameter Description

Relay Destination Enter the relay destination DHCP server IP address.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button under Class, the following window will appear.
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DHCP Relay Pool Class Settings

Pool Name DHCPpool

Class Name Please Select  [7]

Total Entries: 1

s
DHCPClass Edit Delete

Figure 4-28 DHCP Relay Pool Class Settings window

The fields that can be configured are described below:

Parameter Description

Class Name Select the DHCP class name.

Click the Apply button to accept the changes made.
Click the Edit button to edit more information.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button, the following window will appear.

DHCP Relay Pool Class Edit Settings
Pool Mame DHCPpool
Class Name DHCPClass
Total Entries: 1
Tt s I
10.1.21
Back

Figure 4-29 DHCP Relay Pool Class Edit Settings window

The fields that can be configured are described below:

Parameter Description

Relay Target Enter the DHCP relay target for relaying packets that matches the
value pattern of the option defined in the DHCP class.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

DHCP Relay Information Settings

This window is used to configure and display the DHCP relay information.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information
Settings, as shown below:
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DHCP Relay Information Global

Information Trust All Disabled [~] Information Check Disabled [~]
Information Policy Replace ] Information Option Disabled ]

DHCP Relay Information

Total Entries: 1

T I N S A

viani Disabled Mot Configured Mot Configured Mot Configured

1n li Go

Figure 4-30 DHCP Relay Information Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Information Trust All Select this option to enable or disable the DHCP relay agent to trust
the IP DHCP relay information for all interfaces.

Information Check Select this option to enable or disable the DHCP relay agent to
validate and remove the relay agent information option in the received
DHCP reply packet.

Information Policy Select the Option 82 re-forwarding policy for the DHCP relay agent.
Options to choose from are Keep, Drop, and Replace.

Keep - Select to discard the packet that already has the relay option.

Drop - Select that the DHCP request packet that already has the relay
option is left unchanged and directly relayed to the DHCP server.

Replace - Select that the DHCP request packet that already has the
relay option will be replaced by a new option.

Information Option Select this option to enable or disable the insertion of relay agent
information (Option 82) during the relay of DHCP request packets.

Click the Apply button to accept the changes made.
Click the Edit button to modify the corresponding interface.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Relay Information Option Format Settings

This window is used to configure and display the DHCP information format.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information
Option Format Settings, as shown below:

50



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

n Oohio
DHCP Relay Information Option Format Global
Information Format Remote ID | Default E" | 32 chars |
Information Format Circuit ID | Default E“ | 32 chars |
DHCP Relay Information Option Format Type
Unit From Port To Port Format Type Value
[1 =] [ethton [=] [etht/0/1 [=] [Vendor3  [z] [RemoteiD [=] | 2Zchars |
Unit 1 Settings
e e [ temenwme | ommouwe
eth1/0/1 Vendor3
eth1/0/2 Vendor3
eth1/0/3 Vendor3 =
eth1/0/4 Vendor3
eth1/0/5 Vendor3
eth1/0/6 Vendor3
eth1/0/7 Vendor3
eth1/0/8 Vendor3
eth1/0/9 Vendor3
eth1/0/10 Vendor3
eth1/0/11 Vendor3
eth1/0/12 Vendor3
eth1/0M13 Vendor3
eth1/0/14 Vendor3
eth1/0/15 Vendor3

Figure 4-31 DHCP Relay Information Option Format Settings window

The fields that can be configured for DHCP Relay Information Option Format Global are described
below:

Parameter ‘ Description

Information Format Remote Select the DHCP information remote ID sub-option. Options to choose
ID from are Default, User Define, Vendor2, and Vendor3.
Default - Select to use the Switch's system MAC address as the
remote ID.

User Define - Select to use a user-defined remote ID. Enter the user-
defined string with the maximum of 32 characters in the text box.

Vendor2 - Select to use vender 2 as the remote ID.
Vendor3 - Select to use vender 3 as the remote ID.

Information Format Circuit ID | Select the DHCP information circuit ID sub-option. Options to choose
from are Default, User Define, Vendorl, Vendor2, Vendor3,
Vendor4, Vendor5b, and Vendor6.

Default - Select to use the default circuit ID sub-option.

User Define - Select to use a user-defined circuit ID. Enter the user-
defined string with the maximum of 32 characters in the text box.

Vendorl - Select to use vender 1 as the circuit ID.
Vendor2 - Select to use vender 2 as the circuit ID.
Vendor3 - Select to use vender 3 as the circuit ID.
Vendor4 - Select to use vender 4 as the circuit ID.
Vendor5 - Select to use vender 5 as the circuit ID.
Vendor6 - Select to use vender 6 as the circuit ID.

Click the Apply button to accept the changes made.

The fields that can be configured for DHCP Relay Information Option Format Type are described below:
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Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Format Select the DHCP information circuit ID format. Option to choose from
is Vendor3.

Type Select the DHCP information circuit ID format typ. Options to choose
from are Remote ID, and Circuit ID.

Value Enter the vendor-defined string.

Click the Apply button to accept the changes made.

DHCP Local Relay VLAN

This window is used to configure local relay on a VLAN or a group of VLANS.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Local Relay VLAN,
as shown below:

DHCP Local Relay VLAN Settings

DHCF Local Relay VID List All VLANS State Disabled [] Apply

DHCP Local Relay VID List 1

Figure 4-32 DHCP Local Relay VLAN window

The fields that can be configured are described below:

Parameter ‘ Description

DHCP Local Relay VID List Enter the VLAN ID for DHCP local relay. Tick the All VLANs check
box to select all VLANSs.

State Select this option to enable or disable the DHCP local relay on the
specific VLAN(s).

Click the Apply button to accept the changes made.

DHCPV6 Relay

DHCPv6 Relay Global Settings

This window is used to configure the DHCPV6 relay remote ID.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Global
Settings, as shown below:
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lobal Se

DHCPvE Relay Global Settings

IPv6 DHCP Relay Remote ID Format
IPvG DHCP Relay Remote ID UDF
IPvé DHCP Relay Remote ID Policy
IPv6 DHCP Relay Remote ID Option

[Ascll =1

Figure 4-33 DHCPv6 Relay Global Settings window

The fields that can be configured are described below:

Parameter ‘ Description

IPv6 DHCP Relay Remote ID

Select to choose the sub-type of the remote ID. Options to choose

Format from are Default, CID with User Define, and User Define.
IPv6 DHCP Relay Remote ID Select to choose the User Define Field (UDF) for remote ID. Options to
UDF choose from are ASCII, and Hex.

ASCII - Select to enter the ASCII string with a maximum of 128
characters in the text box.

HEX - Select to enter the hexadecimal string with a maximum of 256
characters in the text box.

IPv6 DHCP Relay Remote ID
Policy

Select to choose Option 37 forwarding policy for the DHCPV6 relay
agent. Options to choose from are Keep, and Drop.

Keep - Select to discard the packet that already has the relay agent
Remote-ID Option 37.

Drop - Select that the DHCPvV6 request packet that already has the
relay agent Remote-ID option is left unchanged and directly relayed to
the DHCPVG server.

IPv6 DHCP Relay Remote ID
Option

Select this option to enable or disable the insertion of the relay agent
remote ID Option 37 during the relay of DHCP for IPv6 request
packets.

Click the Apply button to accept the changes made.

DHCPv6 Relay Interface Settings

This window is used to configure and display the DHCPV6 relay interface settings.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Interface
Settings, as shown below:

DHCPvE Relay Interface Settings

Interface VLAN (1-4004)
Destination IPv6 Address

Total Entries: 1

viani

Output Interface VLAN (1-4094) ]
oo VLAN 14080 ]

s s T

2012:100 vian2
10 [ e

Figure 4-34 DHCPv6 Relay Interface Settings window
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The fields that can be configured are described below:

Parameter ‘ Description

Interface VLAN Enter the VLAN from 1 to 4094 for DHCPVG6 relay.
Destination IPv6 Address Enter the DHCPV6 relay destination address.
Output Interface VLAN Enter the output interface for the relay destination.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Auto Configuration

DNS

This window is used to configure the DHCP auto-configuration function.

To view the following window, click Management > DHCP > DHCP Auto Configuration, as shown below:

DHCP Auto Configuration

Auto Configuration State Enabled @ Disabled

Note: If autoconfig State enabled, it won't take effect unfil reboot.

Figure 4-35 DHCP Auto Configuration window

The fields that can be configured are described below:

Parameter Description

Auto Configuration State Select this option to enable or disable the auto-configuration function.

Click the Apply button to accept the changes made.

Computer users usually prefer to use text names for computers for which they may want to open a
connection. Computers themselves, require 32 bit IP addresses. Somewhere, a database of network
devices’ text names and their corresponding IP addresses must be maintained.

The Domain Name System (DNS) is used to map names to IP addresses throughout the Internet and has
been adapted for use within intranets. For two DNS servers to communicate across different subnets, the
DNS Relay of the Switch must be used. The DNS servers are identified by IP addresses.

Mapping Domain Names to Addresses

Name-to-address translation is performed by a program called a Name server. The client program is
called a Name resolver. A Name resolver may need to contact several Name servers to translate a name
to an address.
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The Domain Name System (DNS) servers are organized in a somewhat hierarchical fashion. A single
server often holds names for a single network, which is connected to a root DNS server - usually
maintained by an ISP.

Domain Name Resolution

The domain name system can be used by contacting the name servers one at a time, or by asking the
domain name system to do the complete name translation. The client makes a query containing the name,
the type of answer required, and a code specifying whether the domain name system should do the entire
name translation, or simply return the address of the next DNS server if the server receiving the query
cannot resolve the name.

When a DNS server receives a query, it checks to see if the name is in its sub domain. If it is, the server
translates the name and appends the answer to the query, and sends it back to the client. If the DNS
server cannot translate the name, it determines what type of name resolution the client requested. A
complete translation is called recursive resolution and requires the server to contact other DNS servers
until the name is resolved. Iterative resolution specifies that if the DNS server cannot supply an answer, it
returns the address of the next DNS server the client should contact.

Each client must be able to contact at least one DNS server, and each DNS server must be able to
contact at least one root server.

The address of the machine that supplies domain name service is often supplied by a DHCP or BOOTP
server, or can be entered manually and configured into the operating system at startup.

DNS Global Settings

This window is used to configure the DNS global settings.

To view the following window, click Management > DNS > DNS Global Settings, as shown below:

DNS Global Settings
IP DNS Lookup Stalic State
IP DNS Lookup Cache State
IP Domain Lookup
IP Name Server Timeout (1-60) l:lsec
IP DNS Server [ Apply |

Figure 4-36 DNS Global Settings window

The fields that can be configured are described below:

Parameter ‘ Description

IP DNS Lookup Static State Select this option to enable or disable the lookup of static entries
before asking the name server.

IP DNS Lookup Cache State Select this option to enable or disable the lookup of the dynamic cache
before asking the name server.

IP Domain Lookup Select this option to enable or disable the DNS to carry out the domain
name resolution.

IP Name Server Timeout Enter the maximum time to wait for a response from a specified name
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server. This value is between 1 and 60 seconds.

IP DNS Server Select this option to enable or disable the DNS caching name server
function.

Click the Apply button to accept the changes made.

DNS Name Server Settings

This window is used to configure and display the IP address of a domain name server.

To view the following window, click Management > DNS > DNS Name Server Settings, as shown below:

DNS Name Server Settings
[ Name Server IPvé 22331
Total Entries: 2
I
192.168.5.134
s015:2

Figure 4-37 DNS Name Server Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Name Server IPv4 Select and enter the IPv4 address of the DNS server.

Name Server IPv6 Select and enter the IPv6 address of the DNS server.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

DNS Host Settings

This window is used to configure the static mapping entry for the host name and the IP address in the
host table.

To view the following window, click Management > DNS > DNS Host Settings, as shown below:

Static Host Settings

Host Name

IPvG Address 22331 Apply

Static Total Entries: 1

Dynamic Total Entries: 0

T e T s e~

DNSHost 102.168.0.100 forever
11 [ leo

Figure 4-38 DNS Host Settings window
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The fields that can be configured are described below:

Parameter ‘ Description

Host Name Enter the host name of the equipment.
IP Address Select and enter the IPv4 address of the equipment.
IPv6 Address Select and enter the IPv6 address of the equipment.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

File System

Why use flash file system:

In old switch system, the firmware, configuration and log information are saved in a flash with fixed
addresses and size. This means that the maximum configuration file can only be 2Mb, and even if the
current configuration is only 40Kb, it will still take up 2Mb of flash storage space. The configuration file
number and firmware numbers are also fixed. A compatible issue will occur in the event that the
configuration file or firmware size exceeds the originally designed size.

Flash File System in our system:

The Flash File System is used to provide the user with flexible file operation on the Flash. All the firmware,
configuration information and system log information are stored in the Flash as files. This means that the
Flash space taken up by all the files are not fixed, it is the real file size. If the Flash space is enough, the
user could download more configuration files or firmware files and use commands to display Flash file
information, rename file names, and delete it. Furthermore, the user can also configure the boot up
runtime image or the running configuration file if needed.

To view this window, click Management > File System as shown below:

Fath C | Go
Copy

o e S e s
c 29 FFS

Flash

Figure 4-39 File System window

The fields that can be configured are described below:

Parameter ‘ Description
Unit Select the switch unit that will be used for this configuration here.
Path Enter the path string

Click the Go button to navigate to the path entered.
Click the C: hyperlink to navigate the C: drive
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After clicking the C: hyperlink, the following window will appear:

unit

Pah = |

[ Previous ] [ Create Directory ] [ Copy ]

T T T N
1 RUN(") - 7744560 Jan 01 2000 00:45:44 runtime-013.nhad [ Rename | [ Delete |
2 RUN - 7743192 Jan 01 2000 06:16:20 runtime-012.had [ Bootup || Rename | [ Delete |
3 RUN o 7705780 Feb 08 2036 00:40:33 runtime._had | Bootup || Rename | [ Delete |
4 CFG() rw 34626 Jan 01 2000 01:14:27 config.cfg
5 o 0 Jan 01 2000 00:00:02 system

30656000 bytes total (7472006 bytes free)

(*) -with boot up info

Figure 4-40 File System - Search for Drive window

Click the Previous button to return to the previous window.
Click the Create Directory to create a new directory within the file system of the Switch.

Click the Copy button to copy a specific file to the Switch.
Click the Boot Up button to set a specific runtime image as the boot up image.
Click the Rename button to rename a specific file’s name.

Click the Delete button to remove a specific file from the file system.

Click the Copy button to see the following window.

Patn El |
Copy File
Source Unit | | [startup-config  [=] [CTconfig cig |
Destination Unit | | [running-config  [=] [CiTconfig.cig | [7] Replace
[ Apply ] [ Cancel

Figure 4-41 File System - Copy window

When copying a file to the file system of this switch, the user must enter the Source and Destination
path. Tick the Replace check box to replace the current running configuration with the indicated
configuration file.

Click the Apply button to initiate the copy.

Click the Cancel button the discard the process.

Physical Stacking

The Switch supports switch stacking, where a set of 6 switches can be combined to be managed by one
IP address through Telnet, the Web User Interface, the RJ45 console port, or through SNMP. Each
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switch of this series has two stacking ports located at the front of the device, which can be used to
connect other devices and make them stack together. After adding these stacking ports, the user may
connect these ports together using fiber cables or Direct Attach Cables (DAC) in one of two possible

topologies.

Duplex Chain — As shown in Figure 4-42, The Duplex Chain topology stacks switches together in a
chain-link format. Using this method, data transfer is only possible in one direction and if there is a break
in the chain, then data transfer will obviously be affected.

Duplex Ring — As shown in Figure 4-43, the Duplex Ring stacks switches in a ring or circle format where
data can be transferred in two directions. This topology is very resilient due to the fact that if there is a
break in the ring, data can still be transferred through the stacking cables between switches in the stack.
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Figure 4-42 Switches stacked in a Duplex Chain
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Figure 4-43 Switches stacked in a Duplex Ring

Within each of these topologies, each switch plays a role in the Switch stack. These roles can be set by
the user per individual Switch, or if desired, can be automatically determined by the Switch stack. Three
possible roles exist when stacking with the Switch.

Primary Master — The Primary Master is the leader of the stack. It will maintain normal operations,
monitor operations and the running topology of the Stack. This switch will also assign Stack Unit IDs,
synchronize configurations and transmit commands to remaining switches in the switch stack. The
Primary Master can be manually set by assigning this Switch the highest priority (a lower number denotes
a higher priority) before physically assembling the stack, or it can be determined automatically by the
stack through an election process which determines the lowest MAC address and then will assign that
switch as the Primary Master, if all priorities are the same. The Primary master are physically displayed
by the seven segment LED to the far right on the front panel of the switch where this LED will flash
between its given Box ID and ‘H’.

Backup Master — The Backup Master is the backup to the Primary Master, and will take over the
functions of the Primary Master if the Primary Master fails or is removed from the Stack. It also monitors
the status of neighboring switches in the stack, will perform commands assigned to it by the Primary
Master and will monitor the running status of the Primary Master. The Backup Master can be set by the
user by assigning this Switch the second highest priority before physically assembling the stack, or it can
be determined automatically by the stack through an election process which determines the second
lowest MAC address and then will assign that switch as the Backup Master, if all priorities are the same.
The Backup master are physically displayed by the seven segment LED to the far right on the front panel
of the switch where this LED will flash between its given Box ID and ‘h’.
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Slave — Slave switches constitute the rest of the switch stack and although not Primary or Backup
Masters, they can be placed into these roles when these other two roles fail or are removed from the
stack. Slave switches perform operations requested by the master, monitor the status of neighbor
switches in the stack and the stack topology and adhere to the Backup Master’'s commands once it
becomes a Primary Master. Slave switches will do a self-check to determine if it is to become the Backup
Master if the Backup Master is promoted to the Primary Master, or if the Backup Master fails or is
removed from the switch stack. If both Primary and Backup masters fail, or are removed from the Switch
stack, it will determine if it is to become the Primary Master. These roles will be determined, first by
priority and if the priority is the same, the lowest MAC address.

Once switches have been assembled in the topology desired by the user and powered on, the stack will
undergo three processes until it reaches a functioning state.

Initialization State — This is the first state of the stack, where the runtime codes are set and initialized
and the system conducts a peripheral diagnosis to determine each individual switch is functioning

properly.
Master Election State — Once the codes are loaded and initialized, the stack will undergo the Master

Election State where it will discover the type of topology used, elect a Primary Master and then a Backup
Master.

Synchronization State — Once the Primary Master and the Backup Master have been established, the
Primary Master will assign Stacking Unit IDs to switches in the stack, synchronize configurations for all
switches and then transmit commands to the rest of the switches based on the users configurations of the
Primary Master.

Once these steps have been completed, the switch stack will enter a normal operating mode.

Stack Switch Swapping

The stacking feature of the Switch supports “hot swapping” of switches in and out of the running stack.
Users may remove or add switches to the stack without powering down or largely affecting the transfer of
data between switches in the stack, with a few minor provisions.

When switches are “hot inserted” into the running stack, the new switch may take on the Primary Master,
Backup Master or Slave role, depending on configurations set on the newly added switch, such as
configured priority or MAC address. Yet, if adding two stacks together that have both previously
undergone the election process, and therefore both have a Primary Master and a Backup master, a new
Primary Master will be elected from one of the already existing Primary Masters, based on priority or MAC
address. This Primary Master will take over all of the Primary Master’s roles for all new switches that were
hot inserted. This process is done using discovery packets that circulate through the switch stack every
1.5 seconds until the discovery process has been completed.

The “hot remove” action means removing a device from the stack while the stack is still running. The hot
removal is detected by the stack when it fails to receive heartbeat packets during its specified interval
from a device, or when one of the stacking ports links is down. Once the device has been removed, the
remaining switches will update their stacking topology database to reflect the change. Any one of the
three roles, Primary Master, Backup Master or Slave, may be removed from the stack, yet different
processes occur for each specific device removal.

If a Slave device has been removed, the Primary Master will inform other switches of the hot remove of
this device through the use of unit leave messages. Switches in the stack will clear the configurations of
the unit removed, and dynamically learned databases, such as ARP, will be cleared as well.

If the Backup Master has been hot removed, a new Backup Master will be chosen through the election
process previously described. Switches in the stack will clear the configurations of the unit removed, and
dynamically learned databases, such as ARP, will be cleared as well. Then the Backup Master will begin
backing up the Primary Master when the database synchronization has been completed by the stack.

If the Primary Master is removed, the Backup Master will assume the Primary Master’s role and a new
Backup Master will be chosen using the election process. Switches in the stack will clear the
configurations of the unit removed, and dynamically learned databases, such as ARP, will be cleared as
well. The new Primary Master will inherit the MAC and IP address of the previous Primary Master to avoid
conflict within the stack and the network itself.
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If both the Primary Master and the Backup Master are removed, the election process is immediately
processed, and a new Primary Master and Backup Master are determined. Switches in the stack will clear
the configurations of the units removed, and dynamically learned databases, such as ARP, will be cleared
as well. Static switch configurations still remain in the database of the remaining switches in the stack and
those functions will not be affected.

NOTE: If there is a Box ID conflict when the stack is in the discovery phase, the device will
L4 enter a special standalone topology mode. Users can only get device information,
configure Box IDs, save and reboot. All stacking ports will be disabled and an error
< message will be produced on the local console port of each device in the stack. Users
must reconfigure Box IDs and reboot the stack.

Vsica facking
Physical Stacking
Stacking Mode Enabled (@ Disabled [ apply |
Stack Preempt @ Enabled Disabled Apply
Trap State Enabled @ Disabled
Stack ID
Current Unit ID Mew Box ID Priority (1-63) | [ apely
Topology Duplex_Chain My Box I1D: 1
Master ID: 1 BK Master 1D:
Box Count:
mm— T
DGS-1510-28P Exist 00-01-02-03-04-00 1.00.004 1.00.013
2 NOT_EXIST Mo
3 NOT_EXIST Mo
4 - NOT_EXIST No
5 NOT_EXIST Mo
6 NOT_EXIST MNo

Figure 4-44 Physical Stacking window

The fields that can be configured for Physical Stacking are described below:

Parameter ‘ Description

Stacking Mode Select this option to enable or disable the stacking mode.

Stack Preempt Select this option to enable or disable preemption of the master role to
come into play when a unit with a better priority is added to the Switch
later.

Trap State Select this option to enable or disable sending of stacking related
traps.

Click the Apply button to accept the changes made.

The fields that can be configured for Stack ID are described below:

Parameter ‘ Description
Current Unit ID Select the unit ID of the switch in the stack.
New Box ID Select the new box ID for the switch that is selected in the Current

Unit ID. The user may choose any number between 1 and 6 to identify
the switch in the switch stack. Auto will automatically assign a box
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number to the switch in the switch stack.

Priority Enter the priority of the switch stacking unit. The range is from 1 to 63.

Click the Apply button to accept the changes made.

Virtual Stacking (SIM)

D-Link Single IP Management (SIM) is a concept that will stack switches together over Ethernet instead of
using stacking ports or modules. There are some advantages in implementing the Single IP Management

feature:

1. SIM can simplify management of small workgroups or wiring closets while scaling the network to
handle increased bandwidth demand.

2. SIM can reduce the number of IP address needed in your network.

3. SIM can eliminate any specialized cables for stacking connectivity and remove the distance barriers

that typically limit your topology options when using other stacking technology.

Switches using D-Link Single IP Management (labeled here as SIM) must conform to the following rules:

SIM is an optional feature on the Switch and can easily be enabled or disabled through the
Command Line Interface or Web Interface. SIM grouping has no effect on the normal operation of the
Switch in the user’s network.

There are three classifications for switches using SIM. The Commander Switch (CS), which is the
master switch of the group, Member Switch (MS), which is a switch that is recognized by the CS a
member of a SIM group, and a Candidate Switch (CaS), which is a Switch that has a physical link to
the SIM group but has not been recognized by the CS as a member of the SIM group.

A SIM group can only have one Commander Switch (CS).

A SIM group accepts up to 32 switches (numbered 1-32), not including the Commander Switch
(numbered 0).

Members of a SIM group cannot cross a router.

There is no limit to the number of SIM groups in the same IP subnet (broadcast domain); however a
single switch can only belong to one group.

If multiple VLANSs are configured, the SIM group will only utilize the management VLAN on any
switch.

SIM allows intermediate devices that do not support SIM. This enables the user to manage switches
that are more than one hop away from the CS.

The SIM group is a group of switches that are managed as a single entity. The Switch may take on three
different roles:

1.

2.

3.

Commander Switch (CS) — This is a switch that has been manually configured as the controlling
device for a group, and takes on the following characteristics:

a. Ithas an IP Address.

b. Itis nota command switch or member switch of another Single IP group.

c. Itis connected to the member switches through its management VLAN.

Member Switch (MS) — This is a switch that has joined a single IP group and is accessible from the
CS, and it takes on the following characteristics:

a. ltis nota CS or MS of another IP group.

b. Itis connected to the CS through the CS management VLAN.

Candidate Switch (CaS) — This is a switch that is ready to join a SIM group but is not yet a member
of the SIM group. The Candidate Switch may join the SIM group of the Switch by manually
configuring it to be a MS of a SIM group. A switch configured as a CaS is not a member of a SIM
group and will take on the following characteristics:

a. ltis nota CS or MS of another Single IP group.

b. Itis connected to the CS through the CS management VLAN
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The following rules also apply to the above roles:

e Each device begins in a Candidate state.

e A CS must change its role to CaS and then to MS, to become a MS of a SIM group. Thus, the CS
cannot directly be converted to a MS.

e The user can manually configure a CS to become a CaS.

e A MS can become a CaS by:

0 Being configured as a CaS through the CS.

o If report packets from the CS to the MS time out.

The user can manually configure a CaS to become a CS

The CaS can be configured through the CS to become a MS.

After configuring one switch to operate as the CS of a SIM group, additional DGS-1510 Series switches
may join the group by manually configuring the Switch to be a MS. The CS will then serve as the in band
entry point for access to the MS. The CS’s IP address will become the path to all MS’s of the group and
the CS’s Administrator’s password, and/or authentication will control access to all MS’s of the SIM group.

With SIM enabled, the applications in the CS will redirect the packet instead of executing the packets.
The applications will decode the packet from the administrator, modify some data, and then send it to the
MS. After execution, the CS may receive a response packet from the MS, which it will encode and send it
back to the administrator.

When a CaS becomes a MS, it automatically becomes a member of the first SNMP community (includes
read/write and read only) to which the CS belongs. However, if a MS has its own IP address, it can
belong to SNMP communities to which other switches in the group, including the CS, do not belong.

Upgrade to v1.61

To better improve SIM management, the DGS-1510 Series switches have been upgraded to version 1.61
in this release. Many improvements have been made, including:

1. The Commander Switch (CS) now has the capability to automatically rediscover member switches
that have left the SIM group, either through a reboot or web malfunction. This feature is
accomplished through the use of Discover packets and Maintenance packets that previously set SIM
members will emit after a reboot. Once a MS has had its MAC address and password saved to the
CS’s database, if a reboot occurs in the MS, the CS will keep this MS information in its database and
when a MS has been rediscovered, it will add the MS back into the SIM tree automatically. No
configuration will be necessary to rediscover these switches.

There are some instances where pre-saved MS switches cannot be rediscovered. For example, if the
Switch is still powered down, if it has become the member of another group, or if it has been configured to
be a Commander Switch, the rediscovery process cannot occur.

N

defaultd 0-27-00)

Port Speed : 2 x Gigabit-Full

%

default:38-25-00)
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2. The topology map now includes new features for connections that are a member of a port trunking
group. It will display the speed and number of Ethernet connections creating this port trunk group, as
shown in the adjacent picture.

3. This version will support switch upload and downloads for firmware, configuration files and log files,
as follows:

a. Firmware — The switch now supports MS firmware downloads from a TFTP server.

b. Configuration Files — This switch now supports downloading and uploading of configuration files
both to (for configuration restoration) and from (for configuration backup) MS’s, using a TFTP
server.

c. Log - The Switch now supports uploading MS log files to a TFTP server.

4. The user may zoom in and zoom out when utilizing the topology window to get a better, more defined
view of the configurations.

Single IP Settings

This window is used to configure the SIM settings. The Switch is set as a Candidate (CaS) as the factory
default configuration and Single IP Management is disabled.

To view the following window, click Management > Virtual Stacking (SIM) > Single IP Settings, as
shown below:

SIM State Configure

SIM State Disabled []
SIM Role Configure

Role State Candidate [~]

Group Name b4 chars Apply
SIM Settings

Trap State Disabled Iz‘

Interval (30-90) D sec

Hold Time (100-255) 100 sec

Management VLAN (1-4094) Apply

Figure 4-45 Single IP Settings window

The fields that can be configured for SIM State Configure are described below:

Parameter Description

SIM State Select this option to enable or disable the SIM state on the Switch.
Select Disabled to render all SIM functions on the Switch inoperable.

Click the Apply button to accept the changes made.

The fields that can be configured for SIM Role Configure are described below:

Parameter ‘ Description

Role State Select to change the SIM role of the Switch. Options to choose from
are Candidate, and Commander.

Candidate - A Candidate Switch (CaS) is not the member of a SIM
group but is connected to a Commander Switch. This is the default
setting for the SIM role of the Switch.

Commander — Select to make the Switch a Commander Switch (CS).
The user may join other switches to this Switch, over Ethernet, to be

65



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

part of its SIM group. Choosing this option will also enable the Switch
to be configured for SIM.

Group Name Enter a group name. This is optional. This name is used to segment
switches into different SIM groups.

Click the Apply button to accept the changes made.

The fields that can be configured for SIM Settings are described below:

Parameter ‘ Description

Traps State Select to enable or disable the SIM trap state.

Interval Enter the interval in seconds. The range is from 30 to 90.
Hold Time Enter the hold-time in seconds. The range is from 100 t0255.
Management VLAN Enter the single IP management message VLAN ID.

Click the Apply button to accept the changes made.

After enabling the Switch to be a Commander Switch (CS), the Single IP Management folder will then
contain four added links to aid the user in configuring SIM through the web, including Topology,
Firmware Upgrade, Configuration Backup/Restore and Upload Log File.

Topology

This window is used to configure and manage the Switch within the SIM group and requires Java script to
function properly on your computer.

To view the following window, click Management > Virtual Stacking (SIM) > Topology, as shown below:
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File Group Device View Help

[ pata |

Device name

Local port | Speed | Remote port | Mac Address | Model name

|00-01-02-02-04-00 |DGS-1510-28P

:||Switch

[Update data OK!

Figure 4-46 Single IP Management window - Tree View

The fields that can be displayed are described below:

Parameter ‘ Description

Device Name

Display the Device Name of the switches in the SIM group configured

by the user. If no device is configured by the name, it will be given the
name default and tagged with the last six digits of the MAC Address to
identify it.

Local Port Display the number of the physical port on the CS that the MS or CaS
is connected to. The CS will have no entry in this field.
Speed Display the connection speed between the CS and the MS or CaS.

Remote Port

Display the number of the physical port on the MS or CaS to which the
CS is connected. The CS will have no entry in this field.

MAC Address

Display the MAC Address of the corresponding Switch.

Model Name

Display the full Model Name of the corresponding Switch.

To view the Topology View window, open the View drop-down menu in the toolbar and then click
Topology, which will open the following Topology Map. This window will refresh itself periodically (20

seconds by default).
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Figure 4-47 Topology view

This window will display how the devices within the Single IP Management Group connect to other groups
and devices. Possible icons on this window are as follows:

Icon Description Icon Description

Group @ Layer 3 member switch
@ Layer 2 commander switch @ Member switch of other group
@ Layer 3 commander switch @ Layer 2 candidate switch
@ Commander switch of other group @ Layer 3 candidate switch
@ Layer 2 member switch v Unknown device

Non-SIM devices
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Tool Tips

In the Topology view window, the mouse plays an important role in configuration and in viewing device
information. Setting the mouse cursor over a specific device in the topology window (tool tip) will display
the same information about a specific device as the Tree view does. See the window below for an
example.

Stch

Mame : Switch

Mlodel : DGS-1510-28F
MAT - 00-01-02-03-04-00
Local Port : -

Remote Port : -

Port Speed : -

Switch

Figure 4-48 Device Information Utilizing the Tool Tip

Setting the mouse cursor over a line between two devices will display the connection speed between the
two devices, as shown below.
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Figure 4-49 Port Speed Utilizing the Tool Tip

Right-Click

Right-clicking on a device will allow the user to perform various functions, depending on the role of the
Switch in the SIM group and the icon associated with it.

Group Icon

= Collapse
{default
.4 Property

{default]35-26-a0)

(defaultd E¥pand

Figure 4-50 Right-Clicking a Group Icon

The following options may appear for the user to configure:

e Collapse - To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detail.

e Property - To pop up a window to display the group information.
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|4 Property |

Device Name :  [Bwitch

Module Name : |DGS-1510-28P

Mac Address - |nn-n1-uz-u}n¢un

Remaote Port Mo |-

Local Port Mo : |-
Port Speed: |-

Close |

Figure 4-51 Property window

The fields that can be displayed are described below:

Parameter ‘ Description

Device Name Display the Device Name of the switches in the SIM group configured
by the user. If no Device Name is configured by the name, it will be
given the name default and tagged with the last six digits of the MAC
Address to identify it.

Module Name Display the full module name of the switch that was right-clicked.
MAC Address Display the MAC Address of the corresponding Switch.
Remote Port No Display the number of the physical port on the MS or CaS that the CS

is connected to. The CS will have no entry in this field.

Local Port No Display the number of the physical port on the CS that the MS or CaS
is connected to. The CS will have no entry in this field.

Port Speed Display the connection speed between the CS and the MS or CaS.

Click the Close button to close the property window.

Commander Switch Icon

(default}3s- 26-a0)

{defaultj3s- 26-a0) %
Expand
(default)3

{defaultin Collapse Property
Property

Figure 4-52 Right-clicking a Commander Icon

The following options may appear for the user to configure:

e Collapse - To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detail.
e Property - To pop up a window to display the group information.
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Member Switch Icon

\@‘ Expand w Collapse
default 42— ;
{defa Remove from group (Hefauit42 Remove from group
Configure Configure =
Property Property

Figure 4-53 Right-clicking a Member icon

The following options may appear for the user to configure:

Collapse - To collapse the group that will be represented by a single icon.
Expand - To expand the SIM group, in detail.

Remove from group - Remove a member from a group.

Configure - Launch the web management to configure the Switch.
Property - To pop up a window to display the device information.

Candidate Switch Icon

@ Expand @ Collapse

(default: {default4
Add to group Add to group

Property Property

Figure 4-54 Right-clicking a Candidate icon

The following options may appear for the user to configure:

e Collapse - To collapse the group that will be represented by a single icon.

e Expand - To expand the SIM group, in detail.

e Add to group - Add a candidate to a group. Clicking this option will reveal the following dialog
box for the user to enter a password for authentication from the Candidate Switch before being
added to the SIM group. Click OK to enter the password or Cancel to exit the dialog box.

Input password ﬂ

Password ||

| OK H Cancel |

Java Applet Window

Figure 4-55 Input password window

e Property - To pop up a window to display the device information.

Menu Bar

The Single IP Management window contains a menu bar for device configurations, as seen below.

File Group Device View Help

Figure 4-56 Menu Bar of the Topology View
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File

e Print Setup - Will view the image to be printed.

e Print Topology - Will print the topology map.

o Preference - Will set display properties, such as polling interval, and the views to open at SIM
startup.

Group

e Add to group - Add a candidate to a group. Clicking this option will reveal the following dialog
box for the user to enter a password for authentication from the Candidate Switch before being
added to the SIM group. Click OK to enter the password or Cancel to exit the dialog box.

Input password e x|

Password ||

| OK H Cancel |

Java Applet Window

Figure 4-57 Input password window

e Remove from group - Remove an MS from the group.

Device

e Configure - Will open the Web manager for the specific device.

View

e Refresh - Update the views with the latest status.
e Topology - Display the Topology view.

Help
e About - Will display the SIM information, including the current SIM version.

About §|

Single IP Management

v1.61

Copyright (c) 2010 D-Link Corporation
Release Date : 2005/07/14

Ok

Java Applet Window

Figure 4-58 About window

Firmware Upgrade

This window is used to upgrade firmware from the Commander Switch to the Member Switch. Member
Switches will be listed in the table

To view the following window, click Management > Virtual Stacking (SIM) > Firmware Upgrade, as
shown below:
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Firmware Upgrade

TFTP Server IP Path\Filename

e P E—

Total Entries: 0

s | s

Figure 4-59 Firmware Upgrade window

The fields that can be configured are described below:

Parameter ‘ Description

TFTP Server IP Enter the TFTP server IP address.

Path\Filename Enter the path and file name.

Click the Download button to update the firmware.

To specify a certain Switch for firmware download, tick its corresponding check box.

Configuration File Backup/Restore

This window is used to upgrade configuration files from the Commander Switch to the Member Switch
using a TFTP server. Member Switches will be listed in the table.

To view the following window, click Management > Virtual Stacking (SIM) > Configuration File
Backup/Restore, as shown below:

Configuration File Backup/Restore

TFTP Server IP Path\Filename
I ] [ restore ][ oaciup ]

Total Entries: 0

o | s o e

Figure 4-60 Configuration File Backup/Restore window

The fields that can be configured are described below:

Parameter ‘ Description

TFTP Server IP Enter the TFTP server IP address.

Path\Filename Enter the path and file name.

Click the Restore button to update the configuration from a TFTP server to the member switch.

Click the Backup button to back up the configuration file to a TFTP server.

Upload Log File

This window is used to upload log files from SIM member switches to a specified PC.

To view the following window, click Management > Virtual Stacking (SIM) > Upload Log File, as shown
below:
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Upload Log File

TFTP Server IP Path\Filename
I ]

Total Entries: 0

T e e

Figure 4-61 Upload Log File window

The fields that can be configured are described below:

Parameter ‘ Description
TFTP Server IP Enter the TFTP server IP address.
Path\Filename Enter the path and file name.

Click the Upload button to initiate the file transfer.

D-Link Discovery Protocol

This window is used to configure and display D-Link Discovery Protocol (DDP).

To view the following window, click Management > D-Link Discovery Protocol, as shown below:

D-1 InK Discovery Frotoco '

D-Link Discovery Protocol
DDP Global Settings

D-Link Discovery Protocol State @ Enabled () Disabled

DDP Port Settings

Unit FromPort | eth1/0/1 [~] ToPort  |eth1/01 State | Disabled ||

Unit 1 Settings

T,

eth1/0/1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled =
eth1/0/4 Enabled
eth1/0/5 Enabled
eth1/0/6 Enabled
eth1/0/7 Enabled
eth1/0/8 Enabled
eth1/0/9 Enabled
eth1/0/10 Enabled
eth1/0M11 Enabled
eth1/0M12 Enabled
eth1/0/13 Enabled
eth1/0/14 Enabled
eth1/0/15 Enabled

Figure 4-62 D-Link Discovery Protocol window

The fields that can be configured for D-Link Discovery Protocol are described below:
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Parameter ‘ Description

D-Link Discovery Protocol Select this option to enable or disable DDP global state.

State

Report Timer Select the interval in seconds between two consecutive DDP report
messages. Options to choose from are 30, 60, 90,120, and Never.

Click the Apply button to accept the changes made.

The fields that can be configured for DDP Port Settings are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
State Select this option to enable or disable DDP port state.

Click the Apply button to accept the changes made.
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5. Layer 2 Features

FDB

FDB

VLAN

Spanning Tree
Loopback Detection
Link Aggregation
L2 Multicast Control
LLDP

Static FDB
Unicast Static FDB

This window is used to view and configure the static unicast forwarding settings on the Switch.

To view the following window, click L2 Features > FDB > Static FDB > Unicast Static FDB, as shown
below:

L) cas [atl B
Unicast Static FDB
[Pt [7] [eth1/011 ] wvioa40ey [ | MACAddess [PUBSSTOTO0D [ Appy |
Total Entries: 1 Delete All
e Lo e
00-84-57-00-00-00 eth1/0/3
17 [ 1] [ [ee

Figure 5-1 Unicast Static FDB window

The fields that can be configured are described below:

Parameter ‘ Description

Port / Drop Allows the selection of the port number on which the MAC address
entered resides This option could also drop the MAC address from the
unicast static FDB. When selecting Port, select the switch unit and

port number.

Unit Number Select the switch unit that will be used for this configuration here, when
Port is selected in the previous drop-down list.

Port Number Select the port number used here, when Port is selected in the
previous drop-down list.

VID Enter the VLAN ID on which the associated unicast MAC address
resides.

MAC Address Enter the MAC address to which packets will be statically forwarded or

dropped. This must be a unicast MAC address.

Click the Apply button to accept the changes made.
Click the Delete All button to delete all the entries found in the display table.

Click the Delete button to remove the specified entry.
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Multicast Static FDB

This window is used to view and configure the multicast static FDB settings. To view the following window,
click L2 Features > FDB > Static FDB > Multicast Static FDB, as shown below:

villticas ¥ | DB
Multicast Static FDB

Unit From Port To Port VID (1-4094) MAC Address

EIEY Leth1/011 [~] eth1/01_[~] | | [z |
Total Entries: 1 Delete All
I A Earss pors I

01-00-00-00-00-02 eth1/012
n [ 1] [ [&o

Figure 5-2 Multicast Static FDB window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

VID Enter the VLAN ID of the VLAN the corresponding MAC address
belongs to.

MAC Address Enter the static destination MAC address of the multicast packets. This
must be a multicast MAC address. The format of the destination MAC
address is 01-XX-XX-XX-XX-XX.

Click the Apply button to accept the changes made.
Click the Delete All button to remove all the entries.

Click the Delete button to remove the specific entry.

MAC Address Table Settings

This window is used to view and configure the MAC address table’s global settings.

To view the following window, click L2 Features > FDB > MAC Address Table Settings, as shown
below:

| Global Settings | MAC Address Learning
Aging Time (0, 10-1000000) 300 sec
Aging Destination Hit “Enabled (@ Disabled

Figure 5-3 MAC Address Table Settings (Global Settings) window

The fields that can be configured are described below:

Parameter Description

Aging Time Enter the MAC address table’s aging time value here. This value must
be between 10 and 1000000 seconds. Entering 0 will disable MAC
address aging. By default, this value is 300 seconds.

78



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

Aging Destination Hit Select to enable or disable the aging destination hit function.

Click the Apply button to accept the changes made.

After clicking the MAC Address Learning tab, at the top of the page, the following page will be available.

Global Settings | MAC Address Leaming |
Unit From Port To Port State
[t =] [ethinn [=] [eth1/011 [=]
Unit 1 Settings
e
eth1/0M1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled
ethl/0/4 Enabled
eth1/0/5 Enabled
eth1/0/6 Enabled
eth1/0/7 Enabled
eth1/0/8 Enabled
eth1/0/9 Enabled =
eth1/0/10 Enabled
eth1/0/11 Enabled
eth1/0/12 Enabled
eth1/0/13 Enabled
eth1/0/14 Enabled
eth1/0/15 Enabled

Figure 5-4 MAC Address Table Settings (MAC Address Learning) window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the range of ports that will be used for this configuration here.

State Select to enable or disable the MAC address learning function on the
ports specified here.

Click the Apply button to accept the changes made.

MAC Address Table

This window is used to view the entries listed in the MAC address table.

To view the following window, click L2 Features > FDB > MAC Address Table, as shown below:
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VI _Radre dDIE

MAC Address Table

Port [ clear Dynamic by Port | [ Find |
VID (1-4094) ] [ clear Dynamic by VLAN | [ Find ]
MAC Address 00-24-57-00-00-00 [ clear Dynamic by mac | | Find ]
Total Entries: 4 Clear All Wiew All
m_“

1 00-01-02-03-04-00

1 00-03-FF-BE-2E-18 Dynamic eth1/0/1

1 00-84-57-00-00-00 Static eth1/03

1 01-00-00-00-00-02 Static eth1/0i2

n [ [ee

Figure 5-5 MAC Address Table window

The fields that can be configured are described below:

Parameter ‘ Description

Port Select the switch unit and the port that will be used for this
configuration here.

VLAN ID Enter the VLAN ID that will be used for this configuration here.

MAC Address Enter the MAC address that will be used for this configuration here.

Click the Apply button to accept the changes made.

Click the Clear Dynamic by Port button to clear the dynamic MAC address listed on the corresponding
port.

Click the Clear Dynamic by VLAN button to clear the dynamic MAC address listed on the corresponding
VLAN.

Click the Clear Dynamic by MAC button to clear the dynamic MAC address entered.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear All button to clear all dynamic MAC addresses.

Click the View All button to display all the MAC addresses recorded in the MAC address table.

MAC Notification

This window is used to view and configure MAC notification.
To view the following window, click L2 Features > FDB > MAC Notification, as shown below:
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| MAC Notification Settings | MAC Notification History

MAC Notification Global Settings

MAC Address Notification Enabled (@ Disabled

Interval (1-2147483547) sec

History Size (0-500)

MAC Notification Trap State Enabled (@Disabled

Unit From Port To Port Added Trap Removed Trap

[Disabled[+]  [Disabled[=]

Unit 1 Settings
eth1/0M1 Disabled Disabled
eth1/0/2 Disabled Disabled
eth1/0/3 Disabled Disabled
eth1/0/4 Disabled Disabled
eth1/0/5 Disabled Disabled
eth1/0/6 Disabled Disabled
eth1/0/7 Disabled Disabled
eth1/0/8 Dizabled Disabled
eth1/0/9 Disabled Disabled
eth1/0/10 Disabled Disabled
eth1/0/11 Disabled Disabled
eth1/0/12 Disabled Disabled
eth1/0/13 Disabled Disabled
eth1/0/14 Disabled Disabled
eth1/0/15 Disabled Disabled

Figure 5-6 MAC Notification (MAC Notification Settings) window

The fields that can be configured are described below:

Parameter ‘ Description

MAC Address Notification

Select to enable or disable MAC notification globally on the Switch.

Interval Enter the time value between notifications. This value must be
between 1 and 2147483647 seconds. By default, this value is 1
second.

History Size Enter the maximum number of entries listed in the history log used for

notification. This value must be between 0 and 500. By default, this
value is 1.

MAC Notification Trap State

Select this option to enable or disable the MAC notification trap state.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the range of ports that will be used for this configuration here.

Added Trap

Select this option to enable or disable the added trap for the port(s)
selected.

Removed Trap

Select this option to enable or disable the removed trap for the port(s)
selected.

Click the Apply button to accept the changes made for each individual section.

After clicking the MAC Notification History tab, the following page will be available.
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MAC Notification Settings | MAC Notification History |

Total Entries: 0

o er i e

Figure 5-7 MAC Notification (MAC Notification History) window

A list of MAC notification messages will be displayed.

VLAN

802.1Q VLAN

This window is used to view and configure the VLAN settings on this switch.

To view the following window, click L2 Features > VLAN > 802.1Q VLAN, as shown below:

80 ) VLAN

802.1Q VLAN

VID List 30r2-5 [ Apply | Delete
Find VLAN

VID (1-4004) [ [ Find J[ viewan |

Total Entries: 1
I T T e e
1 defaull 10/1-1/0126
1N [ [ee

Figure 5-8 802.1Q VLAN window

The fields that can be configured for 802.1Q VLAN are described below:

Parameter Description

VID List Enter the VLAN ID list that will be created here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

The fields that can be configured for Find VLAN are described below:

Parameter Description

VID Enter the VLAN ID that will be displayed here.

Click the Find button to locate a specific entry based on the information entered.
Click the View All button to locate all the entries.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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GVRP

GVRP Global
This window is used to view and configure the GARP VLAN Registration Protocol (GVRP) global settings.

To view the following window, click L2 Features > VLAN > GVRP > GVRP Global, as shown below:

GVRP Global
Global GVRP State ()Enabled g Disabled
Dynamic VLAN Creation @Enabled  (7)Disabled

Apply

Figure 5-9 GVRP Global window

The fields that can be configured are described below:

Parameter ‘ Description
Global GVRP State Select this option to enable or disable the global GVRP state here.
Dynamic VLAN Creation Select this option to enable or disable the dynamic VLAN creation

function here.

Click the Apply button to accept the changes made.

GVRP Port

This window is used to view and configure the GVRP port settings.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Port, as shown below:

“GwPPOR TR

GVRP Port
Unit From Port To Port GVRP Status Join Time {10-10000) Leave Time (10-10000) Leave All Time (10-10000)
| eth1/0/1 E“ eth1/0/1 E“ Disabled E" |ED | centiseconds E centiseconds 1000 centiseconds
Note:

The Leave Time should be no less than 3 * Join Time.
Leave All Time should be greater than Leave Time.

Unit 1 Settings

o sans oo T
20 60

ein1/0M1 Disabled 1000
eth1/0/2 Disabled 20 G0 1000
eth1/0/3 Disabled 20 60 1000
eth1/0/4 Disabled 20 G0 1000
eth1/0/5 Disabled 20 G0 1000 |
eth1/0/6 Disabled 20 G0 1000 I
eth1/0/7 Disabled 20 60 1000
eth1/0/28 Disabled 20 G0 1000
eth1/0/9 Disabled 20 60 1000
eth1/0/10 Disabled 20 60 1000
eth1/0/11 Disabled 20 60 1000
eth1/0/12 Disabled 20 60 1000
eth1/0/13 Disabled 20 60 1000
eth1/0/14 Disabled 20 G0 1000
eth1/0/M15 Disabled 20 G0 1000

Figure 5-10 GVRP Port window
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The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
GVRP Status Select this option to enable or disable the GVRP port status. This

enables the port to dynamically become a member of a VLAN. By
default, this option is disabled.

Join Time Enter the Join Time value in centiseconds. This value must be
between 10 and 10000 centiseconds. By default, this value is 20
centiseconds.

Leave Time Enter the Leave Time value in centiseconds. This value must be
between 10 and 10000 centiseconds. By default, this value is 60
centiseconds.

Leave All Time Enter the Leave All Time value in centiseconds. This value must be
between 10 and 10000 centiseconds. By default, this value is 1000
centiseconds.

Click the Apply button to accept the changes made.

GVRP Advertise VLAN

This window is used to view and configure the GVRP advertised VLAN settings.

To view the following window, click L2 Features > VLAN > GVRP > GVRP Advertise VLAN, as shown
below:

GVRP Advertise VLAN

Unit From Port To Port Action Advertise VID List
[Add 7] 130125

Unit 1 Settings

C hovte v

eth1/0/1

eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth /07
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0/15

m

Figure 5-11 GVRP Advertise VLAN window

The fields that can be configured are described below:
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Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Action Select the advertised VLAN to port mapping action that will be taken

here. Options to choose from are All, Add, Remove and Replace.
When selecting All, all the advertised VLANs will be used.

Advertise VID List Enter the advertised VLAN ID list here.

Click the Apply button to accept the changes made.

GVRP Forbidden VLAN

This window is used to view and configure the GVRP forbidden VLAN settings.

To view the following window, click L2 Features > VLAN > GVRP > GVRP Forbidden VLAN, as shown
below:

GVRP Forbidden VLAN

Unit From Port To Port Action Forbidden VID List
eth1/0/1 [~] eth101 [~] Add  [] 20135 Apply

Unit 1 Settings

T ronazen

eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0/7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0/15

m

Figure 5-12 GVRP Forbidden VLAN window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Action Select the forbidden VLAN to port mapping action that will be taken

here. Options to choose from are All, Add, Remove and Replace.
When selecting All, all the forbidden VLANSs will be used.

Forbidden VID List Enter the forbidden VLAN ID list here.

Click the Apply button to accept the changes made.
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GVRP Statistics Table

This window is used to display GVRP statistics information.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Statistics Table, as shown

below:
GVRP Statistics Table
Unit Port eth1/0A [~] [ _Fnd [ dear |
[ Wiew All ] [ Clear all ]
Unit 1 Settings
RX 0 0 0 0 0 0
eth1/0/1
X 0 0 0 0 0 0
RX 0 0 ] 0 0 0 3
eth1/0/2
X 0 0 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/3
X 0 0 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/4
X 0 0 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/5
TX 0 ] 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/6
X 0 0 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/7
X 0 0 0 0 0 0
RX 0 0 0 0 0 0
eth1/0/8
X 0 0 0 0 0 0

Figure 5-13 GVRP Statistics Table window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
Port Select the port number of which GVRP statistic information will be
displayed.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear button to clear all the information for the specific port.
Click the View All button to view all GVRP statistic information.

Click the Clear All button to clear all the information in this table.

Asymmetric VLAN

This window is used to configure the asymmetric VLAN function.

To view the following window, click L2 Features > VLAN > Asymmetric VLAN, as shown below:

Asymmetric VLAN

Asymmetric VLAN State (Enabled (g Disabled Apply

Figure 5-14 Asymmetric VLAN window
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The fields that can be configured are described below:

Parameter Description

Asymmetric VLAN State Select this option to enable or disable the asymmetric VLAN function

Click the Apply button to accept the changes made.

VLAN Interface

This window is used to view and configure VLAN interface settings.

To view the following window, click L2 Features > VLAN > VLAN Interface, as shown below:

VLAN Interface -
VLAN Interface

Unit

Unit 1 Settings

I T I e S I
eth1/0/1 Hybrid Enabled Admit-Al
eth1/0/2 Hybrid Enabled Admit-Al
eth1/0/3 Hybrid Enabled Admit-All VLAN Detail
eth1/0/4 Hybrid Enabled Admit-Al
eth1/0/5 Hybnid Enabled Admit-Al
eth1/0/6 Hybrid Enabled Admit-Al
eth1/0/7 Hybrid Enabled Admit-Al
eth1/0/8 Hybrid Enabled Admit-Al VLAN Detail
eth1/0/9 Hybrid Enabled Admit-All
eth1/0/10 Hybrid Enabled Admit-Al
eth1/0/11 Hybrid Enabled Admit-All VLAN Detail 3
eth1/0/12 Hybrid Enabled Admit-All
eth1/0/13 Hybrid Enabled Admit-Al
eth1/0/14 Hybrid Enabled Admit-Al
eth1/0/15 Hybrid Enabled Admit-All VLAN Detail

Figure 5-15 VLAN Interface window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.

Click the View Detail button to view more detailed information about the VLAN on the specific interface.

Click the Edit button to re-configure the specific entry.

After clicking the VLAN Detail button, the following page will appear.
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VLAN Interface Information
Port eth1/01
VLAN Mode Hybrid
Native VLAN 1
Hybrid Untagged VLAN il
Hybrid Tagged VLAN
Dynamic Tagged VLAN
Ingress Checking Enabled
Acceptable Frame Type Admit-All
[ Back |

Figure 5-16 VLAN Interface Information window

More detailed information about the VLAN of the specific interface is displayed.

Click the Back button to return to the previous window.

After click the Edit button, the following window will appear. This is a dynamic window that will change
when a different VLAN Mode was selected. When Access was selected as the VLAN Mode, the
following page will appear.

Configure VLAN Interface

Port eth1/0/1

VLAN Mode
Acceptable Frame
Ingress Checking @ Enabled (=) Dizabled

VID (1-4004) |:|

| Back | | Apply

Figure 5-17 Configure VLAN Interface - Access window

The fields that can be configured are described below:

Parameter ‘ Description

VLAN Mode Select the VLAN mode option here. Options to choose from are
Access, Hybrid, and Trunk.

Acceptable Frame Select the acceptable frame behavior option here. Options to choose
from are Tagged Only, Untagged Only, and Admit All.

Ingress Checking Select this option to enable or disable the ingress checking function.

VID Enter the VLAN ID used for this configuration here. This value must be

between 1 and 4094.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

When Hybrid was selected as the VLAN Mode, the following page will appear.
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Configure VLAN Interface

Port
VLAN Mode

Acceptable Frame

Ingress Checking
Mative VLAN

VID (1-4094)

Aclion

Add Mode

Allowed VLAN Range

eth1/01

[ Hybrid -]
[ Admit Al ]
@ Enabled ) Disabled

[] Native VLAN

| |
EZ -]

@ Untagged (©) Tagged

[ Back ] [ Apply ]

Figure 5-18 Configure VLAN Interface - Hybrid window

The fields that can be configured are described below:

Parameter ‘ Description

VLAN Mode

Select the VLAN mode option here. Options to choose from are
Access, Hybrid, and Trunk.

Acceptable Frame

Select the acceptable frame behavior option here. Options to choose
from are Tagged Only, Untagged Only, and Admit All.

Ingress Checking

Select the check box to enable or disable the ingress checking

function.

Native VLAN Tick this option to enable the native VLAN function.

VID After ticking the Native VLAN check box, this option will be available.
Enter the VLAN ID used for this configuration here. This value must be
between 1 and 4094.

Action Select the action that will be taken here. Options to choose from are
Add, Remove, Tagged, and Untagged.

Add Mode Select whether to add an Untagged or Tagged parameters.

Allowed VLAN Range

Enter the allowed VLAN range information here.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

When Trunk was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface

Port eth1/0/1

VLAN Mode [Trunk ]
Acceptable Frame | Admit All E”
Ingress Checking @ Enabled () Disabled

[] Native VLAN
Mative VLAN  Untagged = Tagged
VID (1-4094) | |

Aclion [Au

(=]
|

Allowed VLAN Range

J( J

Back Apply

Figure 5-19 Configure VLAN Interface - Trunk window
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The fields that can be configured are described below:

Parameter ‘ Description

VLAN Mode Select the VLAN mode option here. Options to choose from are
Access, Hybrid, and Trunk.

Acceptable Frame Select the acceptable frame behavior option here. Options to choose
from are Tagged Only, Untagged Only, and Admit All.

Ingress Checking After selecting Trunk as the VLAN Mode the following parameter will
be available. Select to enable or disable the ingress checking function.

Native VLAN Tick the check box to enable the native VLAN function. Also select if
this VLAN supports Untagged or Tagged frames.

VID After ticking the Native VLAN check box, this option will be available.

Enter the VLAN ID used for this configuration here. This value must be
between 1 and 4094.

Action Select the action that will be taken here. Options to choose from are
All, Add, Remove, Except, and Replace.

Allowed VLAN Range Enter the allowed VLAN range information here.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

Auto Surveillance VLAN

Auto Surveillance Properties

This window is used to configure the auto surveillance VLAN global settings and display the ports
surveillance VLAN information.

To view the following window, click L2 Features > VLAN > Auto Surveillance VLAN > Auto
Surveillance Properties, as shown below:
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Global Settings
Surveillance VLAN Enabled @ Disabled
Surveillance VLAN 1D (2-4094) ]
Surveillance VLAN CoS
Aging Time (1-65535) min
_ Apply |
Port Settings
Unit From Port To Port State
[eth1/01 [=] [eth1/011 [=] [ Disabled [=]] | Apply |
Unit 1 Settings |
I T
eth1/0M Disabled
eth1/0/2 Disabled
ath1/0/3 Disabled
eth1/0/4 Disabled
ath1/0/5 Disabled
eth1/0/6 Disabled
eth1/0/7 Disabled
etn1/0/8 Disabled
etn1/0/9 Disabled
eth1/0/10 Disabled
eth1/0/11 Disabled
eth1/0/12 Disabled
eth1/0/13 Disabled
eth1/0/14 Disabled
eth1/0/15 Disabled

Figure 5-20 Auto Surveillance Properties window

The fields that can be configured for Global Settings are described below:

Parameter ‘ Description

Surveillance VLAN

Select this option to enable or disable the surveillance VLAN state

Surveillance VLAN ID

Enter the surveillance VLAN ID. The range is from 2 to 4094.

Surveillance VLAN CoS

Select the priority of the surveillance VLAN from 0 to 7.

Aging Time

Enter the aging time of surveillance VLAN. The range is from 1 to
65535 minutes. The default value is 720 minutes. The aging time is
used to remove a port from surveillance VLAN if the port is an
automatic surveillance VLAN member. When the last surveillance
device stops sending traffic and the MAC address of this surveillance
device is aged out, the surveillance VLAN aging timer will be started.
The port will be removed from the surveillance VLAN after expiration of
surveillance VLAN aging timer. If the surveillance traffic resumes
during the aging time, the aging timer will be reset and stop.

Click the Apply button to

accept the changes made.

The fields that can be configured for Port Settings are described below:

Parameter ‘ Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select this option to enable or disable the state of the port.

Click the Apply button to

accept the changes made.
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MAC Settings and Surveillance Device

This window is used to configure the user-defined surveillance device OUI and display the surveillance
VLAN information.

To view the following window, click L2 Features > VLAN > Auto Surveillance VLAN > MAC Settings
and Surveillance Device, as shown below:

User-defined MAC Settings | Auto Surveillance VLAN Summary

To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below

Component Type [ Video Managament Server [=] Description 32 chars
MAC Address Mask [ ]
Total Entries: 3
I S O S S A
D-Link Device IP Surveillance Device 28-10-7B-00-00-00 FF-FF-FF-E0-00-00
2 D-Link Device IP Surveillance Device 28-10-7B-20-00-00 FF-FF-FF-FO-00-00
3 D-Link Device IP Surveillance Device F0-7D-68-00-00-00 FF-FF-FF-FO-00-00

Figure 5-21 User -defined MAC Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Component Type Select the surveillance component type. Options to choose from are
Video Management Server, VMS Client/Remote Viewer, Video
Encoder, Network Storage, and Other IP Surveillance Device.

Description Enter the description for the user-defined OUI with a maximum of 32
characters.

MAC Address Enter the OUI MAC address.

Mask Enter the OUI MAC address matching bitmask.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

After clicking the Auto Surveillance VLAN Summary tab, the following page will appear.

User-defined MAC Settings | Auto Surveillance VLAN Summary |

Unit

Total Entries: 0

oo coonnt e s

Figure 5-22 Auto Surveillance VLAN Summary window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.
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Voice VLAN

VVoice VLAN Global

Voice VLAN is a VLAN used to carry voice traffic from IP phone. Because the sound quality of an IP
phone call will be deteriorated if the data is unevenly sent, the quality of service (QoS) for voice traffic
shall be configured to ensure the transmission priority of voice packet is higher than normal traffic.

The switches determine whether a received packet is a voice packet by checking its source MAC address.
If the source MAC addresses of packets comply with the organizationally unique identifier (OUI)
addresses configured by the system, the packets are determined as voice packets and transmitted in
voice VLAN.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Global, as show
below:

Voice VLAN Global

Voice VLAN State Enabled (g Disabled
VicowaND @40y [

Apply
Aging Time (1-65535) min Apply

Figure 5-23 Voice VLAN Global window

The fields that can be configured are described below:

Parameter ‘ Description

Voice VLAN State Select this option to enable or disable the voice VLAN.

Voice VLAN ID Enter the voice VLAN ID. The value is range from 2 to 4094.
Voice VLAN CoS Select the priority of the voice VLAN from 0 to 7.

Aging Time Enter the aging time of surveillance VLAN. The range is from 1 to

65535 minutes. The default value is 720 minutes. The aging time is
used to remove a port from voice VLAN if the port is an automatic
VLAN member. When the last voice device stops sending traffic and
the MAC address of this voice device is aged out, the voice VLAN
aging timer will be started. The port will be removed from the voice
VLAN after expiration of voice VLAN aging timer. If the voice traffic
resumes during the aging time, the aging timer will be reset and stop.

Click the Apply button to accept the changes made for each individual section.

Voice VLAN Port

This window is used to show the ports voice VLAN information.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Port, as show
below:
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Joice VLAN Po -

Voice VLAN Port

Unit From Port To Port State Mode

[eth/0n [] [Disabled [~

Unit 1 Settings

et s W
eth1/0/1 Disabled Auto/Untag
eth1/0/2 Disabled Auto/Untag
eth1/0/3 Dizabled Auto/Untag
eth1/0/4 Dizabled Auto/Untag
eth1/0/5 Disabled Auto/Untag
eth1/0/6 Disabled Auto/Untag
eth1/0/7 Disabled Auto/Untag
eth1/0/8 Disabled Auto/Untag
eth1/0/9 Disabled Auto/Untag L
eth1/0/10 Disabled Auto/Untag [
eth1/0/11 Disabled Auto/Untag
eth1/0/12 Disabled Auto/Untag
eth1/0/13 Disabled Auto/Untag
eth1/0/14 Disabled Auto/Untag
eth1/0/15 Dizabled Auto/Untag
eth1/0M16 Disabled Auto/Untag
eth1/017 Disabled Auto/Untag

Figure 5-24 Voice VLAN Port window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

State Select this option to enable or disable the state of the port.

Mode Select the mode of the port. Options to choose from are Auto
Untagged, Auto Tagged, and Manual.

Click the Apply button to accept the changes made.

Voice VLAN OUI

This window is used to configure the user-defined voice traffic’'s OUI. The OUI is used to identify the voice
traffic. There are a number of pre-defined OUls. The user can further define the user-defined OUlIs if
needed. The user-defined OUI cannot be the same as the pre-defined OUI.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN OUI, as show
below:
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Voice VLAN OU
Voice VLAN OUI
CUI Address Description
Total Entries: 8
o | wew [ e |
00-01-E3-00-00-00 FF-FF-FF-00-00-00 Siemens
00-03-6B-00-00-00 FF-FF-FF-00-00-00 Cisco
00-09-6E-00-00-00 FF-FF-FF-00-00-00 Avaya
00-0F-E2-00-00-00 FF-FF-FF-00-00-00 Huawei&3COM
00-60-B9-00-00-00 FF-FF-FF-00-00-00 NEC&Philips
00-DO0-1E-00-00-00 FF-FF-FF-00-00-00 Pingtel
00-E0-75-00-00-00 FF-FF-FF-00-00-00 Veritel
00-E0-BB-00-00-00 FF-FF-FF-00-00-00 3comM

Figure 5-25 Voice VLAN OUI window

The fields that can be configured are described below:

Parameter ‘ Description

OUI Address Enter the OUI MAC address.

Mask Enter the OUI MAC address matching bitmask.

Description Enter the description for the user-defined OUI with a maximum of 32
characters.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

Voice VLAN Device

This window is used to show voice devices that are connected to the ports. The start time is the time
when the device is detected on this port, the activate time is the latest time saw the device sending the
traffic.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Device, as show
below:

Voice VLAN Device Table

Total Entries: 0

o s v s s T

Figure 5-26 Voice VLAN Device window

The fields that can be configured are described below:

Parameter Description

Unit Select the switch unit that will be used for this configuration here.
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Voice VLAN LLDP-MED Device

This window displays the voice VLAN LLDP-MED voice devices connected to the Switch.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN LLDP-MED
Device, as show below:

Voice VLAN LLDP-MED Device Table

Total Entries: 0

mm Chassis ID Subtype Chassis ID Port ID Subtype m Remain Time (sec)

Figure 5-27 Voice VLAN LLDP-MED Device window

Spanning Tree

This Switch supports three versions of the Spanning Tree Protocol: 802.1D-1998 STP, 802.1D-2004
Rapid STP, and 802.1Q-2005 MSTP. 802.1D-1998 STP will be familiar to most networking professionals.
However, since 802.1D-2004 RSTP and 802.1Q-2005 MSTP have been recently introduced to D-Link
managed Ethernet switches, a brief introduction to the technology is provided below followed by a
description of how to set up 802.1D-1998 STP, 802.1D-2004 RSTP, and 802.1Q-2005 MSTP.

802.10-2005 MSTP

Multiple Spanning Tree Protocol, or MSTP, is a standard defined by the IEEE community that allows
multiple VLANSs to be mapped to a single spanning tree instance, which will provide multiple pathways
across the network. Therefore, these MSTP configurations will balance the traffic load, preventing wide
scale disruptions when a single spanning tree instance fails. This will allow for faster convergences of
new topologies for the failed instance. Frames designated for these VLANSs will be processed quickly and
completely throughout interconnected bridges utilizing any of the three spanning tree protocols (STP,
RSTP or MSTP).

This protocol will also tag BPDU packets so receiving devices can distinguish spanning tree instances,
spanning tree regions and the VLANs associated with them. An MSTI ID will classify these instances.
MSTP will connect multiple spanning trees with a Common and Internal Spanning Tree (CIST). The CIST
will automatically determine each MSTP region, its maximum possible extent and will appear as one
virtual bridge that runs a single spanning tree. Consequentially, frames assigned to different VLANs will
follow different data routes within administratively established regions on the network, continuing to allow
simple and full processing of frames, regardless of administrative errors in defining VLANs and their
respective spanning trees.

Each switch utilizing the MSTP on a network will have a single MSTP configuration that will have the
following three attributes:

1. A configuration name defined by an alphanumeric string of up to 32 characters (defined in the MST
Configuration Identification window in the Configuration Name field).

2. A configuration revision number (named here as a Revision Level and found in the MST
Configuration Identification window) and;

3. A 4094-element table (defined here as a VID List in the MST Configuration Identification window),
which will associate each of the possible 4094 VLANs supported by the Switch for a given instance.

To utilize the MSTP function on the Switch, three steps need to be taken:
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1. The Switch must be set to the MSTP setting (found in the STP Bridge Global Settings window in
the STP Version field)

2. The correct spanning tree priority for the MSTP instance must be entered (defined here as a Priority
in the MSTI Config Information window when configuring MSTI ID settings).

3. VLANSs that will be shared must be added to the MSTP Instance ID (defined here as a VID List in the
MST Configuration Identification window when configuring an MSTI ID settings).

802.1D-2004 Rapid Spanning Tree

The Switch implements three versions of the Spanning Tree Protocol, the Multiple Spanning Tree

Protocol (MSTP) as defined by the IEEE 802.1Q-2005, the Rapid Spanning Tree Protocol (RSTP) as
defined by the IEEE 802.1D-2004 specification and a version compatible with the IEEE 802.1D-1998 STP.
RSTP can operate with legacy equipment implementing IEEE 802.1D-1998; however the advantages of
using RSTP will be lost.

The IEEE 802.1D-2004 Rapid Spanning Tree Protocol (RSTP) evolved from the 802.1D-1998 STP
standard. RSTP was developed in order to overcome some limitations of STP that impede the function of
some recent switching innovations, in particular, certain Layer 3 functions that are increasingly handled
by Ethernet switches. The basic function and much of the terminology is the same as STP. Most of the
settings configured for STP are also used for RSTP. This section introduces some new Spanning Tree
concepts and illustrates the main differences between the two protocols.

Port Transition States

An essential difference between the three protocols is in the way ports transition to a forwarding state and
in the way this transition relates to the role of the port (forwarding or not forwarding) in the topology.
MSTP and RSTP combine the transition states disabled, blocking and listening used in 802.1D-1998 and
creates a single state Discarding. In either case, ports do not forward packets. In the STP port transition
states disabled, blocking or listening or in the RSTP/MSTP port state discarding, there is no functional
difference, the port is not active in the network topology. Table 7-3 below compares how the three
protocols differ regarding the port state transition.

All three protocols calculate a stable topology in the same way. Every segment will have a single path to
the root bridge. All bridges listen for BPDU packets. However, BPDU packets are sent more frequently -
with every Hello packet. BPDU packets are sent even if a BPDU packet was not received. Therefore,
each link between bridges is sensitive to the status of the link. Ultimately this difference results in faster
detection of failed links, and thus faster topology adjustment. A drawback of 802.1D-1998 is this absence
of immediate feedback from adjacent bridges.

802.1Q-2005 802.1D-2004 802.1D-1998 STP | Forwarding Learning
MSTP RSTP

Disabled Disabled Disabled No No
Discarding Discarding Blocking No No
Discarding Discarding Listening No No
Learning Learning Learning No Yes
Forwarding Forwarding Forwarding Yes Yes

RSTP is capable of a more rapid transition to a forwarding state - it no longer relies on timer
configurations - RSTP compliant bridges are sensitive to feedback from other RSTP compliant bridge
links. Ports do not need to wait for the topology to stabilize before transitioning to a forwarding state. In

order to allow this rapid transition, the protocol introduces two new variables: the edge port and the point-
to-point (P2P) port.
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Edge Port

The edge port is a configurable designation used for a port that is directly connected to a segment where
a loop cannot be created. An example would be a port connected directly to a single workstation. Ports
that are designated as edge ports transition to a forwarding state immediately without going through the
listening and learning states. An edge port loses its status if it receives a BPDU packet, immediately
becoming a normal spanning tree port.

P2P Port

A P2P port is also capable of rapid transition. P2P ports may be used to connect to other bridges. Under
RSTP/MSTP, all ports operating in full-duplex mode are considered to be P2P ports, unless manually
overridden through configuration.

802.1D-1998/802.1D-2004/802.10-2005 Compatibility

MSTP or RSTP can interoperate with legacy equipment and is capable of automatically adjusting BPDU
packets to 802.1D-1998 format when necessary. However, any segment using 802.1D-1998 STP will not
benefit from the rapid transition and rapid topology change detection of MSTP or RSTP. The protocol also
provides for a variable used for migration in the event that legacy equipment on a segment is updated to
use RSTP or MSTP.

The Spanning Tree Protocol (STP) operates on two levels:

1. On the switch level, the settings are globally implemented.
2. On the port level, the settings are implemented on a per-user-defined group of ports basis.

STP Global Settings

This window is used to view and configure the STP global settings.

To view the following window, click L2 Features > Spanning Tree > STP Global Settings, as shown
below:

pbal Setting

Spanning Tree State

Spanning Tree State @ Disabled () Enabled
STP Traps

STP Mew Root Trap @ Disabled =) Enabled

STP Topology Change Trap @ Disabled () Enabled
Spanning Tree Mode

Spanning Tree Mode
Spanning Tree Priority

Priority (0-61440)
Spanning Tree Configuration

Bridge Max Age (5-40) sec Bridge Hello Time (1-2) sec

Bridge Forward Time (4-30) sec  TXHold Count (1-10) B tmes

Max Hops (1-40) 0 times

Figure 5-28 STP Global Settings window
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The field that can be configured for Spanning Tree State is described below:

Parameter Description

Spanning Tree State Select this option to enable or disable the STP global state here.

Click the Apply button to accept the changes made.

The fields that can be configured for STP Traps are described below:

Parameter ‘ Description

STP New Root Trap Select this option to enable or disable the STP new root trap option
here.

STP Topology Change Trap Select this option to enable or disable the STP topology change trap
option here.

Click the Apply button to accept the changes made.

The fields that can be configured for Spanning Tree Mode are described below:

Parameter Description

Spanning Tree Mode Select the STP mode used here. Options to choose from are MSTP,
RSTP, and STP.

Click the Apply button to accept the changes made.

The fields that can be configured for Spanning Tree Priority are described below:

Parameter Description

Priority Select the STP priority value here. This value is between 0 and 61440.
By default, this value is 32768. The lower the value, the higher the
priority.

Click the Apply button to accept the changes made.

The fields that can be configured for Spanning Tree Configuration are described below:

Parameter ‘ Description

Bridge Max Age Enter the bridge’s maximum age value here. This value must be
between 6 and 40 seconds. By default, this value is 20 seconds. The
maximum age value may be set to ensure that old information does
not endlessly circulate through redundant paths in the network,
preventing the effective propagation of the new information. Set by the
Root Bridge, this value will aid in determining that the Switch has
spanning tree configuration values consistent with other devices on the
bridged LAN.

Bridge Hello Time After selecting RSTP/STP as the Spanning Tree Mode, this
parameter will be available. Enter the bridge’s hello time value here.
This value must be between 1 and 2 seconds. By default, this value is
2 seconds. This is the interval between two transmissions of BPDU
packets sent by the Root Bridge to tell all other switches that it is
indeed the Root Bridge. This field will only appear here when STP or
RSTP is selected for the STP Version. For MSTP, the Hello Time must
be set on a port per port basis.

Bridge Forward Time Enter the bridge’s forwarding time value here. This value must be
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between 4 and 30 seconds. By default, this value is 15 seconds. Any
port on the Switch spends this time in the listening state while moving
from the blocking state to the forwarding state.

TX Hold Count Enter the transmit hold count value here. This value must be between
1 and 10 times. By default, this value is 6 times. This value is used to
set the maximum number of Hello packets transmitted per interval.

Max Hops Enter the maximum number of hops that are allowed. This value must
be between 1 and 40 hops. By default, this value is 20 hops. This
value is used to set the number of hops between devices in a spanning
tree region before the BPDU (bridge protocol data unit) packet sent by
the Switch will be discarded. Each switch on the hop count will reduce
the hop count by one until the value reaches zero. The Switch will then
discard the BDPU packet and the information held for the port will age
out.

Click the Apply button to accept the changes made.

STP Port Settings

This window is used to view and configure the STP port settings.

To view the following window, click L2 Features > Spanning Tree > STP Port Settings, as shown below:

Do Setting

STP Port Settings

i From Por Topor
Cost(1-200000000, 0=Auto) [ | State Guard Root
Link Type PortFast |Network [=] TCNFilter
BPDU Forward Priotity [ 128 HelloTime (1-2) [~ sec

Unit 1 Settings

I O e e T
128

eth1/0/1 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled
eth1/0/2 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/3 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/4 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/5 Enabled /200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/6 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128 E
eth1/0/7 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/8 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/9 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0M10 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/11 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/12 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/13 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/14 Enabled 0/200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128
eth1/0/15 Enabled /200000 Disabled Auto/P2P Auto/non-edge Disabled Disabled 128

Figure 5-29 STP Port Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Cost Enter the cost value here. This value must be between 1 and
200000000. This value defines a metric that indicates the relative cost
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of forwarding packets to the specified port list. Port cost can be set
automatically or as a metric value. The default value is 0 (auto).
Setting 0 for the external cost will automatically set the speed for
forwarding packets to the specified port(s) in the list for optimal
efficiency. The default port cost for a 100Mbps port is 200000 and the
default port cost for a Gigabit port is 20000. The lower the number, the
greater the probability the port will be chosen to forward packets.

State

Select to enable or disable the STP port state.

Guard Root

Select to enable or disable the guard root function.

Link Type

Select the link type option here. Options to choose from are Auto,
P2P, and Shared. A full-duplex port is considered to have a point-to-
point (P2P) connection. On the opposite, a half-duplex port is
considered to have a Shared connection .The port cannot transit into
the forwarding state rapidly by setting the link type to Shared. By
default this option is Auto.

Port Fast

Select the port fast option here. Options to choose from are Network,
Disabled, and Edge. In the Network modem the port will remain in the
non-port-fast state for three seconds. The port will change to the port-
fast state if no BPDU is received and changes to the forwarding state.
If the port received the BPDU later, it will change to the non-port-fast
state. In the Disable mode, the port will always be in the non-port-fast
state. It will always wait for the forward-time delay to change to the
forwarding state. In the Edge mode, the port will directly change to the
spanning-tree forwarding state when a link-up occurs without waiting
for the forward-time delay. If the interface receives a BPDU later, its
operation state changes to the non-port-fast state. By default, this
option is Network.

TCN Filter

Select to enable or disable the TCN filter option. Enabling TC filtering
on a port is useful for an ISP to prevent the external bridge to a core
region of the network, causing address flushing in that region, possibly
because those bridges are not under the full control of the
administrator. When a port is set to the TCN filter mode, the TC event
received by the port will be ignored. By default, this option is Disabled.

BPDU Forward

Select to enable or disable BPDU forwarding. If enabled, the received
STP BPDU will be forwarded to all VLAN member ports in the
untagged form. By default, this option is Disabled.

Priority Select the priority value here. Options to choose from are 0 to 240. By
default this option is 128. A lower value has higher priority.
Hello Time Enter the hello time value here. This value must be between 1 and 2

seconds. This value specifies the interval that a designated port will
wait between the periodic transmissions of each configuration
message.

Click the Apply button to accept the changes made.

MST Configuration lIdentification

This window is used to view and configure the MST configuration identification settings. These settings
will uniquely identify a multiple spanning tree instance set on the Switch. The Switch initially possesses
one CIST, or Common Internal Spanning Tree, of which the user may modify the parameters for but
cannot change the MSTI ID for, and cannot be deleted.

To view the following window, click L2 Features > Spanning Tree > MST Configuration Identification,

as shown below:
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MST Configuration Identification

Configuration Mame 00:01:02:03:04:00
Revision Level (0-65535) |:|
Digest AC36177F50283CD4B33821D8AB26DEG2 Apply

Instance ID Settings

Instance ID (1-16) |:|

Action

VID List  Apoly |

Total Entries: 1

I T
cIST 1-4094

Figure 5-30 MST Configuration Identification window

The fields that can be configured for MST Configuration Identification are described below:

Parameter ‘ Description

Configuration Name Enter the MST This name uniquely identifies the MSTI (Multiple
Spanning Tree Instance). If a Configuration Name is not set, this field
will show the MAC address to the device running MSTP.

Revision Level Enter the revision level value here. This value must be between 0 and
65535. By default, this value is 0. This value, along with the
Configuration Name, identifies the MSTP region configured on the
Switch.

Click the Apply button to accept the changes made.

The fields that can be configured for Instance ID Settings are described below:

Parameter ‘ Description
Instance ID Enter the instance ID here. This value must be between 1 and 16.
Action Select the action that will be taken here. Options to choose from are

Add VID and Remove VID.

VID List Enter the VID list value here. This field is used to specify the VID range
from configured VLANSs set on the Switch.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

STP Instance

This window is used to view and configure the STP instance settings.

To view the following window, click L2 Features > Spanning Tree > STP Instance, as shown below:
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S1a

Total Entries: 1

cisT Disabled 32768(32768 sysid 0}

ClEE] T
Instance CIST

o 5 G i 5T

Bridge Address 00-01-02-03-04-00
Designated Root Address / Priority D0-00-00-00-00-00 /0
Regicnal Root Bridge Address / Priority 00-00-00-00-00-00/0
Designated Bridge Address / Priority 00-00-00-D0-00-00 / O

Figure 5-31 STP Instance window

Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MSTP Port Information

This window is used to view and configure the MSTP port information settings.

To view the following window, click L2 Features > Spanning Tree > MSTP Port Information, as shown
below:

MSTP Port Information

Unit Port [ Clear Detected Protocol ] [ Find ]

eth1/0/1 Settings

e I N S S

cisT 200000 128 Forwarding NonStp
1 1| [ |G

Figure 5-32 MSTP Port Information window

The fields that can be configured are described below:

Parameter ‘ Description
Unit Select the switch unit that will be used for this configuration here.
Port Select the port number that will be cleared here.

Click the Clear Detected Protocol button to clear the detected protocol settings for the port selected.
Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Loopback Detection

The Loopback Detection (LBD) function is used to detect the loop created by a specific port. This feature
is used to temporarily shut down a port on the Switch when a CTP (Configuration Testing Protocol)
packet has been looped back to the Switch. When the Switch detects CTP packets received from a port
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or a VLAN, this signifies a loop on the network. The Switch will automatically block the port or the VLAN
and send an alert to the administrator. The Loopback Detection port will restart (change to normal state)
when the Loopback Detection Recover Time times out. The Loopback Detection function can be
implemented on a range of ports at a time. The user may enable or disable this function using the drop-
down menu.

To view the following window, click L2 Features > Loopback Detection, as shown below:

Loopback Detection Global Settings

Loopback Detection State Mode

Trap State Interval (1-32767) sec

Enabled VLAN ID List

Loopback Detection Port Settings

et owoowdese | few | Tmlteo
eth1/0/1 Disabled Normal = 1
eth1/0/2 Disabled Normal i
eth1/0f3 Disabled Normal
eth1/0/4 Disabled Normal
eth1/0/5 Disabled Normal
eth1/0/6 Disabled Normal
eth1/0/7 Disabled Normal
eth1/0/8 Disabled Normal
eth1/0/9 Disabled MNormal
eth1/0i10 Disabled Normal
eth1/0/11 Disabled Normal
eth1/0i12 Disabled Normal
eth1/0/13 Disabled Normal
eth1/0/14 Disabled Normal
eth1/0M15 Disabled Normal

Figure 5-33 Loopback Detection window

The fields that can be configured for Loopback Detection Global Settings are described below:

Parameter ‘ Description

Loopback Detection State Select to enable or disable loopback detection. The default is
Disabled.

Mode Select the loopback detection mode. Options to choose from are Port-
based and VLAN-based.

Traps State Select to enable or disable the loopback detection trap state.

Interval Enter the interval in seconds that the device will transmit all the CTP

(Configuration Test Protocol) packets to detect a loop-back event. The
valid range is from 1 to 32767 seconds. The default setting is 10
seconds.

Enable VLAN ID List Enter the VLAN ID for loop detection. This only takes effect when the
VLAN-based is selected in the Mode drop-down list.

Click the Apply button to accept the changes made.

The fields that can be configured for Loopback Detection Port Settings are described below:
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Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
State Select this option to enable or disable the state of the port.

Click the Apply button to accept the changes made.

Link Aggregation

Understanding Port Trunk Groups

Port trunk groups are used to combine a number of ports together to make a single high-bandwidth data
pipeline. The Switch supports up to 32 port trunk groups with 1 to 8 ports in each group.

An Example of Link Aggregation

Ethemet Backbone
Uplink

L peew W om W

1000 Mbps 1000 Mbps 1000 Mbps
= ““‘Fr[ “e = “ﬁ .1 a| [ “""ﬁ: .1 =t
1000 Mops Connection 1000 Mbps Connection 1000 Mops Connection

End Station Clients

Figure 5-34 Example of Port Trunk Group

The Switch treats all ports in a trunk group as a single port. Data transmitted to a specific host
(destination address) will always be transmitted over the same port in a trunk group. This allows packets
in a data stream to arrive in the same order they were sent.

Link aggregation allows several ports to be grouped together and to act as a single link. This gives a
bandwidth that is a multiple of a single link's bandwidth.

Link aggregation is most commonly used to link a bandwidth intensive network device or devices, such as
a server, to the backbone of a network.
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The Switch allows the creation of up to 32 link aggregation groups, each group consisting of 1 to 8 links
(ports). Each port can only belong to a single link aggregation group.

All of the ports in the group must be members of the same VLAN, and their STP status, static multicast,
traffic control; traffic segmentation and 802.1p default priority configurations must be identical. Port
locking and 802.1X must not be enabled on the trunk group. Further, the LACP aggregated links must all
be of the same speed and should be configured as full duplex.

Load balancing is automatically applied to the ports in the aggregated group, and a link failure within the
group causes the network traffic to be directed to the remaining links in the group.

The Spanning Tree Protocol will treat a link aggregation group as a single link, on the switch level. On the
port level, the STP will use the port parameters of the Master Port in the calculation of port cost and in
determining the state of the link aggregation group. If two redundant link aggregation groups are
configured on the Switch, STP will block one entire group; in the same way STP will block a single port
that has a redundant link.

0// NOTE: If any ports within the trunk group become disconnected, packets intended for the
disconnected port will be load shared among the other linked ports of the link aggregation

< group.

This window is used to view and configure the link aggregation settings.

To view the following window, click L2 Features > Link Aggregation, as shown below:

Load Balance Algorithm |Source MAC E”
System ID 32758,00-01-02-03-04-00

Channel Group Information

Unit From Port To Port Group ID (1-32) Mode

[eth1/011 [=] [eth1/0/1 [=] [ | on [=] [ Add | [Delete Member Part]

Note: Each Channel Group supports up to 8 member ports.

Total Entries: 1

Channel Group m Member Number Member Ports
3

Port-channel Static : 1/0/3-1/0/5 [Delete channel] [channel Detail

Figure 5-35 Link Aggregation window

The fields that can be configured for Link Aggregation are described below:

Parameter ‘ Description

System Priority Enter the system’s priority value used here. This value must be
between 1 and 65535. By default, this value is 32768. The system
priority determines which ports can join a port-channel and which ports
are put in the stand-alone mode. The lower value has a higher priority.
If two or more ports have the same priority, the port number
determines the priority

Load Balance Algorithm Select the load balancing algorithm that will be used here. Options to
choose from are Source MAC, Destination MAC, Source
Destination MAC, Source IP, Destination IP, and Source
Destination IP. By default, this option is Source MAC.
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Click the Apply button to accept the changes made.

The fields that can be configured for Channel Group Information are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Group ID Enter the channel group number here. This value must be between 1

and 32. The system will automatically create the port-channel when a
physical port first joins a channel group. An interface can only join one
channel-group.

Mode Select the mode option here. Options to choose from are On, Active,
and Passive. If the mode On is specified, the channel group type is
static. If the mode Active or Passive is specified, the channel group
type is LACP. A channel group can only consist of either static
members or LACP members. Once the type of channel group has
been determined, other types of interfaces cannot join the channel

group.

Click the Add button to add a new entry based on the information entered.
Click the Delete Member Port button to remove the specific member port.
Click the Delete Channel button to remove the specific entry.

Click the Channel Detail button to view more detailed information about the channel.

After clicking the Channel Detail button, the following page will be available.

Port Channel Information

Port Channel 1
Protocol Static

Port Channel Detail Information

e oo T L N

eth1/0/3 None None down None None
eth1/0/4 None None down None None
eth1/0/5 None None down None None

Port Channel Neighbor Information

m Partner System ID Partner PortNo Partner LACP Timeout Partner Working Mode Partner Port Priority

eth1/0/3 None None None None None
eth1/0/4 None Mone Mone None None
eth1/0/5 MNong None None None None
Note:

LACP State:

bndl: Port is attached to an aggregator and bundled with other ports.

indep: Port is in an independent state(not bundled but able to switch data traffic).
hot-sby: Port is in a hot-standby state.

down: Port is down.

Figure 5-36 Port Channel window

Click the Edit button to re-configure the specific entry.

Click the Back button to return to the previous window.
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L2 Multicast Control

IGMP Snooping

Internet Group Management Protocol (IGMP) snooping allows the Switch to recognize IGMP queries and
reports sent between network stations or devices and an IGMP host.

IGMP Snooping Settings

In order to use IGMP Snooping it must first be enabled for the entire Switch under IGMP Global Settings
at the top of the window. You may then fine-tune the settings for each VLAN by clicking the
corresponding Edit button. When enabled for IGMP snooping, the Switch can open or close a port to a
specific multicast group member based on IGMP messages sent from the device to the IGMP host or vice
versa. The Switch monitors IGMP messages and discontinues forwarding multicast packets when there
are no longer hosts requesting that they continue.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Settings, as shown below:

Global Settings

Global State Enabled (g Disabled _ apply |
VLAN Status Settings

viD(oe ] Enabled @ Disabled _ Apoly |
IGMP Snooping Table

viD(-oe) ] \ Find | [ Fndan |

Total Entries: 1

L ow | wmNMame | saws [

1 default Enabled [Show Detail] [ Edit |
1N [ e

Figure 5-37 IGMP Snooping Settings window

The field that can be configured for Global Settings is described below:

Parameter ‘ Description

Global State Select this option to enable or disable IGMP snooping global state.

Click the Apply button to accept the changes made.

The fields that can be configured for VLAN Status Settings are described below:

Parameter Description

VID Enter a VLAN ID from 1 to 4094, and select to enable or disable IGMP
snooping on the VLAN.

Click the Apply button to accept the changes made.

The fields that can be configured for IGMP Snooping Table are described below:
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Parameter Description
VID Enter a VLAN ID from 1 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Click the Show Detail button to see the detail information of the specific VLAN.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.

|' bl + R ™ Ju

IGMP Snooping VLAN Parameters

ViD

Status

Minimum Version
Fast Leave

Report Suppression
Suppression Time
Querier State

Query Version
Cuery Interval

Max Response Time
Robustness Value
Last Member Query Interval
Proxy Reporting

The window displays the detail information about IGMP snooping VLAN. Click the Modify button to edit

1

Disabled

vi

Disabled (hosi-based)
Disabled

10 seconds

Disabled

v3

125 seconds

10 seconds

2

1 seconds

Disabled Source Address (0.0.0.0)

Figure 5-38 IGMP Snooping VLAN Parameters window

the information in the following window.

After clicking the Edit button in IGMP Snooping Settings window, the following window will appear.
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IGMP Snooping VLAN Setfings

VID (1-4094)

Status

Minimum Version

Fast Leave

Report Suppression
Suppression Time (1-300)
Querier State

Cluery Version

Query Interval (1-31744)

Max Response Time (1-25)

Robustness Value (1-7)

Last Member Query Interval (1-25)

FProxy Reporting

=y =y _.I
t_'nI

|

(@Enabled . Disabled

!

(C)Enabled @) Disabled
(T)Enabled @ Disabled

—
I

(T)Enabled @ Disabled

sec

sec

sec

(Enabled ;g Disabled

Apply

Figure 5-39 IGMP Snooping VLAN Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Minimum Version

Select the minimum version of IGMP hosts that is allowed on the
VLAN.

Fast Leave

Select this option to enable or disable the IGMP snooping fast leave
function. If enabled, the membership is immediately removed when the
system receive the IGMP leave message.

Report Suppression

Select this option to enable or disable the report suppression. The
report suppression function only works for IGMPv1 and IGMPV2 traffic.
When report suppression is enabled, the Switch suppresses the
duplicate reports sent by hosts. The suppression for the same group
report or leave will continue until the suppression time expired. For
report or leave messages to the same group, only one report or leave
message is forwarded. The remaining report and leave messages are
suppressed.

Suppression Time

Enter the interval of suppressing duplicate IGMP reports or leaves.
The range is from 1 to 300.
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Querier State Select this option to enable or disable the querier state.

Query Version Select the general query packet version sent by the IGMP snooping
querier. Options to choose from are 1, 2, and 3.

Query Interval Enter the interval at which the IGMP snooping querier sends IGMP
general query messages periodically.

Max Response Time Enter the maximum response time, in seconds, advertised in IGMP
snooping queries. The range is 1 to 25.

Robustness Value Enter the robustness variable used in IGMP snooping.

Last Member Query Interval Enter the interval at which the IGMP snooping querier sends IGMP
group-specific or group-source-specific (channel) query messages.

Proxy Reporting Select this option to enable or disable the proxy-reporting function.

Source Address Enter the source IP of proxy reporting. This is available when Enabled

is selected in Proxy Reporting.

Click the Apply button to accept the changes made.

IGMP Snooping Groups Settings
This window is used to configure and view the IGMP snooping static group, and view IGMP snooping
group.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Groups Settings, as shown below:

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address Unit From Fort To Port

| | - ][ [x] [ethtion =] [etior ] [ aooy | [ oelee |

VID (1-4094) Group Address

ol ] oI e .

Total Entries: 1

w T owmems |
1 2241141 13

10 Go
IGMP Sncoping Groups Table

VID (1-4094) Group Address

o ] S — [ ema ][ ema ]
Total Entries: 0

Figure 5-40 IGMP Snooping Groups Settings

The fields that can be configured for IGMP Snooping Static Groups Settings are described below:

Parameter ‘ Description

VID Enter a VLAN ID of the multicast group.

Group Address Enter an IP multicast group address.

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
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VID Click the radio button and enter a VLAN ID of the multicast group.

Group Address Click the radio button and enter an IP multicast group address.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

The fields that can be configured for IGMP Snooping Groups Table are described below:

Parameter ‘ Description

VID Click the radio button and enter a VLAN ID of the multicast group.

Group Address Click the radio button and enter an IP multicast group address.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

IGMP Snooping Mrouter Settings

This window is used to configure the specified interface(s) as the multicast router ports or as forbidden to
be multicast router ports on the Switch.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Mrouter Settings, as shown below:

IGMP Snooping Mrouter Settings

VID (1-40904) Configuration Unit From Port To Port

| | [Port = [ [=] [eth1on [=] [eth1on =] [ apply | [ Delete ]

IGMP Snooping Mrouter Table

viD(-d08a) ] \ Find | [ _Findal ]

Total Entries: 1

1 1/0/5-1/0/9 (Static)

Figure 5-41 IGMP Snooping Mrouter Settings window

The fields that can be configured for IGMP Snooping Mrouter Settings are described below:

Parameter ‘ Description

VID Enter a VLAN ID between 1 and 4094.
Configuration Select the port configuration. Options to choose from are Port, and
Forbidden Port.

Port - Select to have the configured ports to be static multicast router
ports.

Forbidden Port — Select to have the configured ports not to be
multicast router ports.
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Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

The fields that can be configured for IGMP Snooping Mrouter Table are described below:

Parameter Description
VID Enter a VLAN ID between 1 and 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IGMP Snooping Statistics Settings

This window is used to clear and display the IGMP snooping related statistics.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP
Snooping Statistics Settings, as shown below:

IGMP Snooping Statistics Settings

Statistics VID (1-4094) Unit From Port To Port

Al 2 | | | ([ Clear ]
IGMP Snooping Statistics Table

Find Type VID (1-4094) Unit From Port To Port

VLAN = | | | | | | [ Find ] [ Findan |

Total Entries: 1

== == [ e ]
[ T ¢ o w0 & [ ]
report [ v | opt | cuey | ot | auey | v | ot | cumy | Lo | oror | vy | oor |y
0 1] 1] 0 0 0 0 1] 0 0 0 0 0 0
17 [ [es

eth1/0/5

Figure 5-42 IGMP Snooping Statistics Settings window

The fields that can be configured for IGMP Snooping Statistics Settings are described below:

Parameter ‘ Description

Statistics Select the interface here. Options to choose from are All, VLAN, and
Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is

selected in the Statistics drop-down list.

Unit Select the switch unit that will be used for this configuration here. This
is available when Port is selected in the Statistics drop-down list.

From Port / To Port Select the appropriate port range used for the configuration here. This
is available when Port is selected in the Statistics drop-down list.

Click the Clear button to clear the IGMP snooping related statistics.
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The fields that can be configured for IGMP Snooping Statistics Table are described below:

Parameter ‘ Description

Find Type Select the interface type. Options to choose from are VLAN, and Port.

VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is
selected in the Find Type drop-down list.

Unit Select the switch unit that will be used for this configuration here. This
is available when Port is selected in the Find Type drop-down list.

From Port / To Port Select the appropriate port range used for the configuration here. This
is available when Port is selected in the Find Type drop-down list.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MLD Snooping

Multicast Listener Discovery (MLD) Snooping is an IPv6 function used similarly to IGMP snooping in IPv4.
It is used to discover ports on a VLAN that are requesting multicast data. Instead of flooding all ports on a
selected VLAN with multicast traffic, MLD snooping will only forward multicast data to ports that wish to
receive this data through the use of queries and reports produced by the requesting ports and the source
of the multicast traffic.

MLD snooping is accomplished through the examination of the layer 3 part of an MLD control packet
transferred between end nodes and a MLD router. When the Switch discovers that this route is requesting
multicast traffic, it adds the port directly attached to it into the correct IPv6 multicast table, and begins the
process of forwarding multicast traffic to that port. This entry in the multicast routing table records the port,
the VLAN ID, and the associated multicast IPv6 multicast group address, and then considers this port to
be an active listening port. The active listening ports are the only ones to receive multicast group data.

MLD Control Messages

Three types of messages are transferred between devices using MLD snooping. These three messages
are all defined by four ICMPV6 packet headers, labeled 130, 131, 132, and 143.

1. Multicast Listener Query — Similar to the IGMPv2 Host Membership Query for IPv4, and labeled as
130 in the ICMPvV6 packet header, this message is sent by the router to ask if any link is requesting
multicast data. There are two types of MLD query messages emitted by the router. The General
Query is used to advertise all multicast addresses that are ready to send multicast data to all
listening ports, and the Multicast Specific query, which advertises a specific multicast address that is
also ready. These two types of messages are distinguished by a multicast destination address
located in the IPv6 header and a multicast address in the Multicast Listener Query Message.

2. Multicast Listener Report, Version 1 — Comparable to the Host Membership Report in IGMPv2,
and labeled as 131 in the ICMP packet header, this message is sent by the listening port to the
Switch stating that it is interested in receiving multicast data from a multicast address in response to
the Multicast Listener Query message.

3. Multicast Listener Done — Akin to the Leave Group Message in IGMPv2, and labeled as 132 in the
ICMPV6 packet header, this message is sent by the multicast listening port stating that it is no longer
interested in receiving multicast data from a specific multicast group address, therefore stating that it
is “done” with the multicast data from this address. Once this message is received by the Switch, it
will no longer forward multicast traffic from a specific multicast group address to this listening port.

4. Multicast Listener Report, Version 2 - Comparable to the Host Membership Report in IGMPv3, and
labeled as 143 in the ICMP packet header, this message is sent by the listening port to the Switch
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stating that it is interested in receiving multicast data from a multicast address in response to the
Multicast Listener Query message.

MLD Snooping Settings
This window is used to configure the MLD snooping settings.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Settings, as shown below:

Global Settings

Global State Enabled (@ Disabled _ apply |
VLAN Status Settings

viDg-aoe) ] Enabled (o Disabled _ Apply |
MLD Snooping Table

viDa-0e) ] \ Find | [ Findal |
Total Entries: 1

L ow [ wawmwe [ s

1 default Enabled [Show Detail| [ Edit |
1n [ [eo

Figure 5-43 MLD Snooping Settings window

The field that can be configured for Global Settings is described below:

Parameter Description

Global State Select this option to enable or disable MLD snooping global state.

Click the Apply button to accept the changes made.

The fields that can be configured for VLAN Status Settings are described below:

Parameter Description

VID Enter a VLAN ID from 1 to 4094, and select to enable or disable MLD
snooping on the VLAN.

Click the Apply button to accept the changes made.

The fields that can be configured for MLD Snooping Table are described below:

Parameter Description
VID Enter a VLAN ID from 1 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Click the Show Detail button to see the detail information of the specific VLAN.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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After clicking the Show Detail button, the following window will appear.

viLL) Snooping VLAN Farameters

MLD Snooping VLAN Parameters

VID

Status

Minimum Version
Fast Leave

Report Suppression
Suppression Time
FProxy Reporting
Mrouter Port Learning
Querier State

Query Version

Query Interval

Max Response Time
Robustness Value
Last Listener Query Interval

1

Disabled

vi

Disabled (host-based)
Disabled

10 seconds:

Disabled Source Address ()
Enabled

Disabled

v2

125 seconds

10 seconds:

2

1 seconds

Figure 5-44 MLD Snooping VLAN Parameters window

The window displays the detail information about MLD snooping VLAN. Click the Modify button to edit
the information in the following window.

After clicking the Edit button in MLD Snooping Settings window, the following window will appear.
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MLD Snooping VLAN Settings

VID (1-4094)

Status

Minimum Version

Fast Leave

Report Suppression
Suppression Time (1-300)

Proxy Reporting

IMrouter Port Learning
Querier State

Query Version

Query Interval (1-31744)
Max Response Time (1-25)
Robustness Value (1-7)

Last Listener Query Interval {1-25)

Il

|

3)Enabled | Disabled

!

“JEnabled @ Disabled
“JEnabled @ Disabled

“)Enabled @ Disabled
Source Address

@ Enabled = Disabled
“Enabled @ Disabled

sec

Sec

sec

Apply

Figure 5-45 MLD Snooping VLAN Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Minimum Version

Select the minimum version of MLD hosts that is allowed on the VLAN.

Fast Leave

Select this option to enable or disable the MLD snooping fast leave
function. If enabled, the membership is immediately removed when the
system receive the MLD leave message.

Report Suppression

Select this option to enable or disable the report suppression.

Suppression Time

Enter the interval of suppressing duplicate MLD reports or leaves. The
range is from 1 to 300.

Proxy Reporting

Select this option to enable or disable the proxy-reporting function.

Source Address

Enter the source IP of proxy reporting. This is available when Enabled
is selected in Proxy Reporting.

Mrouter Port Learning

Select this option to enable or disable Mrouter port learning.

Querier State

Select this option to enable or disable the querier state.

Query Version

Select the general query packet version sent by the MLD snooping
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querier. Options to choose from are 1, and 2.

Query Interval Enter the interval at which the MLD snooping querier sends MLD
general query messages periodically.

Max Response Time Enter the maximum response time, in seconds, advertised in MLD
snooping queries. The range is 1 to 25.

Robustness Value Enter the robustness variable used in MLD snooping.

Last Listener Query Interval Enter the interval at which the MLD snooping querier sends MLD

group-specific or group-source-specific (channel) query messages.

Click the Apply button to accept the changes made.

MLD Snooping Groups Settings

This window is used to configure and view the MLD snooping static group, and view MLD snooping group.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Groups Settings, as shown below:

VLD Snooping Groups Settings

MLD Snooping Static Groups Settings

VID (1-4024) Group Address Unit From Port To Port

| | [ | [1 [=] [eth101 =] [ethin ] [ seey | [ pelere

VID (1-4094) Group Address

o[ ] o I [ Fnd ) [ Fndai ]

Total Entries: 1

I S R
1 FF56::123 1/0/4-1/0/6

11 [ [eo
MLD Snooping Groups Table

VID (1-4094) Group Address

o ] oI .
Total Entries: 0

Figure 5-46 MLD Snooping Group Settings window

The fields that can be configured for MLD Snooping Static Groups Settings are described below:

Parameter ‘ Description

VID Enter a VLAN ID of the multicast group.

Group Address Enter an IPv6 multicast group address.

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
VID Click the radio button and enter a VLAN ID of the multicast group.
Group Address Click the radio button and enter an IP multicast group address.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Find button to locate a specific entry based on the information entered.
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Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

The fields that can be configured for MLD Snooping Groups Table are described below:

Parameter ‘ Description

VID Click the radio button and enter a VLAN ID of the multicast group.

Group Address Click the radio button and enter an IP multicast group address.

Click the Find button to locate a specific entry based on the information entered.

Click the Find All button to view all the entries.

MLD Snooping Mrouter Settings

This window is used to configure the specified interface(s) as the router ports or forbidden to be IPv6
multicast router ports on the VLAN interface on the Switch.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Mrouter Settings, as shown below:

MLD Snooping Mrouter Settings

VID (1-4094) Configuration Unit From Port To Port
| [Port =] [ ] [ethior ] [emion ] [ sy | [ oekee
MLD Snooping Mrouter Table
viDg-aoe) ] [ Ffind ] [ Fndal |
Total Entries: 1
= =
1 1/0/8 (Static)

Figure 5-47 MLD Snooping Mrouter Settings window

The fields that can be configured for MLD Snooping Mrouter Settings are described below:

Parameter ‘ Description

VID Enter a VLAN ID between 1 and 4094.
Configuration Select the port configuration. Options to choose from are Port,
Forbidden Port, and Learn pimveé.

Port - Select to have the configured ports as being connected to
multicast-enabled routers.

Forbidden Port - Select to have the configured ports as being not
connected to multicast-enabled routers.

Learn pimv6 - Select to enable dynamic learning of multicast router

port.
Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

119



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

The fields that can be configured for MLD Snooping Mrouter Table are described below:

Parameter Description
VID Enter a VLAN ID between 1 and 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MLD Snooping Statistics Settings

This window is used to clear and display the MLD snooping related statistics.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD
Snooping Statistics Settings, as shown below:

MLD Snooping Statistics Settings

Statistics WVID (1-4094) Unit From Port To Port

Al 2 | | | [ Clear ]
MLD Snooping Statistics Table

Find Type VID (1-4094) Unit From Port To Port

VLAN = | | | | | | [ Find | [ _Findan__|

Total Entries: 1

m—m
0 0 0 0

eth1/0/8

Figure 5-48 MLD Snooping Statistics Settings window

The fields that can be configured for MLD Snooping Statistics Settings are described below:

Parameter ‘ Description

Statistics Select the interface here. Options to choose from are All, VLAN, and
Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is

selected in the Statistics drop-down list.

Unit Select the switch unit that will be used for this configuration here. This
is available when Port is selected in the Statistics drop-down list.

From Port / To Port Select the appropriate port range used for the configuration here. This
is available when Port is selected in the Statistics drop-down list.

Click the Clear button to clear the MLD snooping related statistics.

The fields that can be configured for MLD Snooping Statistics Table are described below:

Parameter Description

Find Type Select the interface type. Options to choose from are VLAN, and Port.
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VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is
selected in the Find Type drop-down list.

Unit Select the switch unit that will be used for this configuration here. This
is available when Port is selected in the Find Type drop-down list.

From Port / To Port Select the appropriate port range used for the configuration here. This
is available when Port is selected in the Find Type drop-down list.

Click the Find button to locate a specific entry based on the information entered.
Click the Find All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Multicast Filtering

This window is used to view and configure the Layer 2 multicast filtering settings.

To view the following window, click L2 Features > L2 Multicast Control > Multicast Filtering, as shown
below:

Viulticas fering

Multicast Filtering
VID List Multicast Filter Mode | Forward Unregistered E”
Total Entries: 1
default Forward Unregistered Groups
n [ [&e

Figure 5-49 Multicast Filtering window

The fields that can be configured are described below:

Parameter ‘ Description

VID List Enter the VLAN ID list that will be used for this configuration here.

Multicast Filter Mode Select the multicast filter mode here. Options to choose from are
Forward Unregistered, Forward All, and Filter Unregistered. When
selecting the Forward Unregistered option, registered multicast
packets will be forwarded based on the forwarding table and all
unregistered multicast packets will be flooded based on the VLAN
domain. When selecting the Forward All option, all multicast packets
will be flooded based on the VLAN domain. When selecting the Filter
Unregistered option, registered packets will be forwarded based on
the forwarding table and all unregistered multicast packets will be
filtered.

Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

LLDP
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LLDP Global Settings

This window is used to configure the LLDP global settings.

To view the following window, click L2 Features > LLDP > LLDP Global Settings, as shown below:

LLDP Global Settings
LLDF State Enabled @ Disabled
LLDP Forward State Enabled 9 Disabled
LLDP Trap State Enabled @ Disabled
LLDP-MED Trap State Enabled (@ Disabled Appl

LLDP-MED Configuration

Fast Starl Repeat Count (1-10) " Apol
LLDP Configurations

Message TX Interval (5-32768) sec

Message TX Hold Multiplier (2-10) E sec

Relnit Delay (1-10) :Isec

TX Delay (1-8192) :Isec Apply
LLDP System Information 7

Chassis ID Subtype MAC Address

Chassis ID 00-01-02-03-04-00

System Name Switch

System Deszcription Gigabit Ethemet SmartPro Switch

System Capabilities Supported Repeater, Bridge

System Capabilities Enabled Repeater, Bridge

LLDP-MED System Information

Device Class Network Gonnectivity Device

Hardware Revision Al

Firmware Revision 1.00.004

Software Revision 1.00.013

Serial Number

Manufacturer Name D-Link

Model Name DGS-1510-28P Gigabit Ethemet SmartPro Switch
Asset ID

PoE Device Type PSE Device

PoE PSE Power Source Primary

Figure 5-50 LLDP Global Settings window

The fields that can be configured for LLDP Global Settings are described below:

Parameter ‘ Description

LLDP State Select this option to enable or disable the LLDP feature

LLDP Forward State Select this option to enable or disable LLDP forward state. When the
LLDP State is disabled and LLDP Forward Sate is enabled, the
received LLDPDU packet will be forwarded.

LLDP Trap State Select this option to enable or disable the LLDP trap state.
LLDP-MED Trap State Select this option to enable or disable the LLDP-MED trap state.

Click the Apply button to accept the changes made.

The fields that can be configured for LLDP-MED Configuration are described below:

Parameter Description

Fast Start Repeat Count Enter the LLDP-MED fast start repeat count value. This value must be
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between 1 and 10.

Click the Apply button to accept the changes made.

The fields that can be configured for LLDP Configurations are described below:

Parameter ‘ Description

Message TX Interval Enter the interval between consecutive transmissions of LLDP
advertisements on each physical interface. The range is from 5 to
32768 seconds.

and 10.

Message TX Hold Multiplier Enter the multiplier on the LLDPDUs transmission interval that used to
compute the TTL value of an LLDPDU. This value must be between 2

must be between 1 and 10 seconds.

Relnit Delay Enter the delay value for LLDP initialization on an interface. This value

TX Delay Enter the delay value for sending successive LLDPDUs on an

be greater than one-fourth of the transmission interval timer.

interface. The valid values are from 1 to 8192 seconds and should not

Click the Apply button to accept the changes made.

LLDP Port Settings

This window is used to configure the LLDP port settings.

To view the following window, click L2 Features > LLDP > LLDP Port Settings, as shown below:

LLDP Port Settings
Unit From Port To Port Subtype Admin State IP Subtype  Action Address
[ethiioit [=]  [ethti01 [=]  [Local =] [TX and RX[~] [an [=]  [Disabled[] | |
Note: The address should be the switch's address. | Apply
Unit 1 Settings
I Y S T
eth1/0/1 Local TX and RX
eth1/0/2 Local TX and RX
eth1/0/3 Local TX and RX
ethi/0/4 Local TX and RX
eth1/0/5 Local TX and RX
eth1/0/6 Local TX and RX
eth1/0/7 Local TX and RX
eth1/0/8 Local TX and RX
eth1/0/9 Local TX and RX
eth1/0/10 Local TX and RX
eth1/0/11 Local TX and RX
eth1/0/12 Local TX and RX
eth1/0M13 Local TX and RX
eth1/0M14 Local TX and RX
eth1/0M15 Local TX and RX

Figure 5-51 LLDP Port Settings window

The fields that can be configured are described below:

m

Parameter Description

Unit Select the switch unit that will be used for this configuration here.
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From Port / To Port Select the appropriate port range used for the configuration here.

Subtype Select the subtype of LLDP TLV(s). Options to choose from are MAC
Address, and Local.

Admin State Select the local LLDP agent and allow it to send and receive LLDP
frames on the port. Options to choose from are TX, RX, TX and RX,
and Disabled.

TX - The local LLDP agent can only transmit LLDP frames.
RX - The local LLDP agent can only receive LLDP frames.

TX and RX - The local LLDP agent can both transmit and receive
LLDP frames.

Disabled - The local LLDP agent can neither transmit nor receive
LLDP frames.

The default value is TX and RX.

IP Subtype Select the type of the IP address information to be sent. Options to
choose from are All, IPv4 and IPv6.

Action Select this option to enable or disable the action field

Address Enter the IP address that will be sent.

Click the Apply button to accept the changes made.

’// NOTE: The IPv4 or IPv6 address entered here should be an existing LLDP management IP
address.

LLDP Management Address List

This window is used to view the LLDP management address list.

To view the following window, click L2 Features > LLDP > LLDP Management Address List, as shown
below:

Al [x] [ Fnd |
B S 170 R - SO
10.20.90.90(default) Ifindex 136.141171.10.1...
IPv4 10.20.90.90 Ifindex 136141171101

Figure 5-52 LLDP Management Address List window

The fields that can be configured are described below:

Parameter ‘ Description

All/IPv4/IPv6 Select the subtype. Options to choose from are All, IPv4 and IPv6.

Click the Find button to locate a specific entry based on the information entered.
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LLDP Basic TLVs Settings

Type-length-value (TLV) allows the specific sending information as a TLV element within LLDP packets.
This window is used to enable the settings for the Basic TLVs Settings. An active LLDP port on the
Switch always included mandatory data in its outbound advertisements. There are four optional data
types that can be configured for an individual port or group of ports to exclude one or more of these data
types from outbound LLDP advertisements. The mandatory data type includes four basic types of
information (end of LLDPDU TLV, chassis ID TLV, port ID TLV, and Time to Live TLV). The mandatory
data types cannot be disabled. There are also four data types which can be optionally selected. These
include Port Description, System Name, System Description and System Capability.

To view the following window, click L2 Features > LLDP > LLDP Basic TLVs Settings, as shown below:

LLDP Basic TLVs Settings

Unit From Port To Port Port Description System Name System Description System Capabilities

[ethiort [=]  [eth1i0/1 [=]  [Disabled[~] |Disabled[*]  [Disabled[~] | Disabled [=] | aApply

Unit 1 Settings
eth1/0M1 Disabled Digabled Disabled Disabled
eth1/0/2 Disabled Dizabled Disabled Disabled
eth1/0/3 Disabled Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled Disabled
eth1/0/6 Disabled Disabled Disabled Disabled
eth1/07 Disabled Disabled Disabled Disabled
eth1/0/8 Disabled Disabled Disabled Disabled
eth1/0/9 Disabled Disabled Disabled Disabled -
eth1/010 Disabled Disabled Disabled Disabled [
eth1/0/11 Disabled Digabled Disabled Disabled
eth1/0/12 Disabled Disabled Disabled Disabled
eth1/0/13 Disabled Disabled Disabled Disabled
eth1/0/14 Disabled Disabled Disabled Disabled
eth1/0/15 Disabled Disabled Disabled Disabled

Figure 5-53 LLDP Basic TLVs Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Port Description Select this option to enable or disable the Port Description option.
System Name Select this option to enable or disable the System Name option.
System Description Select this option to enable or disable the System Description option.
System Capabilities Select this option to enable or disable the System Capabilities option.

Click the Apply button to accept the changes made.

LLDP Dotl TLVs Settings

LLDP Dot1 TLVs are organizationally specific TLVs which are defined in IEEE 802.1 and used to
configure an individual port or group of ports to exclude one or more of the IEEE 802.1 organizational port
VLAN ID TLV data types from outbound LLDP advertisements.

To view the following window, click L2 Features > LLDP > LLDP Dot1 TLVs Settings, as show below:
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DP Do Vs Setting e
LLDP Dot1 TLVs Settings

Unit From Port To Port Port VLAN Protocol VLAN VLAN Name Protocol Identity

[eth1/0/ [=]  [ethio [=]  [Disabled[+] |Disabled[=]| | [ Disabled [= ]| | [Disabled[+][None [~]]

Unit 1 Settings

[ ot | ponvwD | b orand Ptoco VD | Eblod AN e | Exsb Proost ety
eth1/0/1 Disabled
eth1/0/2 Disabled
eth1/0/3 Disabled
eth1/0/4 Disabled
eth1/0/5 Disabled
eth1/0/6 Disabled
eth1/0i7 Disabled
eth1/0/8 Disabled E
eth1/0/9 Disabled
eth1/0M10 Disabled
eth1/0/11 Disabled
eth1/0/M12 Disabled
eth1/0/13 Disabled
eth1/0/14 Disabled
eth1/0/15 Disabled

Figure 5-54 LLDP Dot1 TLVs Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Port VLAN Select this option to enable or disable the port VLAN ID TLV to send.

The Port VLAN ID TLV is an optional fixed length TLV that allows a
VLAN bridge port to advertise the port’s VLAN identifier (PVID) that will
be associated with untagged or priority tagged frames.

Protocol VLAN Select this option to enable or disable Port and Protocol VLAN ID
(PPVID) TLV to send, and enter the VLAN ID in PPVID TLV.
VLAN Name Select this option to enable or disable the VLAN name TLV to send,

and enter the ID of the VLAN in the VLAN name TLV.

Protocol Identity Select this option to enable or disable the Protocol Identity TLV to
send, and the protocol name. Options for protocol name to choose
from are None, EAPOL, LACP, GVRP, STP, and All.

Click the Apply button to accept the changes made.

LLDP Dot3 TLVs Settings

This window is used to configure an individual port or group of ports to exclude one or more IEEE 802.3
organizational specific TLV data type from outbound LLDP advertisements.

To view the following window, click L2 Features > LLDP > LLDP Dot3 TLVs Settings, as show below:
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UF UoO / wetting

LLDP Dot3 TLVs Settings

Unit From Port To Port

[ethtinit [=]  [ethti0i1 [=]

Unit 1 Settings

eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0/7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0/15

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

g?rﬁ'iﬁﬁr:tiamstatus Link Aggregation Maximum Frame Size Power Via MDI
[Disabled[ =] Disabled [~
[ bt | WAk Contpumtonssts |k Aoprogaion | acmum e 52| Power V|

Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled =
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled

Figure 5-55 LLDP Dot3 TLVs Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Configuration/Status

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
MAC/PHY Select this option to enable or disable the MAC/PHY

Configuration/Status TLV to send. The MAC/PHY Configuration/Status
TLV is an optional TLV that identifies (1) the duplex and bit-rate
capability of the sending IEEE 802.3 LAN node, and (2) the current
duplex and bit-rate settings of the sending IEEE 802.3 LAN node.

Link Aggregation

Select this option to enable or disable the Link Aggregation TLV to
send. The Link Aggregation TLV indicates contains the following
information. Whether the link is capable of being aggregated, whether
the link is currently in an aggregation, and the aggregated port channel
ID of the port. If the port is not aggregated, then the ID is 0.

Maximum Frame Size

Select this option to enable or disable the Maximum Frame Size TLV
to send. The Maximum Frame Size TLV indicates the maximum frame
size capability of the implemented MAC and PHY.

Power Via MDI

Select this option to enable or disable the power via MDI TLV to send.
Three IEEE 802.3 PMD implementations (10BASE-T, 100BASE-TX
and 1000BASE-T) allow power to be supplied over the link for
connected non-powered systems. The Power Via MDI TLV allows
network management to advertise and discover the MDI power support
capabilities of the sending IEEE 802.3 LAN station.

Click the Apply button to accept the changes made.

LLDP-MED Port Settings

This window is used to enable or disable transmitting LLDP-MED TLVs.

To view the following window, click L2 Features > LLDP > LLDP-MED Port Settings, as show below:
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LLDP-MED Port Settings

Unit From Port

Capabilities Network Policy Power Pse Inventory

[eth1/011 [*]

[eth1/01 [=]

[ Disabled[~] [ Disabled [~ ] [ Disabled [] | Disabled [~]|

Unit 1 Settings

eth1/0M1

eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth /07
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0/15

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Copmes e S

Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Dizabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled
Disabled Dizabled Disabled
Disabled Disabled Disabled
Disabled Disabled Disabled

Figure 5-56 LLDP-MED Port Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit

Select the switch unit that will be used for this configuration here.

m

From Port / To Port

Select the appropriate port range used for the configuration here.

Capabilities

Select this option to enable or disable transmitting the LLDP-MED
capabilities TLV.

Network Policy

Select this option to enable or disable transmitting the LLDP-MED
network policy TLV.

Power Pse Select this option to enable or disable transmitting the LLDP-MED
extended power via MDI TLV, if the local device is PSE device or PD
device.

Inventory Select this option to enable or disable transmitting the LLDP-MED

inventory management TLV.

Click the Apply button to accept the changes made.

LLDP Statistics Information

This window is used to view the neighbor detection activity, LLDP Statistics and the settings for individual

ports on the Switch.

To view the following window, click L2 Features > LLDP > LLDP Statistics Information, as show below:
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LLDP Statistics Information

Last Change Time 0
Total Inserts 0
Total Deletes 1]
Total Drops 0
Total Ageouts 0

LLDP Statistics Ports

Unit Port l Clear Counter H Clear All ]

Unit 1 Settings

[Pt | ToiTumsmis | ToiDocas | Tota s | Tol Rocses | Towl Y Dicars | Tatal LY Univons | Tt Ao
eth1/0/1 0 0 1] 1]
eth1/0/2
eth1/0V3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0/7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0M12
eth1/0M13
eth1/0/14
eth1/0/M15
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Figure 5-57 LLDP Statistics Information window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be displayed.

Port Select the port number that will be displayed.

Click the Clear Counter button to clear the counter information for the statistics displayed.

Click the Clear All button to clear all the counter information displayed.

LLDP Local Port Information

This window is used to display the information on a per port basis currently available for populating
outbound LLDP advertisements in the local port brief table shown below.

To view the following window, click L2 Features > LLDP > LLDP Local Port Information, as show
below:
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LLDP Local Port Brief Table

Unit 1 Port [ Find | [ show petail |

Unit 1 Settings

I T T T S
eth1/0/1 Local eth1/0/1 D-Link DGS-1510-28F 1.00.013 P...
eth1/0/2 Local eth1/0/2 D-Link DGS-1510-28F 1.00.013 P...
eth1/0/3 Local eth1/0/3 D-Link DGS-1510-28P 1.00.013 F...
eth1/0/4 Local eth1/0/4 D-Link DGS-1510-28P 1.00.013 ...
eth1/0/5 Local eth1/0/5 D-Link DGS-1510-28P 1.00.013 ...
eth 1/0/6 Local eth1/0/6 D-Link DGS-1510-28P 1.00.013 P...
eth1/0/7 Local eth1/0/7 D-Link DGS-1510-28P 1.00.013 P
eth1/0/2 Local eth1/0/2 D-Link DGS-1510-28P 1.00.013 P
eth1/0/9 Local eth1/0/9 D-Link DGS-1510-28P 1.00.013 P
eth1/0/10 Local eth1/0/10 D-Link DGS-1510-28F 1.00.013 P... !
eth1/0/11 Local eth1/0/11 D-Link DGS-1510-28F 1.00.013 P... r
eth1/0M12 Local eth1/0M12 D-Link DGS-1510-28P 1.00.013 P
eth1/0/13 Local eth1/0M13 D-Link DGS-1510-28P 1.00.013 F...
eth1/0/14 Local eth1/0/14 D-Link DGS-1510-28P 1.00.013 ...
eth1/0/15 Local eth1/0M15 D-Link DGS-1510-28P 1.00.013 ...

Figure 5-58 LLDP Local Port Information window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be displayed.

Port Select the port number that will be displayed.

Click the Find button to locate a specific entry based on the information entered.

Click the Show Detail button to view detailed information of the specific port.

After clicking the Show Detail button, the following window will appear.

LLDP Local Information Table

Port eth1/0/1
Port ID Subtype Local

Port ID eth1/0/1
Port Description D-Link DGS-1510-28P 1.00.013 Port 1 on Unit 1
Port PVID 1
Management Address Count 2

PPVID Enfries o

VLAN Name Entries Count 1

Protocol Identity Entries Count ]
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
LLDP-MED Capabilities Show Detail
Network Policy Show Detail
Extended power via MDI Show Detail

Figure 5-59 LLDP Local Port Information - Show Detail window

To view more details about, for example, the MAC/PHY Configuration/Status, click the Show Detall
hyperlink.

Click the Back button to return to the previous window.
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After clicking the Show Detail hyperlink, a new section will appear at the bottom of the window.

DF Local FPol ormadon

LLDP Local Information Table

Port eth1/0/1
Port ID Subtype Local
Port ID eth1/0/1
Port Description D-Link DGS-1510-28P 1.00.013 Port 1 on Unit 1
Port PVID 1
Management Address Count 2
PPVID Enfries 0
VLAN Name Enfries Count 1
Protocol Identity Entries Count o
MAC/PHY Configuration/Status Show Detail
Power Via MDI Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
LLDP-MED Capabilities Show Detail
Network Policy Show Detail
Extended power via MDI Show Detail
MAC/PHY Configuration/Status
Auto-Megotiation Support Supported
Auto-Megotiation Enabled Enabled
Auto-Megotiation Advertised Capability 6c01(hex)
Auto-Megotiation Operational MAU Type 001e(hex)

Figure 5-60 LLDP Local Port Information - Show Detail window

LLDP Neighbor Port Information

This window is used to display the information learned from the neighbors. The switch receives packets
from a remote station but is able to store the information as local.

To view the following window, click L2 Features > LLDP > LLDP Neighbor Port Information, as show
below:

LLDP Neighbor Port Brief Table

Unit Port [ Find ][ clear |
Total Entries: 0

m Chassis ID Subtype Chassis ID Port ID Subtype m Port Description _

Figure 5-61 LLDP Neighbor Port Information window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be displayed.

Port Select the port number that will be displayed.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear button to clear the specific port information.

Click the Clear All button to clear all the port information displayed.
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6. Layer 3 Features

ARP
Gratuitous ARP
IPv4 Interface

IPv4 Static/Default Route

IPv4 Route Table
IPv6 General Prefix
IPv6 Interface

IPv6 Neighbor

IPv6 Static/Default Route

IPv6 Route Table

ARP

ARP Aging Time

This window is used to view and configure the ARP aging time settings.

To view the following window, click L3 Features > ARP > ARP Aging Time, as shown below:

ARP Aging Time

Total Entries: 1

I S

vian1 20 | Edit
| [1Z]=] KN e

Figure 6-1 ARP Aging Time window

The fields that can be configured are described below:

Parameter

Timeout

‘ Description

Enter the ARP aging timeout value here.

Click the Apply button to accept the changes made.

Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Static ARP

This window is used to view and configure the static ARP settings.

To view the following window, click L3 Features > ARP > Static ARP, as shown below:
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Static ARP

IP Address l:l Hardware Address

Total Entries: 1

e e

viani 10.90.90.90 00-01-02-03-04-00 Forever
n [ [&o

Figure 6-2 Static ARP window

The fields that can be configured are described below:

Parameter ‘ Description

IP Address Enter the IP address that will be associated with the MAC address
here.

Hardware Address Enter the MAC address that will be associated with the IP address
here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Proxy ARP

This window is used to view and configure the proxy ARP settings. The Proxy ARP feature of the Switch
will allow the Switch to reply to ARP requests destined for another device by faking its identity (IP and
MAC Address) as the original ARP responder. Therefore, the Switch can then route packets to the
intended destination without configuring static routing or a default gateway. The host, usually a Layer 3
switch, will respond to packets destined for another device.

To view the following window, click L3 Features > ARP > Proxy ARP, as shown below:

Proxy ARP

Total Entries: 1

o A st oS —
viani Disabled Disabled
i) - G

Figure 6-3 Proxy ARP window

The fields that can be configured are described below:

Parameter ‘ Description

Proxy ARP State Select to enable or disable the proxy ARP state here.

Local Proxy ARP State Select to enable or disable the local proxy ARP state here. This local
proxy ARP function allows the Switch to respond to the proxy ARP, if
the source IP and destination IP are in the same interface.

Click the Apply button to accept the changes made.
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Click the Edit button to re-configure the specific entry.

ARP Table

This window is used to view and configure the ARP table settings.

To view the following window, click L3 Features > ARP > ARP Table, as shown below:

ARP Search

o merce vian 099 [ | oeamess [ ] wan 1

Total Entries: 2
Interface Name IP Address Hardware Address Aging Time (min) Type _

vian 10.90.90.1 00-03-FF-BE-2E-18 20

vian1 10.90.90.90 00-01-02-03-04-00 Forever

n [ 1| [ [e

Figure 6-4 ARP Table window

The fields that can be configured are described below:

Parameter ‘ Description

Interface VLAN Select and enter the interface’s VLAN ID used here. This value must
be between 1 and 4094.

IP Address Select and enter the IP address to display here.

Mask After the IP Address option was selected, enter the mask address for
the IP address here.

Hardware Address Select and enter the MAC address to display here.

Type Select the type option here. Options to choose from are All and
Dynamic.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear All button to clear all the information.

Click the Delete button to remove the specific entry.

Gratuitous ARP

This window is used to view and configure the gratuitous ARP settings. A gratuitous ARP request packet
is an ARP request packet where the source and the destination |P address are both set to the IP address
of the sending device and the destination MAC address is the broadcast address.

Generally, a device use the gratuitous ARP request packet to discover whether the IP address is
duplicated by other hosts or to preload or reconfigure the ARP cache entry of hosts connected to the
interface.

To view the following window, click L3 Features > Gratuitous ARP, as shown below:
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Gratuitous ARP Global Settings

IP Gratuitous ARP State

Gratuitous ARP Trap State

IP Gratuitous ARP Dad-Reply State
Gratuitous ARFP Leamning State

() Enabled
() Enabled
(&) Enabled
(@ Enabled

(@ Disabled
@ Disabled
@ Disabled
() Disabled

Apply

Gratuitous ARP Send Interval

Total Entries: 1

viant 0
Go

mn

Figure 6-5 Gratuitous ARP window

The fields that can be configured are described below:

Parameter ‘ Description

IP Gratuitous ARP State

Select this option to enable or disable the learning of gratuitous ARP
packets in the ARP cache table.

Gratuitous ARP Trap State

Select this option to enable or disable the ARP trap state.

IP Gratuitous ARP Dad-Reply
State

Select this option to enable or disable the IP gratuitous ARP Dad-reply
state.

Gratuitous ARP Learning
State

Select this option to enable or disable the gratuitous ARP learning
state. Normally, the system will only learn the ARP reply packet or a

normal ARP request packet that asks for the MAC address that
corresponds to the system’s IP address. This option used to enable or
disable the learning of ARP entries in the ARP cache based on the
received gratuitous ARP packet. The gratuitous ARP packet is sent by
a source |IP address that is identical to the IP that the packet is queries
for.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv4 Interface

This window is used to view and configure the IPv4 interface settings.

To view the following window, click L3 Features > IPv4 Interface, as shown below:

IPv4 Interface
Interface VLAN (1-4094) [ [ mpoly | Find ]
Total Entries: 1

vlani Enabled 10.90.90.90/255.0.0.0 Manual Edit Delete
1 1| [ [ee

Figure 6-6 IPv4 Interface window
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The fields that can be configured are described below:

Parameter Description
Interface VLAN Enter the interface’s VLAN ID here. This value must be between 1 and
4094.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following window will be available.

| IPv4 Interface Settings | DHCP Client
Interface vlani Back
Settings
Stale Enabled (] Apply
IP Settings
Get IP From Static El
Secondary Apply | | Delete

Secondary IP Entry
Total Entries: 1
L S L S R
11.0.0.1 255.0.0.0 Manual Yes
1N [ [eo

Figure 6-7 IPv4 Interface Configure window

Click the Back button to return to the previous window.

The field that can be configured for Settings is described below:

Parameter Description

State Select this option to enable or disable the IPv4 interface’s global state.

Click the Apply button to accept the changes made.

The fields that can be configured for IP Settings are described below:

Parameter ‘ Description

Get IP From Select the get IP from option here. Options to choose from are Static
and DHCP. When the Static option is selected, users can enter the
IPv4 address of this interface manually in the fields provided. When
the DHCP option is selected, this interface will obtain IPv4 information
automatically from the DHCP server located on the local network.

IP Address Enter the IPv4 address for this interface here.
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Mask Enter the IPv6 subnet mask for this interface here.

Secondary Tick the check box to use the IPv4 address and mask as the
secondary interface configuration.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the DHCP Client tab, the following page will appear.

IPv4 Interface Settings | DHCP Client |

DHCP Client Client-1D (1-4094)
Class 1D String Hex

Host Name

Lease l:l Days (0—10000)‘ [11] E" Hours | oo E“ Minutes Apply

Figure 6-8 DHCP Client window

The fields that can be configured are described below:

Parameter ‘ Description

DHCP Client Client-ID Enter the VLAN interface, whose hexadecimal MAC address will be
used as the client ID to be sent with the discover message.

Class ID String Enter the vendor class identifier with the maximum of 32 characters.
Tick the Hex check box to have the class identifier in the hexadecimal
form.

Host Name Enter the host name. The maximum length is 64 characters. The host

name must start with a letter, end with a letter or digit, and only with
interior characters letters, digits, and hyphens.

Lease Specify the preferred lease time for the IP address to request from the
DHCP server. Enter the day duration of the lease, or select the hour
and minute duration of the lease.

Click the Apply button to accept the changes made.

IPv4 Static/Default Route

This window is used to view and configure the IPv4 static and default route settings. The Switch supports
static routing for IPv4 formatted addressing. Users can create up to 64 static route entries for IPv4. For
IPv4 static routes, once a static route has been set, the Switch will send an ARP request packet to the
next hop router that has been set by the user. Once an ARP response has been retrieved by the Switch
from that next hop, the route becomes enabled. However, if the ARP entry already exists, an ARP
request will not be sent.

The Switch also supports a floating static route, which means that the user may create an alternative
static route to a different next hop. This secondary next hop device route is considered as a backup static
route for when the primary static route is down. If the primary route is lost, the backup route will uplink and
its status will become active.

Entries into the Switch’s forwarding table can be made using both an IP address subnet mask and a
gateway.
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To view the following window, click L3 Features > IPv4 Static/Default Route, as shown below:

IPv4 Static/Default Route
Backup State Please Select |Z|
Total Entries: 1
0.0.0.0 0.0.0.0 10.1.1.254 vian1
1 1| Go

Figure 6-9 IPv4 Static/Default Route window

The fields that can be configured are described below:

IP Address Enter the IPv4 address for this route here. Tick the Default Route
check box to use the default route as the IPv4 address.

Mask Enter the IPv4 network mask for this route here.

Gateway Enter the gateway address for this route here.

Backup State Select the backup state option here. Options to choose from are

Primary, and Backup. When the Primary option is selected, the route
will be used as the primary route to the destination. When the Backup
option is selected, the route will be used as the backup route to the
destination.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv4 Route Table

This window is used to view and configure the IPv4 route table settings.
To view the following window, click L3 Features > IPv4 Route Table, as shown below:

IPv4 Route Table

@ IP Address |:|

) Network Address [ | [

() Connected () Hardware (©) Summary

Total Entries: 1

pmass | ws o | nemowme | G | pomo |
10.0.0.0 255.0.0.0 Directly Connected viani Cc

1n [ [eo

Note: C- Connected, S - Static, * - Candidate Default

Figure 6-10 IPv4 Route Table window
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The fields that can be configured are described below:

Parameter ‘ Description

IP Address Select and enter the single IPv4 address here.
Network Address

Select and enter the IPv4 network address here. In the first space
enter the network prefix and in the second space enter the network

mask.

Connected Select this option to display only connected routes.

Hardware Select this option to display only hardware routes. Hardware routes are
routes that have been written into the hardware chip.

Summary Display the brief information of the active routing entries.

Click the Find button to locate a specific entry based on the information entered.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv6 General Prefix

This window is used to view and configure the IPv6 general prefix settings.

To view the following window, click L3 Features > IPv6 General Prefix, as shown below:

IPv6 General Prefix

Interface VLAN (1-4094)
Prefix Name
IPv6 Address

Apply

Prefix Name

Find

s s I

prefix Acquired via Unassigned vian1 ~7272:0:0:0:72/64
10 Go

Total Entries: 1
Prefix Name

Figure 6-11 IPv6 General Prefix window

The fields that can be configured are described below:

Parameter ‘ Description

Interface VLAN

Enter an interface VLAN ID.

Prefix Name

Enter the IPv6 interface name with a maximum of 12 characters.

IPv6 Address

Enter the IPv6 address.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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IPV6 Interface

This window is used to view and configure the IPv6 interface’s settings.

To view the following window, click L3 Features > IPv6 Interface, as shown below:

IPv6 Interface

Interface VLAN (1-4094) (E— [ mpoly | Find |
Total Entries: 1
posue o

viant Enabled Up Detail

] [ e

Figure 6-12 IPv6 Interface window

The fields that can be configured are described below:

Parameter Description
Interface VLAN Enter the VLAN interface’s ID that will be associated with the IPv6
entry.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Detail button to view and configure more detailed settings for the IPv6 interface entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Detail button, the following page will be available.

| IPv6 Interface Settings | Interface IPv6 Address DHCPvE Client
Interface vian1
IPv6 State [ Back [ apply |
Static IPv6 Address Settings
IPv6 Address [ ] [CEurs4 [OunkLocal
NS Interval Settings
NS Interval (0-3600000) b ms

Figure 6-13 IPv6 Interface - Detail, IPv6 Interface Settings window

The fields that can be configured for Interface are described below:

Parameter ‘ Description

IPv6 State Select to enable or disable the IPv6 interface’s global state here.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

The fields that can be configured for Static IPv6 Address Settings are described below:
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Parameter Description

IPv6 Address Enter the IPv6 address for this IPv6 interface here. Select the EUI-64
option to configure an IPv6 address on the interface using the EUI-64
interface ID. Select the Link Local option to configure a link-local
address for the IPv6 interface.

Click the Apply button to accept the changes made.

The fields that can be configured for NS Interval Settings are described below:

Parameter Description

NS Interval Enter the NS interval between 0 and 3600000 milliseconds.

Click the Apply button to accept the changes made.

After clicking the Interface Address tab, at the top of the page, the following page will be available.

IPv6 Interface Settings | Interface IPv6 Address | DHCPvE Client
Total Entries: 1
e T R
Link-Local Address FES0::201:2FF:FE03:400

Figure 6-14 IPv6 Interface - Detail, Interface IPv6 Address window

Click the Delete button to delete the specified entry.

After clicking the DHCPv6 Client tab, at the top of the page, the following page will be available.

IPV6 Interface Settings Interface IPv6 Address | DHCPv6 Client |
DHCPVE Client
DHCPvG Client Settings
Client State Rapid Commit
DHCPv6 Client PD Settings
Client PD State Rapid Commit
General Prefix Mame

Figure 6-15 IPv6 Interface - Detail, Interface IPv6 Address window

Click the Restart button to restart DHCPV6 client on an interface.

The fields that can be configured for DHCPv6 Client Settings are described below:

Parameter Description

Client State Select this option to enable or disable the DHCPV6 client state. Tick
the Rapid Commit check box to proceed with two-message exchange
for prefix delegation.

Click the Apply button to accept the changes made.
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The fields that can be configured for DHCPv6 Client PD Settings are described below:

Parameter ‘ Description

Client PD State Select this option to enable or disable the DHCPvV6 client PD state.
Tick the Rapid Commit check box to proceed with two-message
exchange for prefix delegation.

General Prefix Name Enter the IPv6 general prefix name with the maximum of 12
characters.

Click the Apply button to accept the changes made.

IPv6 Neighbor

This window is used to configure and view the IPv6 neighbor settings.

To view the following window, click L3 Features > IPv6 Neighbor, as shown below:

IPv6 Neighbor Settings
Inferface VLAN (14084) [ | IPvGAddress [ Fnd J[ Clear ]
Total Entries: 1 Clear All
s s T T N
2013:1 11-22-33-44-AAFF vian1 Static
n [T] Go

Figure 6-16 IPv6 Neighbor window

The fields that can be configured are described below:

Parameter ‘ Description

Interface VLAN Enter an interface VLAN ID.
IPv6 Address Enter the IPv6 address.
MAC Address Enter the MAC address.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear button to clear all the information for the specific port.

Click the Clear All button to clear all the information in this table.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv6 Static/Default Route

This window is used to view and configure the IPv6 static or default routes.

To view the following window, click L3 Features > IPv6 Static/Default Route, as shown below:
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IPvé Static/Default Route

|Pv6 Address/Prefix Length Default Route

Interface VLAN (1-4004) [ ]

Mext Hop IPv6 Address SFET

Backup State

Total Entries: 0

s st v T T N

Figure 6-17 IPv6 Static/Default Route window

The fields that can be configured are described below:

Parameter ‘ Description

IPv6 Address/Prefix Length Enter the IPv6 address and prefix length for this route here. Tick the
Default Route option to use the default route as the IPv6 address.

Interface VLAN Enter the interface’s VLAN ID that will be associated with this route
here.

Next Hop IPv6 Address Enter the next hop IPv6 address here.

Backup State Select the backup state option here. Options to choose from are

Primary, and Backup. When the Primary option is selected, the route
is specified as the primary route to the destination. When the Backup
option is selected, the route is specified as the backup route to the
destination.

Click the Apply button to accept the changes made.

IPv6 Route Table

This window is used to view and configure the IPv6 route table.
To view the following window, click L3 Features > IPv6 Route Table, as shown below:

IPvé Route Table

@ IPv6 Address 2Us

(@) IPvG Address/Prefix Length Longer Prefixes

©) Interface VLAN (1-4094) |:|

() Connected  []Database  [7|Hardware [ Summary

Total Entries: 0
P s eni T

MNote: C - Connected, S - Static, > - Selected Route, * - Valid Route

Figure 6-18 IPv6 Route Table window

The fields that can be configured are described below:

Parameter Description

IPv6 Address Select and enter the IPv6 address to display here.
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IPv6 Address/Prefix Length

Select and enter the IPv6 address and prefix length to display here.
Select the Longer Prefixes option to display the route and all of the
more specific routes.

Interface VLAN Select and enter the interface’s VLAN ID to display here.

Connected Select this option to display only connected routes.

Database Select to view all the related entries in the routing database instead of
just the best route.

Hardware Select this option to display only hardware routes. Hardware routes are
routes that have been written into the hardware chip.

Summary Display the brief information of the active routing entries.

Click the Find button to locate a specific entry based on the information entered.
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7. Quality of Service (Qo0S)

Basic Settings
Advanced Settings

Basic Settings

Port Default CoS

This window is used to view and configure the port’s default CoS settings.

To view the following window, click QoS > Basic Settings > Port Default CoS, as shown below:

F'O Detau D i

Port Default CoS

Unit From Port To Port Default CoS
[1 =] [eth1/01 [] [ath1/0/1 [=] G Override None
Unit 1 Settings

eth1/01 1] No

eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0i7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0/15

No
No
No
No
No
No
No
No
No
No
No
No
No
No

m

o0 O 0 o0 o0 o 0o o0o0o0o 0

Figure 7-1 Port Default CoS window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Default CoS Select the default CoS option for the port(s) specified here. Options to

choose from are 0 to 7. Tick the Override check box to override the
CoS of the packets. The default CoS will be applied to all incoming
packets, tagged or untagged, received by the port. Select the None
option to specify that the CoS of the packets will be the packet’s CoS if
the packets are tagged, and will be the port default CoS if the packet is
untagged.

Click the Apply button to accept the changes made.
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Port Scheduler Method

This window is used to view and configure the port scheduler method settings.

To view the following window, click QoS > Basic Settings > Port Scheduler Method, as shown below:

Port Scheduler Method

Unit From Port

To Port Scheduler Method

[1 =] [eth1i0/1 [*]

[eth1/01 [=] [WRR [] Apply

Unit 1 Settings

eth1/0i1
eth1/02
eth1/0V3
eth1/0V4
eth1/0/5
eth1/0/6
eth1/0i7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/015

Scheduler Method

WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR
WRR

m

Figure 7-2 Port Scheduler Method window

The fields that can be configured are described below:

Parameter ‘ Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Scheduler Method

Select the scheduler method that will be applied to the specified
port(s). Options to choose from are Strict Priority (SP), Round-Robin
(RR), Weighted Round-Robin (WRR), and Weighted Deficit Round-
Robin (WDRR). By default, the output queue scheduling algorithm is
WRR.

WDRR operates by serving an accumulated set of backlogged credits
in the transmit queue in a round robin order. Initially, each queue sets
its credit counter to a configurable quantum value. Every time a packet
from a CoS queue is sent, the size of the packet is subtracted from the
corresponding credit counter and the service right is turned over to the
next lower CoS queue. When the credit counter drops below 0, the
queue is no longer serviced until its credits are replenished. When the
credit counters of all CoS queues reaches 0, the credit counters will be
replenished at that time. All packets are serviced until their credit
counter is zero or negative and the last packet is transmitted
completely. When this condition happens, the credits are replenished.
When the credits are replenished, a quantum of credits are added to
each CoS queue credit counter. The quantum for each CoS queue
may be different based on the user configuration.

To set a CoS queue in the SP mode, any higher priority CoS queue
must also be in the strict priority mode.

WRR operates by transmitting permitted packets into the transmit
queue in a round robin order. Initially, each queue sets its weight to a
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configurable weighting. Every time a packet from a higher priority CoS
queue is sent, the corresponding weight is subtracted by 1 and the
packet in the next lower CoS queue will be serviced. When the weight
of a CoS queue reaches zero, the queue will not be serviced until its
weight is replenished. When weights of all CoS queues reach 0, the
weights get replenished at a time.

Click the Apply button to accept the changes made.

Queue Settings

This window is used to view and configure the queue settings.

To view the following window, click QoS > Basic Settings > Queue Settings, as shown below:

Queue Settings @

Queue Settings

Unit From Port To Port Queue ID WRR Weight (0-127) WDRR Quantum (0-127) E
on 5] oo [ [ | | I T
Unit 1 Settings

o o cum

0 1 1
1 1 1
2 1 1
3 1 1
eth1/0/1 a ] ]
5 1 1
] 1 1
T 1 1
1] 1 1
1 1 1
2 1 1
3 1 1
eth1/0/2 4 ] ]
5 1 1
] 1 1
7 1 1
1] 1 1
1 1 1
2 1 1
3 1 1
eth1/0/3 7 5 5
5 1 1
6 1 1
T 1 1

Figure 7-3 Queue Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Queue ID Enter the queue ID value here. This value must be between 0 and 7.
WRR Weight Enter the WRR weight value here. This value must be between 0 and
127. To satisfy the behavior requirements of Expedited Forwarding
(EF), the highest queue is always selected by the Per-hop Behavior
(PHB) EF and the schedule mode of this queue should be strict priority
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scheduling. So the weight of the last queue should be zero while the
Differentiate Service is supported.

WDRR Quantum Enter the WDRR quantum value here. This value must be between 0
and 127.

Click the Apply button to accept the changes made.

CoS to Queue Mapping

This window is used to view and configure the CoS-to-Queue mapping settings.

To view the following window, click QoS > Basic Settings > CoS to Queue Mapping, as shown below:

0
1
2
3
4
5
6
7

Apply

Figure 7-4 CoS to Queue Mapping window

The fields that can be configured are described below:

Parameter Description

Queue ID Select the queue ID that will be mapped to the corresponding CoS
value. Options to choose from are 0 to 7.

Click the Apply button to accept the changes made.

Port Rate Limiting

This window is used to view and configure the port rate limiting settings.

To view the following window, click QoS > Basic Settings > Port Rate Limiting, as shown below:
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Port Rate Limiting

Unit From Port To Port Direction Rate Limit
[eth1/a1 [=]  [eth10/1 [=]  [input [=] @ Bandwidth (54-10000000) [ |Kkbps  BurstSize(0-128000) [ |Kbyte
) Percent (1-100) [ = Burst Size (0-128000) [ xove
© None

Unit 1 Settings

N R S R S I R

eth1/0/1 Mo Limit No Limit Mo Limit No Limit
eth1/0/2 Mo Limit No Limit Mo Limit No Limit
eth1/0/3 Mo Limit No Limit Mo Limit No Limit
eth1/0/4 Mo Limit No Limit Mo Limit No Limit
eth1/0/5 Mo Limit No Limit Mo Limit No Limit E
eth1/0/6 Mo Limit No Limit Mo Limit No Limit
eth1/0/7 No Limit No Limit No Limit No Limit
eth1/0/8 No Limit No Limit No Limit No Limit
eth1/0/9 No Limit No Limit No Limit No Limit
eth1/0/10 Mo Limit No Limit Mo Limit No Limit
ethl/0M11 Mo Limit No Limit Mo Limit No Limit
eth1/0/12 Mo Limit No Limit Mo Limit No Limit
eth1/0/13 Mo Limit No Limit Mo Limit No Limit
eth1/0/14 Mo Limit No Limit Mo Limit No Limit
eth1/0/15 Mo Limit No Limit Mo Limit No Limit

Figure 7-5 Port Rate Limiting window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Direction Select the direction option here. Options to choose from are Input and

Output. When Input is selected, the rate limit for ingress packets is
configured. When Output is selected, the rate limit for egress packets
is configured.

Rate Limit Select and enter the rate limit value here.

When Bandwidth is selected, enter the input/output bandwidth value
used in the space provided. This value must be between 64 and
10000000 kbps. Also, enter the Burst Size value in the space
provided. This value must be between 0 and 128000 kilobytes.

When Percent is selected, enter the input/output bandwidth
percentage value used in the space provided. This value must be
between 1 and 100 percent (%). Also, enter the Burst Size value in
the space provided. This value must be between 0 and 128000
kilobytes.

Select the None option to remove the rate limit on the specified port(s).
The specified limitation cannot exceed the maximum speed of the
specified interface. For the ingress bandwidth limitation, the ingress
can trigger a pause frame or a flow control frame when the received
traffic exceeds the limitation.

Click the Apply button to accept the changes made.

Queue Rate Limiting

This window is used to view and configure the queue rate limiting settings.
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To view the following window, click QoS > Basic Settings > Queue Rate Limiting, as shown below:

lueue Rate Limiting it

Queue Rate Limiting

Unit  From Port To Port Queue ID Rate Limit

[ethtion [=]  [eth101 [=] [0 [=] @ MinBandwidth(64-10000000) [ |Kbps MaxBandwicth (64-10000000) | |Kbps
) Min Percent (1-100) |:|% Max Percent (1-100) |:|%
© Nore

Unit 1 Semngs
o [ ame | ome [ ome | owes | oms | oww

Max Max Max Max Max
Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate

eth1/0/1 NoLi.. NoLi. MNoLi. NoL.. MNoli. NoL.. NoLi.. Noli. NoLi. MNoli. NoL.. NoL.. NoL.. NoL.. NoL.. NolLi.
eih1/0/2 NoLi.. MNoLi. MNoLi. NoL.. MNoli. NoL.. NoLi.. Noli. NoLi. MNoli. NoL.. NoL.. NoL.. NoL. NoL.. NolL.
eth1/0y3 Noli.. MNoli. NoL.. NoL.. NoL.. NoL.. NoLL. NoL.. NoLi.. NoL.. MNoL.. NoL.. NoL.. NoL.. NoLL.. NolL.
eth1/0/4 Noli.. MNolLi. NoL.. NoL.. NoL.. NoL.. NoLi. NoLi. MNoLi. NoL.. MNoL.. NoL.. NoL.. NoL.. NoLi. NolLi.
eth1/0/5 Noli.. MNolLli. NoLi.. NoLi.. NoL.. HNoL.. NoLi.. NoLi. MNoLi. NoL.. MNoL.. NoL.. NoL.. NoL.. HNolLi. NolLi.
eth1/0/6& Noli.. MNolLli. NoLi.. NoLi. NoL.. NoL.. NeoLi. NelLi. NoLi. NoLi. NoL.. NoLi.. NoL.. NoL.. NolLi. NolLi.
eth1/0/7 Noli.. MNolLli. NoLi.. NoLi. NoLi.. HNoL.. NoLi. NelLi. MoLi. NoLi. MoL.. NoLi.. NoL.. NoL.. NolLi. NolLi.
eth1/0/8 Noli.. MNolLli. MNoLi.. NoLi. NoLi.. HNoLi.. NoLi. NeolLi. MoLi. MNeoLi. MNeLi.. NoLi.. NoL.. NoL.. NolLi. NolLi.
eth1/0/9 Noli.. MNoli. MNoLi. NoLi. NoLi. HNoL.. NoLi. NolLi. MoLi. MNoLi. MNoLi.. NoLi.. NoL.. MNoL.. NolLi. NolLi.
eth1/0/10 Noli.. MNoli. MNoli. NoLi. Noli. NolLi. Mo Li. Mo Li. Noli.. MNoli. MNolLi. MNoLi. MNolLi. Noli. NolLi Mo Li.
eth1/0/11 NoLi.. MNoLi. MNoLi.. NoLi.. MoLli. NolLi.. NoLi.. MNoLi. MNoLi. NoLi.. MoLi. NoLi.. NoL. NoL. NoLi. Noli.
eth1/0/12 NoLi.. MoLi. MoLi.. NoLi.. MoLli. NolLi.. NoLi.. MoLi. MNoLi. NoLi.. MoLi. NoLi. NoL.. NoL. NoLi.. Noli.
eth1/0/13 Noli.. MNolLli. NoL.. NoL.. NoL.. NoL.. NoLi.. NoL.. NoLi.. NoL.. MNoL.. NoL.. NoL.. NoL.. NoLi.. NolL..
eth1/0/14 Noli.. MNoli. NoLi.. NoLi. NoLi. NoLi.. NoLi.. NoL.. NoLi. NoLi.. MNoL.. NoL.. NoL.. NoL.. NoLi. NolLi.
eth1/0/15 Noli.. MNolLli. NoLi.. NoLi. NoL.. HNoL.. NoLi. NeoLi. NoLi. NoLi.. MNoL.. NoL.. NoL.. NoL.. NoLi. NolLi.

m

Figure 7-6 Queue Rate Limiting window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Queue ID Select the queue ID that will be configured here. Options to choose

from are 0 to 7.

Rate Limit Select and enter the queue rate limit settings here.

When the Min Bandwidth option is selected, enter the minimum
bandwidth rate limit value in the space provided. This value must be
between 64 and 10000000 kbps. Also enter the maximum bandwidth
(Max Bandwidth) rate limit in the space provided. This value must be
between 64 and 10000000 kbps.

When the minimal bandwidth is configured, the packet transmitted
from the queue can be guaranteed. When the maximum bandwidth is
configured, packets transmitted from the queue cannot exceed the
maximum bandwidth even if the bandwidth is available.

When configuring the minimal bandwidth, the aggregate of the
configured minimum bandwidth must be less than 75 percent of the
interface bandwidth to make sure the configured minimal bandwidth
can be guaranteed. It is not necessary to set the minimum guaranteed
bandwidth for the highest strict priority queue. This is because the
traffic in this queue will be serviced first if the minimal bandwidth of all
queues is satisfied.

The configuration of this command can only be attached to a physical

port but not a port-channel. That is the minimum guaranteed
bandwidth of one CoS cannot be used across physical ports.
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When the Min Percent option is selected, enter the minimum
bandwidth percentage value in the space provided. This value must be
between 1 and 100 percent (%). Also enter the maximum percentage
value (Max Percent) in the space provided. This value must be
between 1 and 100 percent (%).

Click the Apply button to accept the changes made.

Advanced Settings

DSCP Mutation Map

This window is used to view and configure the Differentiated Services Code Point (DSCP) mutation map
settings. When a packet is received by an interface, based on a DSCP mutation map, the incoming DSCP
can be mutated to another DSCP immediately before any QoS operations. The DSCP mutation is helpful
to integrate domains with different DSCP assignments. The DSCP-CoS map and DSCP-color map will
still be based on the packet’s original DSCP. All the subsequent operations will base on the mutated
DSCP.

To view the following window, click QoS > Advanced Settings > DSCP Mutation Map, as shown below:

DSCP Mutation Map

Mutation Name Input DSCP List (0-63) Output DSCP (0-63)

|32 chars | |1.3.-ED-E-3 | | |

I S O N N O 2 N O
00 0 1 2 3 4 5 6 7 3 9
10 0 1 12 13 14 15 16 17 18 19
20 0 21 2 23 4 25 2% 7 2B 20

Mutation1 30 30 31 32 33 34 35 36 37 38 39

40 40 M 42 43 44 45 46 4T 48 49
50 50 51 52 53 54 85 56 57 58 59
60 60 61 62 63

Figure 7-7 DSCP Mutation Map window

The fields that can be configured are described below:

Parameter ‘ Description

Mutation Name Enter the DSCP mutation map name here. This name can be up to 32
characters long.

Input DSCP List Enter the input DSCP list value here. This value must be between 0
and 63.

Output DSCP Enter the output DSCP value here. This value must be between 0 and
63.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.
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Port Trust State and Mutation Binding

This window is used to view and configure port trust state and mutation binding settings.

To view the following window, click QoS > Advanced Settings > Port Trust State and Mutation

Binding, as shown below:

Port Trust State and Mutation Binding
Unit From Port To Port Trust State DSCP Mutation Map
1 [=] [eth1/0/1 [7] ) None
Unit 1 Settings
eth1/0/1 Trust CoS
eth1/0/2 Trust CoS
eth1/0/3 Trust Co3
eth1/0/4 Trust CoS
eth1/0/5 Trust CoS
eth1/0/6 Trust CoS
eth1//7 Trust CoS
eth1/0/8 Trust CoS
eth1/0/9 Trust CoS L
eth1/0/10 Trust CoS |
eth1/0/11 Trust CoS
eth1/0M12 Trust CoS
eth1/0M13 Trust CoS
eth1/0/14 Trust CoS
eth1/0M15 Trust CoS

Figure 7-8 Port Trust State and Mutation Binding window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Trust State Select the port trust state option here. Options to choose from are CoS

and DSCP.

DSCP Mutation Map Select and enter the DSCP mutation map name used here. This name
can be up to 32 characters long. Select the None option to not allocate

a DSCP mutation map to the port(s).

Click the Apply button to accept the changes made.

DSCP CoS Mapping

This window is used to view and configure the DSCP CoS mapping settings.

To view the following window, click QoS > Advanced Settings > DSCP CoS Mapping, as shown below:
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L) o D viapping i

DSCP CoS Mapping
Unit From Port To Port CoS DSCP List (0-63) £
[1 &l [ehtiwt [=]  [ethtnn =] [0 [=] | |
Unit 1 Settings
0 0-7
1 815
2 16-23
3 24-31
eth1/0/ 0 e
5 40-47
6 48-55
i 56-63
0 -7
1 815
2 16-23
3 24-1
eth1/0/2 0 e
5 40-47
6 48-55
T 56-63
0 0-7
1 815
2 16-23
3 24-3
eth1/0/3 0 e
5 40-47
& 48-55
T 56-63

Figure 7-9 DSCP CoS Mapping window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

CoS Select the CoS value. Options to choose from are 0 to 7.

DSCP List Enter the DSCP list value to map to the CoS value here. This value
must be between 0 and 63.

Click the Apply button to accept the changes made.

CoS Color Mapping

This window is used to view and configure the CoS color mapping settings.

To view the following window, click QoS > Advanced Settings > CoS Color Mapping, as shown below:
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D plor Mapping i
CoS Color Mapping
Unit From Port To Port CoS List (0-7) Color
[1 [ [emtiorn =]  [emtion =] | \ [ Apoly |
Unit 1 Settings
Green 0-7
eth1/0/1 Yellow
Red
Green 0-7
eth1/0/2 Yellow
Red
Green 0-7
eth1/0/3 Yellow
Red
Green 0-7
eth1/0/4 Yellow
Red
Green 0-7
eth1/0/5 Yellow
Red
Green 0-7
eth1/0/6 Yellow
Red
Green 0-7
eth1/0/7 Yellow
Red

Figure 7-10 CoS Color Mapping window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

CoS List Enter the CoS value that will be mapped to the color. This value must
be between 0 and 7.

Color Select the color option. Options to choose from are Green, Yellow,
and Red.

Click the Apply button to accept the changes made.

DSCP Color Mapping

This window is used to view and configure the DSCP color mapping settings.

To view the following window, click QoS > Advanced Settings > DSCP Color Mapping, as shown below:
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DSCP Color Mapping
Unit From Port To Port DSCP List (0-53) Color
e [eth1on [=]  [ethtiont [=] | | [Green [=]
Unit 1 Settings
Gowr
Green 0-63
eth1/0/ Yellow
Red
Green 0-63
eth1/0/2 Yellow
Red
Green 0-63
eth1/073 Yellow
Red
Green 0-63
eth1/0/4 Yellow
Red
Green 0-63
eth1/0/5 Yellow
Red
Green 0-63
eth1/0/6 Yellow
Red
Green 0-63
eth1/0/7 Yellow
Red

Figure 7-11 DSCP Color Mapping window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
DSCP List Enter the DSCP list value here that will be mapped to a color. This

value must be between 0 and 63.

Color Select the color option that will be mapped to the DSCP value. Options
to choose from are Green, Yellow, and Red.

Click the Apply button to accept the changes made.

Class Map

This window is used to view and configure the class map settings.

To view the following window, click QoS > Advanced Settings > Class Map, as shown below:

Class Map Mame Multiple Match Criteria Match Any E|

Total Entries: 2

s i e o ot I
class-map Watch Any

class-default Match Any

n [ [Ge
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Figure 7-12 Class Map window

The fields that can be configured are described below:

Parameter ‘ Description

Class Map Name Enter the class map name here. This name can be up to 32 characters
long.

Multiple Match Criteria Select the multiple match criteria option here. Options to choose from
are Match All and Match Any.

Click the Apply button to accept the changes made.
Click the Match button to configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Match button, the following window will appear.

viat RUlE

Class Map Name class-map
Match:

Mone
@ Specify

@ ACL Name

DSCP List (0-63) 2,61-63 [~ IPv4 only
Precedence List (0-7) [~ IPv4 only
Protocol Name l:l

VID List (1-4094)

Back | | Apply

Figure 7-13 Match Rule window

The fields that can be configured are described below:

Parameter ‘ Description

None Select this option to match nothing to this class map.

Specify Select the option to match something to this class map.

ACL Name Select and enter the access list name that will be matched with this
class map here. This name can be up to 32 characters long.

CoS List Select and enter the CoS list value that will be matched with this class
map here. This value must be between 0 and 7.

DSCP List Select and enter the DSCP list value that will be matched with this

class map here. This value must be between 0 and 63. Tick the IPv4
only check box to match IPv4 packets only. If not specified, the match
is for both IPv4 and IPv6 packets.

Precedence List Select and enter the precedence list value that will be matched with
this class map here. This value must be between 0 and 7. Tick the
IPv4 only check box to match IPv4 packets only. If not specified, the
match is for both IPv4 and IPv6 packets. For IPv6 packets, the
precedence is most three significant bits of traffic class of IPv6 header.

Protocol Name Select the protocol name that will be matched with the class map here.
Options to choose from are None, ARP, BGP, DHCP, DNS, EGP,
FTP, IPv4, IPv6, NetBIOS, NFS, NTP, OSPF, PPPOE, RIP, RTSP,
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SSH, Telnet, and TFTP.

VID List Select and enter the VLAN list value that will be matched with the class
map here. This value must be between 1 and 4094.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

Aggregate Policer

This window is used to view and configure the aggregate policer settings.

To view the following window, click QoS > Advanced Settings > Aggregate Policer, as shown below:

Single Rate Settings | Two Rate Settings
Aggregate Policer Name l:l Average Rate * (0-10000000) l:l Kbps
Mormal Burst Size (0-16384) |:| Koyte Maximum Burst Size (0-16384) |:| Koyte
Conform Action [ Transmit [=][PSCP[P ] Exceed Action [ Transmit (o]
Violate Action | None E" |DSCF | | F | Color Aware Disabled [~]
[ Name | Average Rate | Mormal Bust Sue | Max.BurstSize | ConformActon | Fxcesd Acton | VioteActon | Colorhware | |
APN-1 100 100 Transmit Transmit Disabled

Figure 7-14 Aggregate Policer window

The fields that can be configured are described below:

Parameter ‘ Description

Aggregate Policer Name Enter the aggregate policer's name here.

Average Rate Enter the average rate value here. This value must be between 0 and
10000000 kbps.

Normal Burst Size Enter the normal burst size value here. This value must be between O
and 16384 Kbytes.

Maximum Burst Size Enter the maximum burst size value here. This value must be between

0 and 16384 Kbytes.

Confirm Action Select the confirm action here. The confirm action specifies the action
to take on green color packets. If the confirm action is not specified,
the default action is to Transmit. Options to choose from are Drop,
Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-DSCP-1P.
When selecting the Drop option, the packet will be dropped.

When selecting the Set-DSCP-Transmit option, enter the IP DSCP
value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new I[P DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.
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Exceed Action

Select the exceed action here. The exceed action specifies the action
to take on packets that exceed the rate limit. For a two rate policer, if
the exceed action is not specified, the default action is Drop. Options
to choose from are Drop, Set-DSCP-Transmit, Set-1P-Transmit,
Transmit, and Set-DSCP-1P.

When selecting the Drop option, the packet will be dropped.

When selecting the Set-DSCP-Transmit option, enter the I[P DSCP
value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new IP DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.

Violate Action

Select the violate action here. The violate action specifies the action to
take on packets that violate the normal and maximum burst sizes for
singe rate policing. It specifies the action to take for those packets that
did not conform to both CIR and PIR. For a single rate policer, if the
violate action is not specified, it will create a single-rate two-color
policer. For a two-rate policer, if the violation action is not specified, the
default action is equal to the exceed action. Options to choose from
are None, Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit,
and Set-DSCP-1P.

When selecting the Drop option, the packet will be dropped.

When selecting the Set-DSCP-Transmit option, enter the IP DSCP
value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new IP DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.

Color Aware

Select this option to enable or disable color aware option here. When
color aware is not specified, the policer works in the color blind mode.
When color aware is enabled, the policer works in the color aware
mode.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.
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After clicking the Two Rate Setting tab, at the top of the page, the following page will be available.

Single Rate Settings | Two Rate Settings |
Aggregate Policer Name l:l
CIR * (0-10000000) |:| Kbps Confirm Burst (0-16384) |:| Kbyte
PIR * (0-10000000) |:| Kbps Peak Burst (0-16384) |:| Kbyte
Conform Action [ Transmit [=][PSCR][P ] Exceed Action [Drop [=][PSCR[iF ]
Violate Action [ Drop [=]|[PSCF][TF_] Color Aware Disabled [=]
m- Confirm Burst m Peak Burst Conform Action Exceed Action Violate Action _
APN-2 100 100 Transmit Drop Drop Disabled

Figure 7-15 Two Rate Settings window

The fields that can be configured are described below:

Parameter ‘ Description

Aggregate Policer Name Enter the aggregate policer's name here.

CIR Enter the Committed Information Rate (CIR) value here. This value
must be between 0 and 10000000 kbps. The committed packet rate is
the first token bucket for the two-rate metering.

Confirm Burst Enter the confirm burst value here. This value must be between 0 and
16384 Kbytes. The confirm burst value specifies the burst size for the
first token bucket in kbps.

PIR Enter the Peak information Rate (PIR) value here. This value must be
between 0 and 10000000 kbps. The peak information rate is the
second token bucket for the two-rate metering.

Peak Burst Enter the peak burst value here. This value must be between 0 and
16384 Kbytes. The peak burst value is the burst size for the second
token bucket in kilobytes.

Confirm Action Select the confirm action here. The confirm action specifies the action
to take on green color packets. If the confirm action is not specified,
the default action is to Transmit. Options to choose from are Drop,
Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-DSCP-1P.

When selecting the Drop option, the packet will be dropped.

When selecting the Set-DSCP-Transmit option, enter the IP DSCP
value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new I[P DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.

Exceed Action Select the exceed action here. The exceed action specifies the action
to take on packets that exceed the rate limit. For a two rate policer, if
the exceed action is not specified, the default action is Drop. Options
to choose from are Drop, Set-DSCP-Transmit, Set-1P-Transmit,
Transmit, and Set-DSCP-1P.

When selecting the Drop option, the packet will be dropped.
When selecting the Set-DSCP-Transmit option, enter the IP DSCP

159



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new IP DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.

Violate Action

Select the violate action here. The violate action specifies the action to
take on packets that violate the normal and maximum burst sizes for
singe rate policing. It specifies the action to take for those packets that
did not conform to both CIR and PIR. For a single rate policer, if the
violate action is not specified, it will create a single-rate two-color
policer. For a two-rate policer, if the violation action is not specified, the
default action is equal to the exceed action. Options to choose from
are Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-
DSCP-1P.

When selecting the Drop option, the packet will be dropped.

When selecting the Set-DSCP-Transmit option, enter the IP DSCP
value in the space provided. This value sets the IP differentiated
services code point (DSCP) value and transmits the packet with the
new IP DSCP value.

When selecting the Set-1P-Transmit option, enter the 1P transmit
value in the space provided. This value sets the 802.1p value and
transmits the packet with the new value.

When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P
transmit values in the spaces provided.

When selecting the Transmit option, packets will be transmitted
unaltered.

Color Aware

Select this option to enable or disable color aware option here. When
color aware is not specified, the policer works in the color blind mode.
When color aware is enabled, the policer works in the color aware
mode.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

Policy Map

This window is used to view and configure the policy map settings.

To view the following window, click QoS > Advanced Settings > Policy Map, as shown below:
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Create/Delete Policy Map

Policy Map Name
Traffic Policy
Total Entries: 1
Polcy Wap Name I
Policy-Map-1

n [ 1] N

Class Rules

Figure 7-16 Policy Map window

The fields that can be configured for Create/Delete Policy Map are described below:

Parameter Description

Policy Map Name Enter the policy map’s name here that will be created or deleted. This
name can be up to 32 characters long.

Click the Apply button to accept the changes made.

The fields that can be configured for Traffic Policy are described below:

Parameter ‘ Description

Policy Map Name Enter the policy map’s name here. This name can be up to 32
characters long.

Class Map Name Enter the class map’s name here. This name can be up to 32
characters long.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

To view the rules of a specific policy map, click the policy map name in the table (the Policy Map Name
will toggle to the bold font).
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“PolicyMap

Create/Delete Policy Map

Traffic Policy
Total Entries: 1
Pty e e I
Policy-Map-1

1M ] S

Policy-Map-1 Rules

Class Map Name

class-default [ Set Action ] [ Policer ] [ Delete ]

n @l [ o

Figure 7-17 Policy Map (View Rules) window

Click the Set Action button to configure the action for the policy map.
Click the Policer button to configure the policer action for the policy map.

Click the Delete button to remove the specific entry.

After clicking the Set Action button, the following window will appear.

L

Policy Map Name Policy-Map-1
Class Map Name class-default
Set Action
(71 Mone
(@ Specify
@ Mew Precedence (0-7) None = [C] IPv4 only
() New DSCP (0-53) I IPv4 only
() New CoS (0-7)
(7) New CoS Queue (0-7)
[ Back ][ Apply ]

Figure 7-18 Set Action window

The fields that can be configured are described below:

Parameter ‘ Description

None Select this option to match nothing to this policy map.
Specify Select the option to match something to this policy map.
New Precedence Select a new precedence for the packet. This value must be between 0

and 7. Tick the IPv4 only to only mark IPv4 precedence. Setting the
precedence will not affect the CoS queue selection.

New DSCP Select a new DSCP for the packet. This value must be between 0 and
63. Tick the IPv4 only to only mark IPv4 precedence. Setting DSCP
will not affect the CoS queue selection.

New CoS Select a new CoS value for the packet. This value must be between 0
and 7. Setting CoS will not affect the CoS queue selection.

New CoS Queue Select a new CoS queue for the packet. This value must be between 0
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and 7. This overwrites the original CoS queue selection.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

After clicking the Policer button, the following window will appear.

Policy Map Name
Class Map Name

Police Action

MNone

@ Specify
Average Rate * (0-10000000)
MNormal Burst Size (0-16384)
Maximum Burst Size (0-16384)
Conform Action
Exceed Action
Violate Action

Color Aware

Policy-Map-1
class-default
Police hd
[ ks
[ ke
[ ko
Transmit v
Transmit -
ons -
Disabled hd
Back I Apply

Figure 7-19 Police Action window

The fields that can be configured are described below:

Parameter ‘ Description

None

Select this option to match nothing to this policy map.

Specify

Select the option to match something to this policy map.

Average Rate

Enter the average rate in kilobits per second.

Normal Burst Size

Enter the normal burst size in kilobytes.

Maximum Burst Size

Enter the maximum burst in kilobytes.

Conform Action

Select the action to take on green color packets. Options to choose
from are Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and
Set-DSCP-1P.

Exceed Action

Select the action to take on yellow color packets. Options to choose
from are Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and
Set-DSCP-1P.

Violate Action

Select the action to take on red color packets. Options to choose from
are None, Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit,
and Set-DSCP-1P.

Color Aware

Select this option to enable or disable color aware mode.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

Policy Binding

This window is used to view and configure the policy binding settings.
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To view the following window, click QoS > Advanced Settings > Policy Binding, as shown below:

Policy Binding -
Policy Binding Setting

Unit From Port To Port Direction Policy Map Name

0[] [ethtor [=]  [ethtont [v]  [inputf=] @ [F2C0er | © None

Unit 1 Settings
Direction Policy Map Name

eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0/7
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13
eth1/0/14
eth1/0M15

m

Figure 7-20 Policy Binding window

The fields that can be configured are described below:

Parameter ‘ Description

Unit Select the switch unit that will be used for this configuration here.

From Port / To Port Select the appropriate port range used for the configuration here.

Direction Select the direction option here. Option to choose from is Input. Input
represents Input specified ingress traffic.

Policy Map Name Enter the policy map name here. This name can be up to 32
characters long. Select the None option to not tie a policy map to this
entry.

Click the Apply button to accept the changes made.
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8. Access Control List (ACL)

ACL Configuration Wizard
ACL Interface Access Group
ACL VLAN Access Map

ACL VLAN Filter

ACL Configuration Wizard

This window is used to guide the user to create a new ACL access list or configure an existing ACL
access list.

To view the following window, click ACL > ACL Configuration Wizard, as shown below:

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Do you want to create a new ACL access-list or update an existing access-list?

@ Create

ACL Mame

() Update

Note: The first character of ACL name must be a letter.

Figure 8-1 ACL Configuration Wizard (Access-List Assignment) - Create window

ACL Configuration Wizard
Access List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Do you want to create a new ACL access-list or update an existing access-list?

(71 Create

ELLETE
@ Update

Note: The first character of ACL name must be a letter.

Total Entries: 1

- ACL Name ACL Type Total Rules
@) ACL 1

Extended IPvE ACL
11 4] S

Figure 8-2 ACL Configuration Wizard (Access-List Assignment) - Update window

The fields that can be configured are described below:

Parameter ‘ Description

Create Select and enter the ACL name with a maximum of 32 characters.
Update Select to see a table below with the existing ACL access lists. Select
the specific re-configure the entry.

Click the Next button to continue.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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After clicking the Next button, the following window will appear.

0 gurato wizard
ACL Configuration Wizard
Access-List Assignment == Select Packet Type => Add Rule >> Apply Port
Which type of packet do you want to monitor?
@ MAC
7 1Pvd

) IPvE

[ Back ][ Next ]

Figure 8-3 ACL Configuration Wizard (Select Packet Type) window

The fields that can be configured are described below:

MAC Select to be MAC ACL.
IPv4 Select to be IPv4 ACL.
IPv6 Select to be IPv6 ACL.

Click the Back button to return to the previous window.

Click the Next button to continue.

After clicking the MAC radio button and the Next button, the following window will appear.

0 guratio wizard
ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

© Sequence No. (1-65535) [ ] ononsion

Assign rule criteria

MAC Address | | Ethernet Type | | 802.1Q VLAN |

MAC Address

@ Any @ Any

) Host @ Host
Source Destination

©) MAC 5 MAC

Wildcard [TTDF=2 oy Wildcard [T1-DF36-4B-A7-CC

Ethernet Type
Specify Ethernet Type Please Select M

Ethernet Type (0x600-0xFFFF) |:|
Ethernet Type Mask (0x0-0xFFFF) |:|

802.1Q VLAN

CoS Please Select A

T E—

Action @ Permit ) Deny

[ Back J( Next ]

Figure 8-4 ACL Configuration Wizard (Add Rule for MAC ACL) window
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The fields that can be configured are described below:

Parameter ‘ Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and
65535. Select Auto Assign to automatically generate an ACL rule
number for this entry.

Source Select and enter the source information here. Options to choose from
are Any, Host, and MAC. When the Any option is selected, any
source traffic will be evaluated according to the conditions of this rule.
When the Host option is selected, enter the source host's MAC
address here. When the MAC option is selected, the Wildcard option
will also be available. Enter the source MAC address and wildcard
value in the spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and MAC. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
MAC address here. When the MAC option is selected, the Wildcard
option will also be available. Enter the destination MAC address and
wildcard value in the spaces provided.

Specify Ethernet Type Select the Ethernet type option here. Options to choose from are aarp,
appletalk, decent-iv, etype-6000, etype-8042, lat, lavc-sca, mop-
console, mop-dump, vines-echo, vines-ip, xns-idp, and arp.

Ethernet Type Enter the Ethernet type hexadecimal value here. This value must be
between 0x600 and OxFFFF. When any Ethernet type profile is
selected in the Specify Ethernet Type drop-down list, the appropriate
hexadecimal value will automatically be entered.

Ethernet Type Mask Enter the Ethernet type mask hexadecimal value here. This value must
be between 0x0 and OxFFFF. When any Ethernet type profile is
selected in the Specify Ethernet Type drop-down list, the appropriate
hexadecimal value will automatically be entered.

CoS Select the CoS value used here. This value is between 0 and 7.

VID Enter the VLAN ID that will be associated with this ACL rule here. This
value must be between 1 and 4094.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

Click the Back button to return to the previous window.

Click the Next button to continue.
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After clicking the IPv4 radio button and the Next button, the following window will appear.

0 guratio ywiZard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-65535) l:l Auto Assign
Protocol Type TCP M I:l (0-255) Fragments
Assign rule criteria
IPv4 Address Port IPvd4 DSCP TCP Flag
Time Range

Action @ Permit Deny

Back J Next

Figure 8-5 ACL Configuration Wizard (Add Rule for IPv4 ACL) window

This window has a dynamic section. Every selection made in the Protocol Type drop-down list will
change the bottom part of this window.

The fixed fields that can be configured are described below:

Parameter ‘ Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and
65535. Select Auto Assign to automatically generate an ACL rule
number for this entry.

Protocol Type Select the protocol type option here. Options to choose from are TCP,
UDP, ICMP, EIGRP, ESP, GRE, IGMP, OSPF, PIM, VRRP, IP-in-IP,
PCP, Protocol ID, and None.

After selecting the TCP option as the Protocol Type, the following section will appear.
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ACL Configuration Wizard

Access-List Assignment == Select Packet Type == Add Rule >> Apply Port

Please assign a sequence number to create a new rule

@ Sequence No. (1-85535) [ ] Auto Assign
R — Top ~ D 025 [ Femgmens
Assign rule criteria
IPv4 Address || Port | | IPv4 DSCP | | TCP Flag |
IPv4 Address
@ Any @ Any
O S
Source Destinati
P " l:l
Port
Source Port Please Select v
(I L) oo
Destination Port Please Select M
IPv4 DSCP
@ |IF Precedence Please Select ~ ToS Please Select -

TCP Flag

TCP Flag ack fin psh rst =yn urg

Action @ Pemit Deny

Back Mext

Figure 8-6 ACL Configuration Wizard (Add Rule for IPv4 ACL) TCP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Source Port Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
selecting the # option, all ports, excluding the selected port, will be
used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
number(s) can manually be entered in the space(s) provided, if the
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port number(s) is/are not available in the drop-down list.

Destination Port

Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

IP Precedence

Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS

After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP

Select or enter the DSCP value used here. This value must be
between 0 and 63.

TCP Flag

Tick the appropriate TCP flag option to include the flag in this rule.
Options to choose from are ack, fin, psh, rst, syn, and urg.

Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.
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After selecting the UDP option as the Protocol Type, the following section will appear.

O guratio WiZzard
ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence Mo. (1-65535) I:I Auto Assign
Protocol Type UpP M l:l (0-255) Fragments
Assign rule criteria
IPv4 Address | | Port | | IPv4 DSCP |
IPv4 Address
@ Any @ Any

Host [ ] Host [ ]
Source Destination

L o [T

wigeara [ ] wigeara [ ]
Port
Source Port Please Select =

[ eesss [ ossss
Destination Port Please Select -
[ eesss [ ossses
IPv4 DSCP
@) IP Precedence Please Select ~ ToS Please Select -
bsor 04 I

Time Range 32 chars
Action @ Permit Deny

Back I Next

Figure 8-7 ACL Configuration Wizard (Add Rule for IPv4 ACL) UDP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Source Port Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
selecting the # option, all ports, excluding the selected port, will be
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used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
number(s) can manually be entered in the space(s) provided, if the
port number(s) is/are not available in the drop-down list.

Destination Port

Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

IP Precedence

Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.
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After selecting the ICMP option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-65535) [ 1 ®Auohssion
Protocol Type ICMP M I:l (0-255) Fragments
Assign rule criteria
IPv4 Address || ICMP || IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
e T p T

ICMP
Specify ICMP Message Type Please Select

ICHP Message Type (0- 255}|:|Message Codefo2s) ]

IPv4 DSCP

@ IP Precedence Please Select ~ ToS Please Select -
DSCP (0-63) (I
Time Range 32 chars
Action @ Permit Deny

| Back | | Next

Figure 8-8 ACL Configuration Wizard (Add Rule for IPv4 ACL) ICMP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Specify ICMP Message Type Select the ICMP message type used here.

ICMP Message Type When the ICMP Message Type is not selected, enter the ICMP
Message Type numerical value used here. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

Message Code When the ICMP Message Type is not selected, enter the Message
Code numerical value used here. When the ICMP Message Type is
selected, this numerical value will automatically be entered.
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IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

After selecting the EIGRP option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-85535) I:I Auto Assign
Protocol Type EIGRP - (0-255) Fragments
Assign rule criteria
IPv4 Address || IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
L P [
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select h
DSCP (0-63) I
Time Range
Action @ Permit Deny
Back || Next

Figure 8-9 ACL Configuration Wizard (Add Rule for IPv4 ACL) EIGRP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
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from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

After selecting the ESP option as the Protocol Type, the following section will appear.

0 guratio yvizard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-55535) [ ] & autoassion
Protocol Type ESP - (0-255) Fragments
Assign rule criteria
IPv4 Address || IPv4 DSCP |
IPv4 Address
@ Any @ Any
wost [ ] Host [ ]
Source Destination
N N
witgeara [ ] witgeara [ ]
IPv4 DSCP
@ IP Precedence Please Select ¥ ToS Please Select -
DSCP (0:63) I
Time Range |22
Action @ Permit Deny
Back Il Next

Figure 8-10 ACL Configuration Wizard (Add Rule for IPv4 ACL) ESP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
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the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

After selecting the GRE option as the Protocol Type, the following section will appear.

0 guratio yviZzard

ACL Configuration Wizard
Access-List Assignment == Select Packet Type => Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) [ 1 ®auoassion
Protocol Type GRE M (0-255) ] Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
owest [ ] owest [ ]
Source Destination
or [ e [T
IPv4 DSCP
@ IP Precedence Please Select * To2 Please Select -
5 bsor 062 —
Time Range 3
Action @ Permit () Deny
[ Back J( Next ]

Figure 8-11 ACL Configuration Wizard (Add Rule for IPv4 ACL) GRE window

The dynamic fields that can be configured are described below:
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Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.
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After selecting the IGMP option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) [ 1 ®Auohssion
Protocol Type IGMP M (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
e T p T
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select -
pscr 062 [
Time Range
Action @ Permit Deny
Back J Next

Figure 8-12 ACL Configuration Wizard (Add Rule for IPv4 ACL) IGMP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
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between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the OSPF option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) I:l Auto Assign
Protocol Type OSPF M (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
L P [
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select h
DSCP (0-63) I
Time Range
Action @ Permit Deny
Back || Next

Figure 8-13 ACL Configuration Wizard (Add Rule for IPv4 ACL) OSPF window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
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5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the PIM option as the Protocol Type, the following section will appear.

0 guratio yviZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) [ ] & autosssion
Pratocol Type PIM - (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
e [ L
IPvd4 DSCP
@ P Precedence Please Select ¥ ToS Please Select -
psce 043 oy
Time Range
Action @ Permit Deny
Back J Next

Figure 8-14 ACL Configuration Wizard (Add Rule for IPv4 ACL) PIM window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
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address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

After selecting the VRRP option as the Protocol Type, the following section will appear.

O guratio ywiZzard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) [ ] ¢ autoAssion
Protocol Type VRRP - (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
host [ ] vt [ ]
Source Destination
L N
witgears [ ] wigeard [ ]
IPv4 DSCP
@ IP Precedence Please Select ¥ ToS Please Select M
DSCP (0-63) I
Action @ Permit Deny
Back I Next

Figure 8-15 ACL Configuration Wizard (Add Rule for IPv4 ACL) VRRP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
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bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination

Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence

Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be

between 0 and 63.

Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the IP-in-IP option as the Protocol Type, the following section will appear.

0 guratio yviZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
® Sequence No. (1-65535) [ ] oauwnssion
Protocol Type IP-in-IP - (0-255)  [] Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
or ] ST S——
IPvd4 DSCP
@ IP Precedence Please Select ¥ ToS Please Select -
© bsce 03 I
Action @ Permit & Deny
[ Back ][ Mexdt ]

Figure 8-16 ACL Configuration Wizard (Add Rule for IPv4 ACL) IP-in-IP window
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The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.
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After selecting the PCP option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) l:l Auto Assign
Protocol Type PCP [~ [108 (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
e T p T
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select -
pscr 062 [
Time Range
Action @ Permit Deny
Back J Next

Figure 8-17 ACL Configuration Wizard (Add Rule for IPv4 ACL) PCP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be

184



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the Protocol ID option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
@ Sequence No. (1-65535) I:l Auto Assign
Protocol Type Protocol ID M l:l (0-255) Fragments
Assign rule criteria
IPv4 Address | | IPv4 DSCP |
IPv4 Address
@ Any @ Any
Source Destination
L P [
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select h
DSCP (0-63) I
Time Range
Action @ Permit Deny
Back || Next

Figure 8-18 ACL Configuration Wizard (Add Rule for IPv4 ACL) Protocol ID window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Protocol Enter the Protocol ID value in the space provided. This value must be
between 0 and 255.

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.
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IP Precedence

Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS

After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP

Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the None option as the Protocol Type, the following section will appear.

0 guratio

ACL Configuration Wizard

VWIZE

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-85535) [ ] @ autoAssion

Protocol Type MNone

Assign rule criteria

IPv4 Address

IPv4 Address

@ Any @ Any
Source Destination
L P [
IPv4 DSCP
@ |P Precedence Please Select ¥ ToS Please Select h
DSCP (0-63) I
Time Range

Action @ Permit

[ o255 [ Fragments

Back J Next

Figure 8-19 ACL Configuration Wizard (Add Rule for IPv4 ACL) None window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments

Select the Fragments option to include packet fragment filtering.

Source

Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination

Select and enter the destination information here. Options to choose
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from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.

Click the Back button to return to the previous window.

Click the Next button to continue.

After clicking the IPv6 radio button and the Next button, the following window will appear.

0 guratio ywiZard
ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence Mo (1-85535) l:l Auto Assign
Protocol Type TCP h l:l (0-255) Fragments
Assign rule criteria
IPvG Address Port IPvG DSCP TCP Flag Flow Label

Time Range

Action @ Permit Deny

Back J Next

Figure 8-20 ACL Configuration Wizard (Add Rule for IPv6 ACL) window

This window has a dynamic section. Every selection made in the Protocol Type drop-down list will
change the bottom part of this window.

The fixed fields that can be configured are described below:

Parameter ‘ Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and
65535. Select Auto Assign to automatically generate an ACL rule
number for this entry.

Protocol Type Select the protocol type option here. Options to choose from are TCP,
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| \ UDP, ICMP, Protocol ID, ESP, PCP, SCTP, and None. |

After selecting the TCP option as the Protocol Type, the following section will appear.

ACL Configuration Wizard

Access-List Assignment == Select Packet Type == Add Rule == Apply Port

Please assign a sequence number to create a new rule.

@ Sequence Mo. {1-85535) l:l Auto Assign
Protocol Type TCP hd l:l {0-255) Fragments
Assign rule criteria
IPwE Address || Port || IPwE DSCP || TCP Flag || Flow Label
IPvE Address
@ Any @ Any
Hst Host
Source I Destinati
O — e
Port
Source Port Please Select A
[ oo I
Destination Port Please Select -
[ I

IPvE DSCP

DSCP (003 PleaseSelect v ]

TCP Flag

TCP Flag ack fin psh rst syn urg

Flow Label

FlowLabel (0-1048575) |

Action @ Pemit Deny

Back Mext

Figure 8-21 ACL Configuration Wizard (Add Rule for IPv6 ACL) TCP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

Source Port Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
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selecting the # option, all ports, excluding the selected port, will be
used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
number(s) can manually be entered in the space(s) provided, if the
port number(s) is/are not available in the drop-down list.

Destination Port

Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

TCP Flag Tick the appropriate TCP flag option to include the flag in this rule.
Options to choose from are ack, fin, psh, rst, syn, and urg.

Flow Label Enter the flow label value here. This value must be between 0 and

1048575.

Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.
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After selecting the UDP option as the Protocol Type, the following section will appear.

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule »> Apply Port
Please assign a sequence number to create a new rule.
® Sequence No. (1-85535) [ ] oasassm
Protocol Type upr - l:l (0-255) Fragments
Assign rule criteria
IPvE Address H Port || IPv6 DSCP H Flow Label |
IPvG Address
@ Any Q@) Any
Source Drestinati
Port
Source Fort  Please Select v
[ Josss [ ossss
Destination Port Please Select =
[ Josss [ Jeess
IPv6 DSCP
DSCP (0-63) Please Select - |:|
Flow Label
Flow Label (0-1048575) |
Time Range 32 chars
Action @ Permit Deny
Back Next

Figure 8-22 ACL Configuration Wizard (Add Rule for IPv6é ACL) UDP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source

Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination

Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

Source Port

Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
selecting the # option, all ports, excluding the selected port, will be
used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
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number(s) can manually be entered in the space(s) provided, if the
port number(s) is/are not available in the drop-down list.

Destination Port

Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.
Flow Label Enter the flow label value here. This value must be between 0 and

1048575.

Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the ICMP option as the Protocol Type, the following section will appear.

» guratio vy alrd

ACL Configuration Wizard

Protocol Type ICMP

Assign rule criteria

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

® Seauence No. (1-65535) L] ©ssssion

- [ o255 []Fragments

Specify ICMP Message Type Please Select

IPv6 DSCP

Flow Label

Time Range

Action @ Permit (& Deny

FlowLabel (0-1048575) |

IPv Address | | ICMP | | IPvi DSCP | | Flow Label |
IPv6 Address
@ Any @ Any
Source — Destination S—
P o P
ICMP

-

ICWP Message Type (0-265)  |MessageCode (0-258) |

DSCP (0-63) Please Select - I:I

[ Back ] [ Mext ]

Figure 8-23 ACL Configuration Wizard (Add Rule for IPv6 ACL) ICMP window

The dynamic fields that can be configured are described below:
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Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

Specify ICMP Message Type Select the ICMP message type used here.

ICMP Message Type When the ICMP Message Type is not selected, enter the ICMP
Message Type numerical value used here. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

Message Code When the ICMP Message Type is not selected, enter the Message
Code numerical value used here. When the ICMP Message Type is
selected, this numerical value will automatically be entered.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Flow Label Enter the flow label value here. This value must be between 0 and
1048575.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from

are Permit and Deny.
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After selecting the Protocol ID option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-65535) l:l Auto Assign
Protocol Type Protocol ID M I:l (0-255) Fragments
Assign rule criteria
IPv6 Address || IPv6 DSCP || Flow Label |
IPvG Address
@ Any @ Any
Source Destination —_—
IPv6 IPv6 20121
Prefienatn [ ] Prefctengtn [ ]

IPv6 DSCP

DSCF (0-63) Please Select ~| |
Flow Label

FlowLabel 0-10d8575) |

Time Range

Action @ Permit Deny

| Back | | Next

Figure 8-24 ACL Configuration Wizard (Add Rule for IPv6é ACL) Protocol ID window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Protocol Enter the Protocol ID value used here. This value must be between 0
and 255.

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from

are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Flow Label Enter the flow label value here. This value must be between 0 and
1048575.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from
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‘ are Permit and Deny.

After selecting the ESP option as the Protocol Type, the following section will appear.

0 guratio

ACL Configuration Wizard

@ Sequence No. (1-65535)

VWIZE

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

L] ©mssion

IPvG DSCP

Flow Label

Time Range

DSCP (0-63) Please Select

FlowLabel (0-1048575) |

Action @ Permit

Protocol Type - (0-255) Fragments
Assign rule criteria
IPv6 Address || Flow Label |
IPv6 Address
@ Any @ Any

Host Host

Source Destination -
IPvi IPvi L=

L1

Back J Next

Figure 8-25 ACL Configuration Wizard (Add Rule for IPv6 ACL) ESP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments

Select the Fragments option to include packet fragment filtering.

Source

Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination

Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

DSCP

Select or enter the DSCP value used here. This value must be
between 0 and 63.

Flow Label

Enter the flow label value here. This value must be between 0 and
1048575.

Time Range

Enter the name of the time range to associate with this ACL rule.
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Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the PCP option as the Protocol Type, the following section will appear.

0 gurato wizard
ACL Configuration Wizard

Access-List Assignment == Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-65535) [ 1 ®auoassion
Protocol Type PCP M (0-255) Fragments
Assign rule criteria
IPv Address || IPvG DSCP || Flow Label |
IPvG Address
@ Any @ Any
Source — Destination —
IPVG 2012:1 1= 2012:1
Premxtenan [ ] Premxtenon [ ]
IPvi DSCP

DSCP (0-63) Please Select | |
Flow Label

FlowLabel 0-10d8575) |

Time Range

Action @ Permit Deny

Back I Next

Figure 8-26 ACL Configuration Wizard (Add Rule for IPv6é ACL) PCP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Flow Label Enter the flow label value here. This value must be between 0 and
1048575.
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Time Range

Enter the name of the time range to associate with this ACL rule.

Action

Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the SCTP option as the Protocol Type, the following section will appear.

0 guratio yviZzard

ACL Configuration Wizard

Access-List Assignment == Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

Host
Source
IPv6

IPv6 DSCP

Flow Label
FlowLabel 0-10d8575) |

Time Range

Action @ Permit Deny

i@ Sequence No. (1-65535) l:l Auto Assign
Protocol Type SCTP M (0-255) Fragments
Assign rule criteria
IPv6 Address || IPv6 DSCP || Flow Label |
IPvG Address
@ Any @ Any

Prefctengn[ ] Prectengn [ ]

DSCP (0-63) Please Select | |

Host

Destination B
1= 2012:1

[ Back I Next

Figure 8-27 ACL Configuration Wizard (Add Rule for IPv6 ACL) SCTP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments

Select the Fragments option to include packet fragment filtering.

Source

Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination

Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

DSCP

Select or enter the DSCP value used here. This value must be
between 0 and 63.

Flow Label

Enter the flow label value here. This value must be between 0 and
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1048575.
Time Range Enter the name of the time range to associate with this ACL rule.
Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

After selecting the None option as the Protocol Type, the following section will appear.

0 guratio ywiZard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@ Sequence No. (1-65535) [ ] autoAssion
Protacol Type None - l:l (0-255) Fragments
Assign rule criteria
IPv6 Address || IPvG DSCP || Flow Label |
IPvG Address
@ Any @ Any

Host

Host

Source Destination

IPvE IPvE

IPv6 DSCP
DSCF (0-63) Please Select hd l:l
Flow Label

FlowLabel (0-1048575) |

Time Range

Action @ Permit Deny

Back I Next

Figure 8-28 ACL Configuration Wizard (Add Rule for IPv6é ACL) None window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Fragments Select the Fragments option to include packet fragment filtering.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IPv6. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IPv6 address here.
When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IPv6. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s
IPv6 address here. When the IPv6 option is selected, the Prefix
Length option will also be available. Enter the destination IPv6
address and prefix length value in the spaces provided.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.
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Flow Label Enter the flow label value here. This value must be between 0 and
1048575.

Time Range Enter the name of the time range to associate with this ACL rule.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

Click the Back button to return to the previous window.

Click the Next button to continue.

After clicking the Next button, the following window will appear.

a onfiguration Wizard

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Which port{s) do you want to apply the Access-List?
Unit From Port To Port Direction
1 M eth1/0/1 - eth1/0/1 - In -

[ Back ] [ Apphy ]

Figure 8-29 ACL Configuration Wizard (Apply Port) window

The fields that can be configured are described below:

Unit Select the switch unit that will be used for this configuration here.
From Port / To Port Select the appropriate port range used for the configuration here.
Direction Select the direction here. Option to choose from is In.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

ACL Access List

This window is used to view and configure the ACL access list settings.

To view the following window, click ACL > ACL Access List, as shown below:

a ACCesSs LIS

ACL Access List

e A+ emauss [ © ot
TotalEntries: 0
Lo sciane | sct e | sanseperceto T N

[Clear All Counter] [ Clear Counter ] [ Add Rule ]

I S N S S R

Figure 8-30 ACL Access List window

The fields that can be configured are described below:
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Parameter ‘ Description

ACL Type Select the ACL profile type to find here. Options to choose from are
All, IP ACL, IPv6 ACL, MAC ACL, and Expert ACL.

ID Enter the ACL ID here. The range is from 1 to 14999.

ACL Name Enter the ACL name here. This name can be up to 32 characters long.

Click the Find button to locate a specific entry based on the information entered.
Click the Add ACL button to create a new ACL profile.

Click the Clear All Counter button to clear all the counter information displayed.
Click the Clear Counter button to clear the counter information for the rule displayed.
Click the Add Rule button to create an ACL rule for the ACL profile selected.

Standard IP ACL

After clicking the Add ACL button, users can create a new ACL profile, as shown below:

Add ACL Access List

ACL Type Standard IP ACL

ID (1-1999) |

ACL Name |32 chars

MHote: The first character of ACL name must be a letter.

Figure 8-31 Standard IP ACL (Add ACL Access List) window

The fields that can be configured are described below:

Parameter ‘ Description

ACL Type Select the ACL profile type here. Options to choose from are Standard
IP ACL, Extended IP ACL, Standard IPv6 ACL, Extended IPv6
ACL, Extended MAC ACL, and Extended Expert ACL.

ID Enter the ACL ID from 1 to 1999.

ACL Name Enter the ACL profile’s name here. This name can be up to 32
characters long.

Click the Apply button to create the new ACL profile.

After creating a Standard IP ACL profile, the newly created Standard IP ACL profile will be displayed in
the ACL profile display table, as shown below:
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ACCESS LIS

ACL Access List

ACLType Al - @me-ta999 [ ] OACLName Find

Total Entries: 1 Add ACL

o s oe s soqence comrse s ||
StandardIP Standard IP ACL Disabled [ Edit |[ Delete |

o] [ N 2 T el

Clear All Counter| | Clear Counter Add Rule
I S N N R

Figure 8-32 Standard IP ACL (Main) window

Click the Edit button to re-configure the specific ACL profile.
Click the Delete button to remove the specific ACL profile.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

To add an ACL rule in the ACL profile, select it (the ACL profile will toggle to the bold font), and click the
Add Rule button.

ACCESS LIS
ACL Access List
RTE - ewo@uwy [ ] ©acname
Total Entries: 1 ,q,dd ACL
o]t S e o T T
StandardiP Standard IP ACL [ Edit |[ Delete |
[l EETHEE
StandardIP (ID: 1) Rule Clear All Counter| | Clear Counter Add Rule
Coworcoio —dowm | o | mewome | G |

Figure 8-33 Standard IP ACL (Selected) window

After selecting the ACL profile and clicking the Add Rule button, users can configure the new ACL rule, in
the selected ACL profile, as shown below:

Add A

Add ACL Rule

o 1

ACL Mame Standard/P

ACL Type Standard IP ACL

Sequence No. (1-65535) |:| (fitisnt specified, the system automatically assigns.)
Action @ Permit () Deny

Match IP Address

@ Any @ Any

Owest [ ] Owest [ ]
Source Destination

or [ or [ 1]
Time Range

[ Back ][ apply |

Figure 8-34 Standard IP ACL (Add Rule) window
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The fields that can be configured are described below:

Parameter ‘ Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and
65535. If this value is not specified, the system will automatically
generate an ACL rule number for this entry.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Time Range Enter the name of the time range to associate with this ACL rule.

Click the Back button to discard the changes made and return to the previous page.

Click the Apply button to accept the changes made.

To enable the Counter State option or to enter a Remark for the profile, click the Edit button, next to the
specific ACL profile (found in the ACL profile table).

ACL Access List
ACL Type Al v ® ID(1-14999) [ ] ©acLName
Total Entries: 1
I N T I T T
StandardIP Standard IP ACL Disabled - Apply Delete

1n [ Go
StandardIP (ID: 1) Rule [clear ANl Counter] [ Clear Counter | [ Add Rule
m“—

Permit any any
11 4] S

Figure 8-35 Standard IP ACL (Edit ACL) window

The fields that can be configured are described below:

Parameter ‘ Description

Start Sequence No. Enter the start sequence number here.
Step Enter the sequence number increment here.
Counter State Select to enable or disable the counter state option here.

201



DGS-1510 Series Gigabit Ethernet SmartPro Switch Web Ul Reference Guide

Remark Enter an optional remark that will be associated with this profile here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

To view the list of rules, that are associated with an ACL profile, select the ACL profile (found in the ACL
profile table). The rule of ACL rules, connected to the selected ACL profile, will be displayed in the ACL
rule table, as shown below:

a ACCESS LIS

ACL Access List

sttee Al - epwuwsy [ ] ©Acname

Total Entries: 1

Add ACL

Cm g e g
StandardIP Standard IP ACL Enabled [ edt |[ Delete |
[ EEEEE =
StandardIP (ID: 1) Rule Clear All Counter| | Clear Counter Add Rule
I S S "
Permit any any {Ing: O packets)

] =17 Nl T el

Figure 8-36 Standard IP ACL (Rule Display) window

Click the Delete button to remove the specific ACL rule.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Extended IP ACL

After cI|ck|ng the Add ACL button, users can create a new ACL profile, as shown below:

A0d F ACCESS LIS

Add ACL Access List

ACL Type Extended IP ACL t]
ID (2000-3999) | |

ACL Mame |32 chars |

MWote: The first character of ACL name must be a letter.

Figure 8-37 Extended IP ACL (Add Profile) window
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The fields that can be configured are described below:

Parameter ‘ Description

ACL Type Select the ACL profile type here. Options to choose from are Standard
IP ACL, Extended IP ACL, Standard IPv6 ACL, Extended IPv6
ACL, Extended MAC ACL, and Extended Expert ACL.

ID Enter the ACL ID from 2000 to 3999.

ACL Name Enter the ACL profile’s name here. This name can be up to 32
characters long.

Click the Apply button to create the new ACL profile.

After creating an Extend IP ACL profile, the newly created Extend IP ACL profile will be displayed in the
ACL profile display table, as shown below:

a ACCESS LIS

ACL Access List

AGLType Al - © 1D (1-14299) [ ] Onactname
Total Entries: 2 Add ACL
StandardlP Standard IP ACL Enabled [ Edit |[ Delete |
2000 ExtendlP Extended IP ACL 10 10 Disabled [ edt || Delete |

n [ 1| S
Clear All Cuunte_r] Clear Cuunti][ Add Rule ]

[omcato e | e metwe | comer |

Figure 8-38 Extended IP ACL (Main) window

Click the Edit button to re-configure the specific ACL profile.
Click the Delete button to remove the specific ACL profile.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

To add an ACL rule in the ACL profile, select it (the ACL profile will toggle to the bold font), and click the
Add Rule button.

a ACCESS LIS

ACL Access List

ACLType Al - © ID(1-14999) [ ] OacLname
Total Entries: 2 Add ACL
StandardlP Standard IP ACL Enabled [ Edit |[ Delete |
2000 ExtendIP Extended IP ACL 10 10 Disabled [ edt || Delete |
n [ 1| S
ExtendIP (ID: 2000) Rule Clear All Counter] [ Clear Counter | [ Add Rule

e e =~ i

Figure 8-39 Extended IP ACL (Selected) window

After selecting the ACL profile and clicking the Add Rule button, users can configure the new ACL rule, in
the selected ACL profile, as shown below:
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Add A Bule

Add ACL Rule
D 2000
ACL Name ExtendIP
ACL Type Extended IP ACL
Sequence No. (1-65535) I:I (IFitisnt specified, the system automatically assigns )
Action @ Permit Deny
Protocol Type TCP M l:l (0-255) Fragments
Match IP Address
@ Any @ Any
Source Destination
L e T
Wideard [ ] Widcard[ ]
Match Port
Source Port Please Select =~
[ Jwesssm [ Jwoesss
Destination Port Please Select =
[ Jwesssm [ Jwesss
TCP Flag ack fin psh rst syn urg

@ IP Precedence Please Select v ToS Please Select hd
DSCP (0-63) ]

Time Range

Back | | Apply

Figure 8-40 Extended IP ACL (Add Rule) window

This is a dynamic page. Every selection made in the Protocol Type drop-down list will change the bottom
part of this window.

The fixed fields that can be configured are described below:

Parameter ‘ Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and
65535. If this value is not specified, the system will automatically
generate an ACL rule number for this entry.

Action Select the action that this rule will take here. Options to choose from
are Permit and Deny.

Protocol Type Select the protocol type option here. Options to choose from are TCP,
UDP, ICMP, EIGRP, ESP, GRE, IGMP, OSPF, PIM, VRRP, IP-in-IP,
PCP, Protocol ID, and None.

After selecting the TCP option as the Protocol Type, the following page and parameters will be available,
as shown below:
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Add /2 Bule

Add ACL Rule
D 2000
ACL Name ExtendIP
ACL Type Extended IP ACL
Sequence No. (1-65535) I:I (IFitisnt specified, the system automatically assigns )
Action @ Permit Deny
Protocol Type TCP M l:l (0-255) Fragments
Match IP Address
@ Any @ Any
Source Destination
L e T
Wideard [ ] Widcard[ ]
Match Port
Source Port Please Select =~
[ Jwesssm [ Jwoesss
Destination Port Please Select =
[ Jwesssm [ Jwesss
TCP Flag ack fin psh rst syn urg
@ IP Precedence Please Select v ToS Please Select hd
30P (053 —
Time Range
| Back I Apply

Figure 8-41 Extended IP ACL (Add Rule) TCP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Source Port Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
selecting the # option, all ports, excluding the selected port, will be
used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
number(s) can manually be entered in the space(s) provided, if the
port number(s) is/are not available in the drop-down list.
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Destination Port Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

TCP Flag Tick the appropriate TCP flag option to include the flag in this rule.
Options to choose from are ack, fin, psh, rst, syn, and urg.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.

After selecting the UDP option as the Protocol Type, the following page and parameters will be available,
as shown below:

Acd A Rule

Add ACL Rule

|8} 2000
ACL Name ExtendIP
ACL Type Extended IP ACL
Sequence No. (1-85535) [ ] uritisntspecified, the system automatically assigns )
Action @ Permit ) Deny
Protocol Type UpDP h l:l (0-255) Fragments
Match IP Address
@ Any @ Any
Source Destination
or [ or [
Wideard [ ] Wildeard[ ]
Match Port
Source Port Please Select -
[ losssas [ wosssas
Destination Port Please Select -
[ Jwesss [ Jwoesss
@ P Precedence Please Select - ToS Please Select -

2 0scp 053 —

Time Range

[ Back ][ Apply J

Figure 8-42 Extended IP ACL (Add Rule) UDP window

The dynamic fields that can be configured are described below:
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Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will be
ignored. The bit corresponding to the bit value 0 will be checked.

Source Port Select and enter the source port value here. Options to choose from
are =, >, <, #, and Range. When selecting the = option, the specific
selected port number will be used. When selecting the > option, all
ports greater than the selected port, will be used. When selecting the <
option, all ports smaller than the selected port, will be used. When
selecting the # option, all ports, excluding the selected port, will be
used. When selecting the Range option, the start port number and end
port number selected, of the range, will be used. Alternatively, the port
number(s) can manually be entered in the space(s) provided, if the
port number(s) is/are not available in the drop-down list.

Destination Port Select and enter the destination port value here. Options to choose
from are =, >, <, #, and Range. When selecting the = option, the
specific selected port number will be used. When selecting the >
option, all ports greater than the selected port, will be used. When
selecting the < option, all ports smaller than the selected port, will be
used. When selecting the # option, all ports, excluding the selected
port, will be used. When selecting the Range option, the start port
number and end port number selected, of the range, will be used.
Alternatively, the port number(s) can manually be entered in the
space(s) provided, if the port number(s) is/are not available in the
drop-down list.

IP Precedence Select the IP precedence value used here. Options to choose from are
0 (routine), 1 (priority), 2, (immediate), 3 (flash), 4 (flash-override),
5 (critical), 6 (internet), and 7 (network).

ToS After selecting the IP precedence value, select the Type-of-Service
(ToS) value that will be used here. Options to choose from are 0
(normal), 1 (min-monetary-cost), 2 (max-reliability), 3, 4 (max-
throughput), 5, 6, 7, 8 (min-delay), 9, 10, 11, 12, 13, 14, and 15.

DSCP Select or enter the DSCP value used here. This value must be
between 0 and 63.

Time Range Enter the name of the time range to associate with this ACL rule.
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After selecting the ICMP option as the Protocol Type, the following page and parameters will be
available, as shown below:

Add 2 =M

Add ACL Rule
D 2000
ACL Name ExtendIP
ACL Type Extended IP ACL
Sequence Mo (1-65535) l:l (Ifitisnt specified, the system automatically assigns.)
Action @ Permit Deny
Protocol Type ICMP hd l:l (0-255) Fragments
Match IF Address
@ Any @ Any
Source Destination
e [ e [
Wideard [ ] Wideard[ ]
Match ICMP
Specify ICMP Message Type Please Select -
ICMP Message Type (0—255)|:|Message Code (0—255)|:|
@ IP Precedence Please Select v ToS Please Select v
o3P (083 —
Time Range
| Back J Apply

Figure 8-43 Extended IP ACL (Add Rule) ICMP window

The dynamic fields that can be configured are described below:

Parameter ‘ Description

Source Select and enter the source information here. Options to choose from
are Any, Host, and IP. When the Any option is selected, any source
traffic will be evaluated according to the conditions of this rule. When
the Host option is selected, enter the source host’s IP address here.
When the IP option is selected, the Wildcard option will also be
available. Enter the group of source IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose
from are Any, Host, and IP. When the Any option is selected, any
destination traffic will be evaluated according to the conditions of this
rule. When the Host option is selected, enter the destination host’s IP
address here. When the IP option is selected, the Wildcard option will
also be available. Enter the group of destination IP addresses by using
a wildcard bitmap. The bit corresponding to the bit value 1 will