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Section 1 - Product Overview

Package Contents

* D-Link DCS-3411/3430 Day & Night Network Camera
» CAT5 Ethernet Cable

* Power Adapter

e Manual and Software on CD

e Quick Install Guide

 Camera Stand

* 2 Antennas (DCS-3430 only)

Note: Using a power supply with a different voltage than the one included
with the package will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e Windows® XP or Windows Vista®

e At least 256MB of memory (512MB recommended)

* An available Ethernet connection

* Wireless 802.11n network (for DCS-3430 only)

e Internet Explorer 6.x or higher Internet Web Browser

* VGA card resolution: 800x600 or above

* CPU: 1.7GHz or above processor (2.8GHz plus processor with 512MB memory and a 32MB video card is required for
multiple camera viewing and recording using the D-ViewCam software)

D-Link DCS-3411/3430 User Manual



Section 1 - Product Overview

Introduction

The D-Link DCS-3411/3430 Day & Night Network Camera is a powerful surveillance system that can connect to your network. The DCS-
3411/3430 differs from a conventional PC Camera because it is a stand-alone system with a built-in CPU and Web server, providing
low-cost solution capable of solving demanding security and home/office monitoring needs. It is designed with an aluminum cast
for maximum heat dissipation and better protection. Snapshot enables you to save a snapshot image directly form a Web browser
to a local hard drive without installing any software. H.264 can reduce the size of video stream around 80% compared with the
Motion JPEG and as much as 50% when compared with MPEG4. Using less network bandwidth and storage space allows the DCS-
3411/3430 to be a very cost effective network camera. With 0.5 lux light sensitivity, the DCS-3411/3430 is capable of capturing video
in rooms with minimal lighting. With optional Day & Night Auto Iris lens, IR LED lens or night vision illuminator, you can customize
your surveillance application to enable low light or night vision video streaming. You can also zoom in using the DCS-3411/3430’s
16x digital zoom feature. The DCS-3411/3430 gives you the ability to monitor video and audio in you home/office using an Internet
browser anywhere in the world! Simple installation procedures, along with the built-in Web-based interface offers easy integration
to your network environments.

Note: Use of audio or video equipment for recording the image or voice of a person without their knowledge and consent is prohibited
in certain states or jurisdictions. Nothing herein represents a warranty or representation that the D-Link product provided herein is
suitable for the end-user’s intended use under the applicable laws of his or her state. D-Link disclaims any liability whatsoever for
any end-user use of the D-Link product, which fails to comply with applicable state, local, or federal laws.
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Section 1 - Product Overview

Features

 Multiple Stream Types: Choose between H.264 / MPEG4 / MJPEG depending on the type of application the camera is being used for. When
using H.264 you can reduce the bandwidth and storage needs by up to 80% when compared to MJPEG or by up to 50% when compared
with MPEGA4.

 Supports a Variety of Protocols: Supporting TCP/IP networking, SMTP e-mail, HTTP and other Internet related protocols, the DCS-
3411/3430 Network Camera can be integrated easily into other Internet/Intranet applications because of its standards-based features.

* Remote Snapshot Images: Using the Snapshot feature, you save snapshots directly from the Web browser to a local hard drive without
installing any software, making it convenient to instantly capture any moment from a remote location.

* Low Light Recording and 16x Digital Zoom: The DCS-3411/3430’s 0.5 lux light sensitivity allows you to capture video in rooms with minimal
lighting, making it ideal for use at night time. The camera also features 16x digital zoom for closer viewing.

* Optional Day & Night Auto iris lens, IR LED Lens or night vision illuminator?, you can customize your surveillance application to enable low
light or night vision video streaming.

e Web Configuration: Using the Web browser, administrators can configure and manage the Network Camera directly using the web browser
via Intranet or Internet. Up to 10 accounts with different settings can be created and controlled by the administrator.

* Built-in BNC (Bayonet Neil-Concelman) connector is used for professional video connections. It benefits users who integrate digital IP
camera into traditional system (CCTV) for both analog and digital video streaming purposes.

 Powerful Surveillance and Remote Monitoring Utility: An administrator is assigned with a pre-defined user ID and password, can modify
the Network Camera settings from a remote site via Intranet or Internet. Administrators are allowed to monitor the video image, record the
video image to a hard drive, and take snapshots.

* Broad Range of Applications: With today’s high-speed Internet, the Network Camera provides the ideal solution for remotely monitoring
live video images over the Intranet and Internet. The DCS-3411/3430 allows remote access using an Internet Explorer or web browser for
live image viewing with audio and allows the administrator to manage and control the Network Camera anywhere and anytime. Apply the
Network Camera to monitor various objects and places such as homes, offices, banks, hospitals, child-care centers, amusement parks and
other varieties of industrial and public monitoring. The Network Camera can also be used for intruder detection with its motion-detection
mode, capture still images and video images for archiving and many more applications.

D-Link DCS-3411/3430 User Manual 5



Section 1 - Product Overview

Hardware Overview

Ethernet Cable Connector (PoE only with 3411)

The Network Camera’s back panel features an RJ-45 connector
for connections to 10Base-T Ethernet cabling or 100Base-TX Fast
Ethernet cabling. This network port supports the NWay protocol,
allowing the Network Camera to automatically detect or negotiate
the transmission speed of the network.

Audio Out Connector

The DCS-3411/3430 provides an Audio
Out connector to be used for 2-way audio.
Speakers (not included) may be connected
to the camera to provide audio for 2-way
communication.

BNC

The BNC connector is used for professional video
connections. It benefits users who integrate digital
IP camera into traditional system (CCTV) for both
analog and digital video streaming purposes.

Iris Level

Used only when the DC-Iris lens
is connected to the camera. When
adjusting the Iris level, you can
determine the brightness of the video
images.

Reset Button

Reset will be initiated when the reset
button is pressed once and held until
the Power LED flashes through its

cycle twice.

Microphone Connector
The DCS-3411/3430 Day & Night Network
Camera has an internal microphone built-in.
However, you have the option of using an
external microphone by plugging it into the
microphone connector.
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Section 1 - Product Overview

Hardware Overview

DC Power Connector

The DC power input connector is located
on the DCS-3411/3430 Network Camera’s
back panel and is labeled 12V DC with a
single socket to supply power to the Network
Camera.

I/0 Connector

The DCS-3411/3430 provides a terminal block with three
pairs of connectors situated on the back panel. Two pairs
are for input and the other is for output. The I/0 connectors
provide the physical interface to send and receive digital
signals to and from a variety of external devices.

Antenna Connectors (DCS-3430)
Connects to the wireless antennas.

Link LED

12V=1.25A

Once a connection has been established via Ethernet
port, the LINK LED will turn solid green. If traffic is
passing to the camera the LINK LED will blink. If no
Ethernet connection is detected the LINK LED will not

light up.

Power LED

The power LED is on the back of the camera.
As soon as the power adapter is connected
to the camera, the LED will turn red. Once
a connection has been established via
Ethernet port, the LINK LED will turn solid
green. If traffic is passing to the camera
the LINK LED will blink. If no Ethernet
connection is detected the LINK LED will
not light up.
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Section 1 - Product Overview

Hardware Installation

Attach the Antennas (DCS-3430 only)

Locate the antennas included with your DCS-3430, and attach them to the antenna connectors
located on the back of the DCS-3430.

Connect the Ethernet Cahle

Connect an Ethernet cable to the network cable connector located on the Network Camera’s back
panel and attach it to the network.

Attach the External Power Supply

Attach the external power supply to the DC power input connector located on the Network Camera’s
back panel (labeled DC 12V) and connect it to an AC power outlet.

Note: When you have a proper connection, the LED will turn red. The light may cycle on and off
and your computer may show an intermittent loss of connectivity, this is normal until you have
configured your Network Camera.

Connect Using Power-0ver-Ethernet

Once you connect an Ethernet cable to your PoE switch or adapter, the Power LED on the DCS-3411/3430 will turn red to indicate a
proper connection.
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Section 1 - Product Overview

The Network Camera comes with a camera stand with a swivel ball screw head that can be attached to the Network Camera bottom
socket cavity. Attach the camera stand to the Network Camera and station it for your application. There are holes located in the base
of the camera stand allowing the Network Camera to be mounted to the ceiling, or any wall securely.

Socket for camera stand J
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Section 2 - Installation

Software Installation

Turn on the computer and Insert the D-Link DCS-3411/3430 Driver CD in the CD-ROM drive. The step-by-step instructions that
follow are shown in Windows® XP. The steps and screens are similar for the other Windows operating systems.

DAY & NIGHT NETWORK CAMERA
WIRELESS N DAY & NIGHT NETWORK CAMERA

Click Setup Wizard } @ Setup Wizard

= ffdshow
= View Documentation
= Install D-ViewCam
= Support T —
. - .
-
_ | )

DCS-3411/DCS-3430 | Business Class Networking

If the CD Autorun function does not automatically start on your computer, click Windows Start > Run. In the Run command box type
“D:\autorun.exe”, where D: represents the drive letter of your CD-ROM. If it does start, proceed to the next screen.

D-Link DCS-3411/3430 User Manual 10



Section 2 - Installation

Click Next to continue.

Click Next &

Welcome to the InstallShield Wizard for Setup
Wizard SE

The InztallShield® Wizard will inztall Setup Wizard SE on
your computer. To continue, click Mext.

Cancel

e—

Click Yes to accept the License Agreement.

InstallShield Wizard

Licenze Agreement

Fleaze read the following license agreement carefully.

Preszs the PAGE DOWN key to zee the rest of the agreement.

D-Link Software Licenze Agreement
General Terms [

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS SOFTWARE.
D-LINE SYSTEMS, INC. ["D-LINK"] WILL LICENSE THE SOFTWARE TO YvOU ONLY IF
0L FIRST ACCEPT THE TERMS OF THIS AGREEMENT. BY INSTALLING AWNDAOR
USING THE SOFTWARE vOU AGREE TO THESE TERMS. IFYOU DO MOT AGREE
TO THE TERMS OF THIS AGREEMENT, PROMPTLY RETURMN THE UNUSED
SOFTWARE TO THE PARTY [D-LINK OR ITS AUTHORIZED RESELLER] FROM

Do you accept all the terms of the preceding License Agreement? [ vou chooge Mo, the
zetup will cloze. Toinstall Setup \Wizard SE, you must accept this agreement.

< Back Yes Hno

Click Yes &
a
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Section 2 - Installation

To start the installation click Next.

Note: The installation may take several minutes to complete.

Choose Destination Location

Select folder where Setup will install files.

Setup will install Setup wizard SE in the following folder.

To install to thiz folder, click Mext. To install to a different folder, click Browse and select
another folder.

- Destination Folder

C:\Pragram Files\D-Link»5 etup'wizardSE Browsze. .. ]

Cancel |

Click Next &
i

Setup Status

Setup Wizard SE Setup iz performing the requested operations.

Cancel

D-Link DCS-3411/3430 User Manual
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Section 2 - Installation

Click Finish to complete the installation.

D-Link S5etup Wizard SE

Click Finish to complete Setup Wizard SE Setup.

¥ i would like ta launch Setup \Wizard SE |

Click Finish J
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Section 2 - Installation

Now, click on ffdshow from the autorun screen. This will install the proper codecs that will allow you to playback video taken by the

DCS-3411/3430.
DAY & NIGHT NETWORK CAMERA
WIRELESS N DAY & NIGHT NETWORK CAMERA

= Setup Wizard

Click ffdshow } © fidshow

= View Documentation

= |nstall D-ViewCam

= Support

DCS-3411/DCS-3430 | Business Class Networking

fidshow: Licenze A greement

This will install FFdshow MPEG4 decoder. Please read the license terms below befare installing.

GMU GENERAL PUBLIC LICENSE ~
Yersion 2, June 1991 E
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Evervone is permitted to copy and distribute verbatim copies
of this license document, buk changing it is not allowed,

Preamble

The licenses for most software are designed to take away your
freedom ko share and change it. By contrast, the GHU General Public
License is intended ko guarantee vour freedom bo share and change free
software--to make sure the software is free for all its users, This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using ik, {Some other Free Software Foundation software is covered by
the GMU Library General Public License instead.} ‘ou can apply it to w

Click I Agree arest p [ Thoee
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Section 2 - Installation

Select Language, and then click OK.

Select Setup Langnage [r)( |
A]  Select the language to use during the installation:
I

JLY

| Eﬂgli:::h

Click OK ' ’[ (1] 4 H Cancel ]

vl

]',;.E! Setup - fidzshow

ffdshow [rev 2033] [2008-07-05]

Thiz will inztall ffidshow on your computer.

It iz recommended that you close all other applications before
continuing.

Click Mest to continue, or Cancel to esxit Setup.

C“Ck Next ' }L Mewt > |[ Cancel
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Section 2 - Installation

]‘;.El Setup - fidzhow

Select Destination Location (@
Where should fdshow be ingtalled? !

D Setup will install fdshow into the following folder.

To continue, click Mext. IF you would like to select a ditferent folder, click Browse.

I:Z:"-.F'r-:u:rarn Files'ffdshow | [ Browse.

At least 1.6 ME of free disk space is required.

[ = "“ Mt > ][ Cancel ]

Click Next

'|i.:..EL Setup - fidshow E”E tad

Select Components (
Which components should be installed? L @

Select the compaonents you want ta install; clear the components you do not want to
inztall. Click Mest when vou are ready to continue,

[=]:Fdzhaw DirectShow filter 10.2 MB:
WPW interface 0.8 ME
[] AwiSunth scripts serving 0.1 MB
[] &pplication plagins:

[] &wiSynth 0.1 mMB
[] wirtualDub 0.1 e
[ D5 caler 0.1 e

Current zelection requires at least 11.6 MEB of dizk space.

[ s ’” Meut » l[ Cancel ]

Click Next
ﬁ

D-Link DCS-3411/3430 User Manual
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Section 2 - Installation

i'nzl Setup - fidshow

Select Start Menu Folder {@
Wwhere zhould Setup place the program's shortcuts’? ]

Setup will create the program's shortcuts in the following Start bMenu folder.

To continue, click Mest. [f pou would like to zelect 5 different folder, click Browse.

| ffdzhow | [ Browse.

[ Don't create a Start Menu folder

C“Ck Next { e H»[ Mext » ] [ Cancel ]
ﬁ
]ig.q Setup - fidshow |T| |E| &|
Select Additional Tasks (@
Wwhich additional tasks should be performed? !
Select the additional tasks vou would like Setup to perform while instaling fidshow, then
click Mest.
[C]Reset all fidshow settings ~
[Decode the following video formats with fdshow: i=
H.264 / AVC
Dl
Fid
Generic: MPEG-4
FLW1T, FLW4
H.263
1 MPEG-1 5
C“Ck Next { :!!»” Mext » l [ Cancel l
—

D-Link DCS-3411/3430 User Manual

17



Section 2 - Installation

]'.;.E! Setup - fidshow

Management of Compatibility |zzues [¥IDED) r@
Because afew games crazh or freeze with ffdshow installed !

wie recommend pou gelect 'Use fidzhow only in the following applications'. —

Lizt the names of executable files which are compatible with ffdshow wideo decoder, one
per line.

3 Do not limit

(®) I ze ffdshow only in the following applications:

JwPlayer. exe s
ACDSeellexe
ACDSeeh exe
ACDSeek exe
ACDSeeT eue
ACDSesd exe
ACDSes8pro.exe
ACDSeel exe
ACDSeePod exs

[] Don't ask me again

C“Ck NeXt [ EUF’H Mest » ][ Cancel ]
ﬁ

'|'.;..EL Setup - fidshow E”§|E|

Management of Compatibility Issues [AUDIO] (ﬁ
This time, AUDI0 decoder configuration. Pleaze configure as well -

Y'ou can change these options later on the "DirectShow contral’ zeftings page. il

List the names of executable files which are compatible with ffdzhow audio decoder, one
per line.

(3 Do not limit

() iUze fidzhaw only in the following applications:

| FwPlayerexe -~
ACDSee1lexe E
ACDSeeb exe

ACDSeeb.exe

ACDSee? exe

ACDSeed exe

ACDSeeBpro.exe

ACDSeel.exe

ALCDSeePod exe

[] Don't ask me again

C“Ck NeXt [ %H Ment = ][ Cancel ]
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Section 2 - Installation

Select the speaker from your PC, and then click Next.

]',;.EL Setap - fidshow

Speaker Setup fﬁ
Select the speaker zetup below that iz most zsimilar to the configuration on your |
computer. Y'ou can change it using "Miser'' zettings after ingtallation. il

Speaker getup:

3 1.0 [mana)

() 2.0 [Head phone)
®i
(3 3.0 (front 3ch)

() 4.1 [quadro + subwoofer)

() 5.0 [frant 3ch + rear 2ch)

(3 8.1 [front 3ch + rear 2ch + subwoofer]

real

(3 7.1 [fromt 3ch + side 2ch + rear 2ch + subwoofer]
() Disable Mixer

Click Next
ﬁ

Click Install

[ 5...»” Mest » ][ Cancel ]

i'.:.zL Setup - ffdshow

Ready to Install {
Setup iz now ready to begin installing ffdzhow on pour computer.

Click Install to continue with the inztallation, or click Back if pou want to review or
change any zettings.

Destination locatior:
C:\Program Filez\fHdshow 1

Setup type:
Mormal

Selected components:
ftdzhow DirectShow filker
WPW interface

Start Menu folder:
fidzhow

[ :!!l*“ Inztal |l Cancel ]

D-Link DCS-3411/3430 User Manual
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Section 2 - Installation

' {5 Setup - ffdsh
|nSta|||ng o Setnp show

Installing
Fleaze wait while Setup installz ffdshow on pour computer. !

Euxtracting filez...
C:%Program Fileshffdshowhlanguageshfidshow, 1028.tc

]',;.EL Setup - fidshow

Completing the ffdshow Setup
Wizard

Setup has finizhed installing ffdshow on wour computer. The
application may be launched by zelecting the installed icons.

Click Finizh to exit Setup.

[1Run audio decoder configuratior

[] Run video decoder configuration

[ RunvPw caonfiguration

Click Finish _ § >

D-Link DCS-3411/3430 User Manual
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link Network Camera using the Setup Wizard.

Setup Wizard Configuration

Click on the D-Link Setup Wizard SE icon that was created in your Windows Start menu.

Accessories
Acer

Acer Empowering Technology admin
Acer GridVista

Acer OrbiCam Documents
AcerSystem

Adobe Master Collection C53 Pictures
Catalyst Control Center

Catalyst Install Manager Music
Core FTP

Corel VideoStudio 12
CyberLink PowerProducer
DAEMON Tools

D-Link

| D-ViewCam

Games

Recent Items

Computer

| Installation Wizard 2 Network
| Setup Wizard SE

C“Ck D'Liﬂk setllp Wizard SE } EAD—LinkSe‘[up Wizard SE N Connect To

@ Uninstall Setup Wizard SE
eWorld Control Panel
Easy Search For New Ul
Extras and Upgrades Default Programs
ffdshow
FileZilla FTP Client
Games

Help and Support

iTunes
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Section 3 - Configuration

The Setup Wizard will appear and show the MAC address of the DCS-
3411/3430 and an IP Address (which may or may not be correct depending
on what you have your DCS-3411/3430 connected to). If you have a DHCP
server on your network, there will be a valid IP Address displayed here. Click
the Wizard button to continue.

Note: A DHCP server is a device that supplies the IP address.

Enter the admin ID and password.

Note: The default Admin ID is admin with the password left blank.

C)SECURIC AM Network

MAC Address Current |P Address Device Name
00.22.b0_e5.d4.7f 192.168.1.195 DCS-1130

00.03.1b.58.91.43 192.168.1.196 DCS-3411

() SECURIC AN Network

Set up an Admin ID and Password to secure your cametra.
Click Next to continue.

Admin (D Pageward l:l
Change [] Change

Mew [D l:l Mew Password l:l

Recanim [ ] | |Recorfim [ ]

Click Next &
a
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Section 3 - Configuration

Select DHCP if you want to obtain a new IP address every time the camera boots up.

E)SECURICAM Network

Set IP Address

@ DHCP
(| Static IP
9l @ O
Back| Mext| Exit
Click Next I

Select static IP to use the same IP address at each boot up.

C)SECURIC AN Network

Set IP Address

(I DHEP

@ StaticIP
IP Address |:|
Subnet Mask |:|
Default Gateway l:l
Secondary DNS |:|

Click Next
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Section 3 - Configuration

Click Restart to save your settings and reboot the Network Camera.

()SECURIC APT Network

Adri 1D
Pagzword I:I
IP Address
Subnet Mask
Prirary DNS
Secondary DMS

The Setup Wizard has completed. Click on 'Back' to modify
your settings. Click 'Restart’ to save your current settings
and reboot the Internet Camera.

Click Restart & T
i

Click the button labeled Link to access the web configuration page. The Link "
Setup Wizard will automatically open your web browser to the IP address ) SECURIC AP Network
of the DCS-3411/3430, in this example it is: http://192.198.0.185. Your
DCS-3411/3430 may have a different [P Address.

MAC Address Current IP Address Device Name
00.1c.fl.d3.fb.0e 192.168.1.185 DCS-3410

Click Link &
a
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Section 3 - Configuration

Weh-bhased Configuration Utility

This section will show you how to configure your new D-Link Network Camera using the Web-based Configuration Utility.

To access the configuration utility, open a web-browser such A D-Link - Microsoft Internet Explorer

as Internet Explorer and enter the IP address for your Network File Edit
Camera (http://192.168.1.179)

Yiews  Favoribes Tools  Help

eﬁack - \‘_J \ﬂ @ _:j j:__j Search

Note: For example, the address is 192.168.1.179. Your address

. Address | Y ao
may differ. ddress |&] 192.168.1.179 e

[ Connect to 192168.1.179 L2 e
Enter Admin for the username and then leave the password 'ﬂ“\k

o
blank by default.
/ h .168.1. g i

Note: To change your password at a later time, please refer Beaiiba e
fo page 50.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic
authentication without a secure connection).

User name: | 5 -

Password:

[ |Remember my password

Click OK ' } [ oK ” Cancel
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D-ViewCam Setup Wizard
D-ViewCam software is included for the administrator to manage multiple
D-Link IP cameras remotely. You may use the software to configure all n—

the advanced settings for your cameras. D-ViewCam is a comprehensive - Blmen D-ViewCam g
management tool for IP surveillance.

ooy et Video Management System  oview-.

o urpate Daskiop Configure cameras, monitor and record vido faeds from up

(for Professianal only) | to 32 Network Cameras with this free software.

Insert the CD-ROM into the CD-ROM drive. Click "Install D-ViewCam * 6o Bask
Software" from menu, and select "D-ViewCam" to install the VMS software.

DCS-3411/DCS-3430 Business Class Networking

D-Link D-ViewCam - InstallShield Wizard x|

Welcome to the InstallShield Wizard for D-Link
D-ViewCam

The InztallShield “Wizard will update the installed version
[3.02.003] of D-Link D-iewCam to version 3.3.9. To
continue, click MNext.

Follow the Installation Wizard to install D-ViewCam.

< Back | Mext > I Cancel
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D-Link D-ViewCam - Installshield Wizard

Update Complete

Click Finish to complete the installation.

The InstallShield ‘Wizard has updated D-Link D-iewCam ta
version 3.3.9.

ez, | want to restart my computer now,
7 Mo, | will restart my computer later,

Remave any disks from their drives, and then click Finish to
complete setup.

¢ Back | Finigh I Cance]

To start D-ViewCam, select Start > All Programs > D-Link D-ViewCam > R d 5 edupsyten
Main Console. % Main Console
Playbadk System
Remote Live Viewer
2 Uninstall D-ViewCam
M Verification Tool

For more detail operation of using D-ViewCam software, please refer to D-
ViewCam Manual.

M =
R R

Qe BE2aS
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Section 3 - Configuration

Live Video
Camera

This section shows your camera’s live video. You may select the available thumbnails for your option of predefined Video Profile, Full Screen
mode, and action items of taking Snapshot, Recording, Set Storage Folder, Listen, Talk, and Digital Output. You may also select your
language setting using the drop-down menu.

You can zoom in and out of the live video image using your mouse. Right-click to zoom out and left-click to zoom in on the image.

. Digital Input
Indicator:

. Motion Trigger
Indicator:

. Recording
Indicator:

L] Video Profile 1
Video Profile 2
Video Profile 3
Video Profile 4

=| Full screen mode
Taking a Snapshot

& Recording a Video Clip
| Set a Storage Folder

L3 Listen/Stop Listening
8| Talk/Stop Talking

Al Start/Stop Digital Qutput

ThIS |nd|cat0r Wl" Ilght Up When thel’e |S an avallable Product: DCS-3430 Firmware Version: 1.0.0
digital input signal.

e — T

R ———

Ml LIVE VIDEO SETUP ADVANCED MAINTENANCE STATUS HELP

This section shows your camera's live video. You can control your settings using the buttons below.
Current resolution is 640 x 480

When a trigger event occurs, this will light up.

Note: The video motion feature for your camera
must be enabled.

aaaaa
LIVE VIDEO
0go

2009/04/13 16:28:51D PM

When a recording is in progress, this indicator will [SEE
light up.

English -

L9 u @u g8 A
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Setup
Wizard

To quickly configure your Network Camera, click Internet
Connection Setup Wizard, or click Manual Internet Connection
Setup to manually configure your Network Camera.

To quickly configure your Network Camera’s motion detection
settings, click Motion Detection Setup Wizard and skip to page
31. If you want to enter your settings without running the wizard,
click Manual Motion Detection Setup and skip to page 41.

Internet Connection Setup Wizard

In this section, you can setup the IP camera's wired network interface settings. If you are
configuring this device for the first time, D-Link recommends that you select the Internet
Connection Setup Wizard, and follow the instructions on screen. If you wish to modify or
configure the IP camera settings manually, you may select the Manual Internet Connection
Setup to input the network setting.

[ Internet Connection Setup Wizard ] [ Manual Internet Connection Setup ]

i

In this section, you can setup the IP camera's Motion Detection settings. If you are configuring
this device for the first time, D-Link recommends that you select the Motion Detection Setup
Wizard, and follow the instructions on screen. If you wish to modify or configure the Motion
Detection manually, select the Manual Motion Detection Setup.

[ Motion Detection Setup Wizard I Manual Motion Detection Setup ]

This wizard will guide you through a step-by-step process to configure your new D-Link Camera and connect the camera to the

This wizard will guide you through a step-by-step process to configure and connect your D-Link
Camera to the internet. For your camera motion detection settings, please click Back button to
close this wizard and select the Motion Detection Setup Wizard.

internet. Click Next to continue.

Click Next

Step 1: LAN Seffings

Step 2: Internet Settings
Step 3: DDNS Settings

Step 4: Camera Name Settings
Step 3: Time Zone

D-Link DCS-3411/3430 User Manual



Section 3 - Configuration

Select DHCP if you are unsure which settings to pick. Click
Next to continue and skip to page 29.

Please select whether your camera will connect to the Internet with a DHCP connection or
Static IP address. If your camera is connected to a router, or you are unsure which settings to
pick, D-Link recommends that you keep the default selection of DHCP connection. Otherwise,
select Static IP address to manually assign an IP address before clicking on the Mext button.

(@) DHCP Connection

(_ static IP Address

IP Address 192.168.0.20

Subnet Mask

Default Gateway 192.158.0.1

Primary DNS

Secondary DNS

*

Click Next '

Select Static IP if your Internet Service Provider has provided
you with connection settings, or you wish to set a static address
within your home network. Enter the accurate information for
your static IP setting. Click Next to continue.

Please select whether your camera will connect to the Internet with a DHCP connection or
Static IP address. If your camera is connected to a router, or you are unsure which settings to
pick, D-Link recommends that you keep the default selection of DHCP connection. Otherwise,
select Static IP address to manually assign an IP address before clicking on the Mext button.

) DHCP Connection
1@ Static 1P Address

1P Address 192.168.0.20
Subnet Mask 255.255.255.0
Default Gateway 192,165.0.1
Primary DNS

Secondary DNS

*

Click Next '
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If you are using PPPoE, select Enable and enter your user
name and password, otherwise select Disable and click Next
to continue.

If your ISP is using PPPoE, please enable this setting and enter your ISP Username and Password.
Then, click on the Next button. Please contact your ISP if you do not know your Username and
Password.

[1 Enabled
Username

(e.g. 122456@hinet.net)
Password

Click Next '

If you have a Dynamic DNS account and would like the camera
to update your IP address automatically, Select Enable and enter
your host information. Click Next to continue.

If you have a Dynamic DNS account and would like the camera to update the IP address
automatically, please enable DDNS and enter your host information below. Then, click on the
Next button to continue.
["] Enable
Server Address

Host Name

| =< | Select Dynamic DNS Server =

User Name
Password

Verify Password

Timeout [0 [(Hours)

*

Click Next '

Enter a name for your camera and click Next to continue.

D-Link recommends that you rename your camera for easy accessibility. You can then identify
and connect to your camera via this name. Please assign a name of your choice before clicking on
the Mext button.

Camera Name  DCS-3430

T

Click Next '
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Configure the correct time to ensure that all events will be
triggered, captured and scheduled at the right time. Click Next
to continue.

Please configure the correct time to ensure that all events are triggered, captured and
scheduled at the correct time and day and then click on the Next button.

Time Zone (GMT-08:00) Pacific Time (US & Canada) -
Enable Daylight Saving [V

Click Next )

If you have selected DHCP, you will see a summary of your
camera’s settings. Please note down all this information as
you will need it for accessing your camera within the network.
Click Apply to save your settings.

| >

Below is a summary of your camera settings. Click on the Back button to review or modify
settings or click on the Apply button if all settings are correct. It is recommended to note down
these settings in order to access your camera on the network or via your web browser.

IP Address DHCP

IP Camera Name DC5-3430

Time Zone {GMT-08:00) Pacific Time (US & Canada)
DDNS Disable

PPFoE Disable

Click Apply &
g

If you have selected Static IP, you will see a summary of your
camera’s settings. Please note down all this information as
you will need it for accessing your camera within the network.
Click Apply to save your settings.

Below is a summary of your camera settings. Click on the Back button to review or modify

settings or click on the Apply button if all settings are correct. It is recommended to note down
these settings in order to access your camera on the netwaork or via your web browser.

IP Address 192.168.0.20

IP Camera Name DC5-3430

Time Zone {GMT-08:00) Pacific Time (US & Canada)
DONS Disable

PFPOE Disable

P
|

Click Apply &
a
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Motion Detection Setup Wizard

This wizard will guide you through a step-by-step process to configure your new D-Link Camera motion detection functions. Click
Next to continue.

This wizard wil guide you through a step-by-step process to configure your camera's motion
detection functions. To setup the camera LAN or Internet settings, please click on the Back
button to close this wizard and re-open the Camera Setup wizard. Otherwise click on the Next
button to begin.

& Step 1: Specify Motion Detection Area Settings
e Step 2: Alerts and Motifications

Click Next " ady (et [Cancel

This section will allow you to enable or disable motion detection | STEP 1: SPECIFY MOTION DETECTION AREA SETTINGS

as We” as Contr0| the Sensitivity or your Camera’s ab|||ty to This section wil allow you to enable or disable motion detection function, draw or erase motion
detect movement. You can select the Drawing Mode to draw
or erase the motion area in your window of live video. AU el

2003/04/13 16:42:300 P

area, as well as configure the sensitivity setting of your camera to detect movement.

Sensitivit
98 0~100%
Drawing Mode

(") Draw motion area

@) Erase motion area

Click Next & .p

—
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This step allows you to specify how you will receive the events
notification of your camera, either via using email or FTP. You
will need to enter all the relevant information for your email
account or FTP settings. Then, click Next to continue.

This final step allows you to specify how you wil receive alert and notification of camera events.
You can enable an email notification andfor 3 FTP Notification by input all the relevant
information. Then, dlick on the Mext button.

Enable e-mail notification [ |
User Name

Passward

SMTP Mail Server

Sender E-mail Address
Recipient E-mail Address

Port

Enable FTP uploading 7]
User Name

Passward

Host Name

Path

Filename Prefix

Port
Interval
Passive Mode
Click Next | 4
—
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You have completed the Motion Detection Wizard. Click Apply
to activate your settings.

You have completed your camera setup. Please click the Back button if you want to review or
modify your settings or click on the Apply button to save and apply your settings.

Maotion Detection: Enable
Alerts and Notification: Do not notify me

(Back | [Apply |  Cancel |

*

Click Apply '
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Network Setup

Use this section to configure the network connections for you camera. All relevant information must be entered accurately.

LAN Settings: Settings for your local area network.

DHCP: Select this connection if you have a DHCP server running on
your network and would like a dynamic IP address to be updated
to your camera automatically.

Static IP You may obtain a static or fixed IP address and other network

Address: information from your network administrator for your camera.
A static IP address will ease you for accessing your camera
in the future.

IP Address: The fixed IP address.

Subnet Mask: The default value is “255.255.255.0.” Used to determine if the
destination is in the same subnet.

Default The gateway used to forward frames to destinations in a
Gateway: different subnet. Invalid gateway settings may cause the failure
of transmissions to a different subnet.

Primary DNS: Primary domain name server that translates names to IP
addresses.

Secondary Secondary domain name server to backup the primary one.
DNS:

Enable UPnP: Enable this setting to allow your camera to be configured as an
UPnP device in your network.

¥ou can configure your LAN and Internet settings here.

[ Save Settings ] [ Don't Save Settings ]

El
El

ma ) LAN SETTINGS
- Enal

LAN
@) DHCP Connection
(! static IP Address
P Address
Subnet Mask
Default Gateway
Primary DNS
Secondary DNS
Enable UPnP
Enable UPnP port forwarding
External HTTP port 0
External RTSP port 0
[C] Enable PPPOE
User Hame
Passward

Confirm password

PORT DETAIL SETTINGS

HTTP port a0

RTSP port 554

[ Save Settings J [ Don't Save Settings I
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Enable UPnP port  Enable this setting to allow the camera to add port forwarding entries into the router automatically.
forwarding:

Enable PPPoE: Enable this setting if you network is using PPPoE service.
User Name: The unique name to your account. You may obtain this information from your ISP.
Password: The password to your account. You may obtain this information from your ISP.

HTTP Port: The default value is 80.

RTSP port:  The port number that you use for RTSP streaming to mobile devices, such as mobile phones or PDAs. The default port number is 554.
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Wireless Setup

This sections allows you to setup and configure the wireless settings for your camera.

Enable Wireless: Select to enable wireless configuration. Product: DCS-3430 et e 108

Site Survey: Select the wireless connection you would like to use
from the pull-down menu.

SSID: Enter the name of you wireless network. Wi wIRELESs seee
In this section, you can setup and configure the wireless settings for your camera.
Wireless Mode: Use the dropdown box to select the mode of __savesettngs [ Don'tsaveetngs ]
the wireless network you wish to connect to. g
Infrastructure is normally used to connect to an Enable Wireless
access point or router. Ad-Hoc is usually used to St Survey dink -
connect directly to another computer. e o =
g Channel Auto
Channel: If you are using Ad Hoc mode, select the channel Authentication WPAZPSK =
of the wireless network you wish to connect to, or B E:;“”’““”
select Auto. -
Authentication: Select the authentication you use on your wireless (ufave sottige ) (_Donismve cestogn )
network - Open, Shared (WEP), WPA-PSK, or WPA-
PSK2.

Encryption: If you use WPA-PSK or WPA-PSK2 authentication, you will need to specify whether your wireless network uses TKIP or AES encryption.
If you use Open or Shared authentication, this setting will be automatically set for you.

Key: If you use WEP, WPA-PSK, or WPA-PSK2 authentication, enter the Key (also known as password) used for your wireless network.

Signal: Indicates the strength of the wirelss signal between the camera and the access point.
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Dynamic DNS

DDNS (Dynamic Domain Name Server) will hold a DNS host name and synchronize the public IP address of the modem when it has
been modified. The user name and password are required when using the DDNS service.

Enahle DDNS: Click to enable the DDNS function.

Firmware Version: 1.0.0

Server Select your Dynamic DNS provider from the pull down
Address: menu or enter the server address manually.

Fost Name: Enter the host name of the DDNS server. _
. =k The Dynamic DNS feature alows you to use a dorr_\arn name that you _ha\re purchased ;
User name: Enter your user name or e-mail used to connect to  EEEEEEE broadoand Inkemet saic provels ssigh ynac (¢nanon) I adarsses. By usha 3 DONS
the D D N S i szr;ice, you can enter your domain name to connect to your camera no matter what your IP
address is.

Sign up for D-Link's Free DDNS service at www.DLINkDDKS. com.

Password: Enter your password used to connect to the DDNS s [T — o ————— :
Server e DVIIAI'IIC DNS SETTING
. . 7 Enzble DDMS
Timeout: This setsthe number of hours between DDNS updates. eSS . ;.. _ ] << [Saect Dynamic DS Server_»
Ii Host Mame
User Mame
. . . . d
Status: Indicate the connection status, automatically determined :“fw
erify Password !
by the SyStem Timeout 0 'f(hours)

Status:Disable

[ Save Settings ] [ Don't Save Settings ]
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Brightness:

Contrast:

Flip:

B/W:

Saturation:

Sharpness:

Mirror:

Frequency:

Image Setup

In this section, you may configure the video image settings for your camera. Preview of the image will be shown in the window of
Live Video. Click to activate and save your changes.

An adjustable setting to compensate for backlit scenes.

Adjust to control the contrast of colors between the
object. This feature will help improve images under a
dull grey sky.

Select this feature when your camera is installed upside
down on the cealing

Select to enable or disable black and white mode for
you camera.

This setting controls the strength of color from black
and white to bold colors.

Adjust the sharpness of images. Sharper images will be
displayed when the number is higher. If the number is
lower, a blurrier image will be displayed.

Select this feature to obtain a mirror image.

You may chose 50Hz or 60Hz frequency. It may depend
on the country where you reside.

tup Wi

Image Setup

Audio

Firmware Version: 1.0.0

LIVE VIDED SETUP ADVANCED MAINTENANCE STATUS HELP
Brig it

Your changes made for the image settings wil be reflected immediately. The results can be
seen and found in the Live Video window below.

LIVE VIDEO

IMAGE SETTINGS

Brightness -
Contrast -
Flip

B/W

Saturation
Sharpness
Mirror

Frequency

Reset to Default

nirast and fr
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You may configure 4 video profiles with different setting for your camera. Additionally, you may also configure your audio (speakers
and microphone) setup for your camera. Profile 3 is set as the profile for snapshot, while profile 4 is sef for your mobile phone or

PDA device.

Resolution:

FPS:

Jpeg Quality:

BPS:

RTSP URL:

Analog Output:

Audio and Video

This option allows the user to choose the video resolution of

the camera between 160x120, 320x240 and 704x480:

* QQVGA @ 160x112 - Usually used for only displays of
handheld devices.

* QVGA @ 320x240 - Standard solution for mobile phones
and PDAs.

* VGA @ 640x480 - Standard solution for computer display.

(Frames Per Second): Highest FPS represents highest refresh
rate of a picture is updated on screen every second, and
provides better quality of video.

Select the image quality level you wish to use for the JPEG
images captured.

(Bits Per Second): BPS will affect the bit rate of the video
recorded by the camera. Higher bit rate will increase the video
quality.

Is the URL name used to connect to the camera when viewing
from a mobile device or PDA.

Select the display system of Analog Video Output on the back
NTSC or PAL.

D-Link

LIVE VIDEQ

You may configur audio, and video settings (4 video profiles) here. Profile 3 has been set as the
for snapshot while profile 4 is set for your mobile phone or PDA device.

[ Save Settings | [

VIDEO PROFILE 1

Encode Type  Resolution FRS hps JPEG Quality RTSP URL

Don't Save Settings |

HE4 - 640x480 =~ 30 = 2Mbps  « - playLsdp

VIDEO PROFILE 2

Encode Type Resolution FPS bps JPEG Quality RTSP URL

MPEG4 = 320x240 - 0 - 1Mbps - Excellent

play2.sdp

VIDEO PROFILE 3

Encode Type Resolution FPS bps
JPEG 640480 - 0 = -

JPEG Quality  RTSP URL
Excellent = play3.sdp

VIDEO PROFILE 4 FOR MOBILE DEVICE ONLY

Encode Type Resolution FPS bps
MPEG4 160x112 5 -

JPEG Qualty RTSP URL

2 Mbps - - 3gpp

@ NTSC
) pAL

AUTO EXPOSURE

@on
(71 Off (used for auto TRIS lens)

AUDIO SETUP

Enable Speaker [Fd)
00 -
Enable Microphone
Volume 100 -

Volume

| savesettings | [ Don't Save Settings

vic

!
ANALOG OUTPUT

phone Volum
n adjust the MI
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Auto Exposure: Select On to use auto exposure or Off to use auto IRIS.

Audio Setup: You may switch the external speaker and microphone on/off or adjust the volume.

Enable Speaker: Enapling this feature allows you to talk using a PC microphone. Your voice will be transmitted to the external speaker connected to
the camera.

Speaker Volume: yoy can adjust the speaker volume by using the volume level setting.

Enable Enaple this feature to hear audio from the IP Camera’s microphone.
Microphone:

Mic‘rlmihone You can adjust the MIC Port volume by using the volume level setting.
olume:
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Motion Detection

Enabling will allow your camera to use the motion detection feature. You may also draw out the motion area for the monitoring.

Enable Video Check this option to turn on the motion detection feature — pme——" Fimware Verson: 1.0.(

Motion: for your camera. ;
Sensitivity: Set the measurable difference between two sequential
images that would indicate motion.

cwomowpereeTIon e

DI‘aW mOtIOI'I Select th|s Opt|0n to draW Out the m0t|0n deteCtlon area ; This section wil allow you to enable or disable motion detection function, draw or erase motion f mt]-;—_'le
. . . . . . - area, as well as configure the sensitivity setting of your camera to detect movement. You must o
darea: by d ragg”’]g your mouse In the W|nd0W (|nd|ca‘ted by select the checkbox of ‘Enable Video Motion' to turn on the feature.
the red-colored box). ([ Save settings | [ Don'tSave Settngs _| :
Erase motion Select this option to erase your motion detection area cble Vio Maton :

area: py dragging your mouse in the window.

Sensitivity
% 0~100%
Drawing Mode

1@ Draw motion area

(Z) Erase motion area

[ Save Settings ] [ Don't Save Settings ]
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Time and Date

From this section, you may automatically or manually configure, update and maintain the internal system clock for your camera.

Time Zone: Select your time zone from the drop-down menu.

Firmware Version: 1.0.0

Enable Daylight
Saving:

Auto Daylight
Saving:

Set date and time
manually:

Offset: Sets the amount of time to be added or removed when @ Auto Dayight Saving
Daylight Saving is enabled. e :te ot
Offset +1:00 =
. . . . . . . Month Week Day of week  Hour Minutes
Synchronize with Enable this feature to obtain time configuration st =i
NTP server: automatically from NTP server. W e ]
ime . B L L
NTP Server: Network Time Protocol (NTP) synchronizes the DCS-
3411/3430 with an Internet time server. Choose the one I synchrongze with NTP Server
that IS C|OSBSt tO your |Ocat|0n NTP Server ntp1l.dlink.com <= Select NTP Server
Set the date and This option allows you to set the time and date manually. )

time manually:

Copy Your
Computer’s Time
Settings:

Select this to enable the daylight saving time.

Select this option so that your camera will configure
the Daylight Saving setting automatically.

Select this option so that you may configure the Daylight
Saving date and time manually.

This will synchronize the time information from your PC.

Here you may configure the internal clock of your camera.

[ Save Settings ] [ Don't Save Settings ]

TIME CONFIGURATION

Time Zone (GMT-08:00) Pacific Time (US & Canada) -

Enable Daylight Saving

Year 2009 Month | — v Day

Hour 7 ~ Minute |52 ~ Second

[ Save Settings ] [ Don't Save Settings ]
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Recording

In this section, you can configure and schedule the recording setting for your IP camera.

Firmware Version: 1.0.0

Enable Recording: Select this option to enable the recording feature.

Q
SD Card: Selecting this will allow you to record to a SD Card inserted into T —
the SD slot on the right side of the unit. When recording to the SD
card, you can only use Event Based recording. : e
H;regbnu rr?)fEmr;f‘igLére ané:! sclhted‘L:lIe the r&corfdmtg of you camera. You must select the :
Samba Auth: To access your account on the Samba network drive, enter your [ gm][ A ]
account or anonymous username and password. '
:
Server: The name of your Samba server. s
(218D Card
Shared Folder: The name of the shared folder used for recording. oo (S
Samba Auth | Anonymous
Test: Click this thumbnail to verify the connection status of your camera i

Samba Status:

Resolution:

When Storage is full:

Event Based:

Prerecord:
Postrecord:
Continous:

Scheduled:

to the Samba network drive.

Displays the connection status that is determined by the system.
You can click Get Status to refresh the status.

Select your pre-defined profile from the drop-down menu.

When the recording storage area is full, you may choose to stop
recording, or recycle the recording files so that your camera can
record the video continuously.

Records when Motion Recording, Digital Input 1, or Digital Input
2 is triggered.

A preset amount of time before motion recording is triggered.
A preset amount of time after motion recording is triggered.
Select to continuously record.

Select this option to manually schedule and configure the starting
and ending time for the recording.

Password confirm
Server
Shared folder

Samba status : Disable | C=tstzis |
Recording Options
Resolution |profile 1~
Record unti | 1
When storage is full:
(2 Stop recording
Overwrite older recordings
Recording Method
| Event Based
Motion detection triggered recording
Digital input 1 triggered recording
|| Digital input 2 triggered recording
Prerecord |0
Postrecard 0
|| Continuous (Samba only)

|Scheduled (Sarmba onfy)
Hours  Minutes

MB of free space is left (minimum is 32MB)

| seconds (range 0 to 15 seconds)

| seconds (range 0 to 15 seconds)

Hours  Minutes
End 24

End |24
End |24
End |24
End |24
End |24
End |24

[ Save Settings ] [ Don't Save Settings

]
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How to save video to a shared folder?

1. Set the folder in your computer to shared. You can set as anonymous authentication or set a user name and password.

=3 ' : _—
@|V » Computer » DATA (D) » v |+ |Search ,@|
File Edit View Tools Help e. Encrypt File ﬁ Decrypt File * = Open/Close PSD
Favoiite Links | Name’ Date taken Tags Size Rating
r Documents i z:ll l l I “|! “!h
i Pictures R =t ':u R AR LIJ
fses 5 5887facf8640b... ATI Images Ipod COPY Program Files Software
Folders M A T b
| n |

| Downloads = _ “i' | “&ﬂ , .

| drivers o W ;

| logs temp windows Installer wp_install DC5-3430

| MyWorks

| PerflLogs

| Program Files

| Recording

| temp =

| Users

| Windows

-~ DATA (D)

s HD DVD-ROM
& DVD Drive (F)
- CD Drive (G)

[ll SCHAN'STPO @
& Volume_2 (\D
& Volume_1 (\D ~

11 items
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Firmware Version: 1.0

2. Click Enable Recording. !
—_—
3. Set the Samba Authentication to Anonymous or  |[ocssws JJ]
Account. Enter the IP address of the computer or  |EEEEE recorome e

Here you may configure and schedule the recording of you camera. You must select the

network attaChed StO I’age W|th the Shared f0|der and W checkbox of 'Enable Recording' to turn on the feature.

the name of the shared folder in step 1 to record (e Setoge...] (—PontSove setings.e) -
to. If you selected Account, enter the user name E

["] Enable recording

and password from step 1. b i S——"

o= c’S:E‘IZ:GICEH:I status : Disable | Gef=tats
4. Set the recording and schedule options. = Samba network drve

Samba Auth | Anonymous

User name

Password

5. Click Save Settings. The status will be set to
Normal when connected properly. -

Shared folder

Password confirm |

Samba status : Disable | Cefsiais
Recording Options
Resolution |profile 1
Record until | 100 MB of free space is left (minimurm is 32MB)
When storage is fulk
(2 stop recording
Overwrite older recordings
Recording Method
| Event Based
|| Maotion detection triggered recording
Digital input 1 triggered recording
|| Digital input 2 triggered recording
Prerecord |0 | seconds (range 0 to 15 seconds)
Postrecord |0 | seconds (range 0 to 15 seconds)
|1 continuous (Samba only)

| Scheduled (Samba only)
Hours  Minutes Hours  Minutes
End 22 )

End 24
End 2+
End [22
End 24
End 2+
End [22

[ Save Settings ] [ Don't Save Settings ]
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Snapshot

Enable the Snapshot feature so that your camera can take snaphots and send it to your email address or FTP server.

Enable Snapshot: Enable or disable snapshot event.

Event Based: Select one or more of the events such as Motion
Detection, D/l Signal 1 and D/l Signal 2 for the source
that triggers the action.

Continous: Select to continuously record.
Scheduled: Select this option to manually schedule and configure
the starting and ending time for the recording.
Send to Select this option if you want to receive snapshot
E-mail Address: images in your e-mail.

FTP Server: Select this option if you want to receive your snapshot
images via FTP.

Host name: The host name of your FTP server.

Path: The directory or path where the images will be
uploaded to (for example: \pub\images).

Filename Prefix: The prefix that will be added to the filename of each file.

Port: The port of the FTP server. The default port is 25.

Passive mode: Some FTP servers allow clients to use passive mode
when connecting to an FTP, which uses random ports
for transfers.

[ocs = J7H

LIVE VIDEO SETUP ADVANCED MAINTENANCE STATUS “

swapswoT

In order to enable your camera to take snapshots, you must select the checkbox of 'Enable
Snapshot'. Then, you can determine the trigger event(s) and FTP and/or email notification(s).
The resolution of snapshot can be configured as in the video profile 3 in_Audio and Video.

| savesettngs | [ Don'tSave Settings

Send to:

SNAPSHOT

[T1 Enable snapshot
Scheduling

Event Based
Motion Detection
D/1 Signal 1
|1 D/1 signal 2
Continuous (FTP only}
Scheduled (FTP only)

Hours
Sun Start |0
Mon Start |0
| Tue Start |oo
Iwed Start |oo
| Thu Start |oo
| Fri Start |oo
| Sat Start |oc

E-mail Address
User Name
Password
SMTP Mail Server
Sender E-mail Address

Recipient E-mail Address

Port

FTP Server
User Name
Password
Host Mame
Pzath
Filename Prefix
Port
Interval

Passive Mode

Minutes Hours Minutes

(range 1 to 65535)

| (range 1 to 85535)
Seconds (range 1 to 86400 seconds)

[ savesettings | |
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SD Card

Here you may browse and manage the recorded files which are stored on the SD card.

Format SD Card: Click this icon to automatically format the SD card and create
“picture” & “video” folders.

View Recorded If the picture files are stored on the SD card, click on the
Picture: picture folder and choose the picture file you would like to
view.
Playback Recorded If video files are stored on the SD card, click on the video
Video: folder and choose the video file you would like to view.

Refresh: Reloads the file and folder information from the SD card.

The 5D Card Storage is unavailable or not formatted.
SD Status : Card Invalid

Format SD Card

SD CARD

SD Card: 5D Status : Ready
Ales per Page: [10 =] Refresh 1. ¥ of1
I Delete File Hum of files Size
r wdeg [u 8192
r picture o 8102
r stnetib.axe \ 214
r autorun.iof | 0
r auronun ot | 0
r autorun.vhs ‘ 0
Fermat SD Card Totzk15672352K8, Used:264KB, Free:15672088KE
o]
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Advanced ICR

ICR - IR-Cut Removable(ICR) filter is a switch mechanical design with two different sensor filters. It provides the best lighting

conditions for day and night.

Automatic: Selecting this feature will automatically set to the day
mode during daylight and to the night mode during the
night or in dark places.

Day mode: Selecting this mode will disable the IR Cut Filter.

Night mode: Selecting this mode will enable the IR Cut Filter.

Scheduled This mode will allow you to enter the desired time frames
Mode: for the ICR filter.

Product: DCS-3411

SURUEILLANCE

An IR{Infrared) Cut-Removable(ICR) filter can be disengaged from the image path for increased
sensitivity in low light environments, The ICR. filter will automatically engage depending on the ambient
light, allowing the camera to be effective in day/night environments.

1. Select the Day/Might from the radio button. The available options are Automatic, Schedule mode, Day
mode and Night mode.

2, The default value is Automatic,

[ Save Settings ] [ Don't Save Settings ]

ICR

IR-Cut Removable filter trigger condition:
@ automatic

ODay mode

Q Might mode

© Scheduled mode

Day mode(24hr)
From | 11 o | 14

Firmware
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RS-485

You may configure the RS-485 settings or communication specifications (baud rate, data bit, stop bit, and parity bit) for your camera.
RS-485 is a serial communication method for computers and devices. For your camera, RS-485 is used to control a PAN/TILT device,
such as an external camera enclosure to perform PAN and TILT movement.

Support PAN-TILT: When enabling Support PAN-TILT, a control panel will be displayed
on the Live Video page allowing control through RS-485 for an _
external camera enclosure. ——

==/

This section enable you to specify the camera R5-485 settings.

Protocol: Select one protocol type from the pull-down menu.
ID: Range from 1 to 255, is the identifier for each RS-485 devices.

Baud Rate:

[ Save Settings ][ Don't Save Settings ]

RS-485

[7] Support PAN-TILT
Protocol Pelco-D

Range from 2400 to 38400 bps. It is a speed measurement for
communication between a transmitter and receiver, indicates the

Data Bit:

Stop Bit:

Parity Bit:

number of bit transfers per second. Higher baud rate will reduce the
distance of the two devices (transmitter and receiver). By default,
the value is 2400.

Either 7 or 8. It is @ measurement of the actual data bits in a
transmission. By default, the value is 8.

Either 1 or 2. It is used to signal the end of communication for
a single packet. The more bits used for stop bits, the greater the
lenience in synchronizing the different clocks but the slower the data
transmission rate. Bye default, the value is 1.

Choices of No, Even, and 0dd. It is a simple form of error checking
used in serial communication and you may use no parity. For even
and odd parity, the serial port sets the parity bit (the last bit after the
data bits) to a value to ensure that the transmission has an even or
odd number of logic-high bits.

For example, if the data is 011, for even parity, the parity bit is 0
to keep the number of logic-high bits even. If the parity is odd, the
parity bitis 1, resulting in 3 logic-high bits.

(¥}

Baud Rate 2400

Data Bits 7@8
Stop Bt 3
Parity Bit @ No ) Even [ Odd
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Digital Output

You may enable the Digital Output (DO) feature and configure the source of event for your camera.

Enable D/O ThIS enab|eS the D/O tO Send a Slgnal When there |S a Product: DC5-3411 Firmware Version: 1.00
signal: triggered event. :

Trigger Event: You can choose from one or up to three events, such

as Motion Detection, D/l Signal 1, and D/I Signal 2 for |[zes= [T ISR~ | o
the sources of the triggered events. L o6rmALovteot

s Here you can enable your D/O port as well as how the event wil be triggered.

Digital Output

Logout

[ Save Settings ] [ Don't Save Settings ]

TRIGGER

[JEnable D/O Signal
Trigger Event
Mation Detection
D/1 Signal 1
D/1 Signal 2

[ Save Settings ] [ Don't Save Settings ]

SURUERLLANCE
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Maintenance
Device Admin

You may modify the name and administrator’s password of your camera, as well as add and manage the user accounts for accessing
the camera. You may also use this section to create the unique name and configure the OSD setting for your camera.

Product: DCS-3430 Firmware Version: 1.0.0

Admin password Set a new password for the administrator’s account.
setting:

Add user account: Add new user account.
e | S

User name_ The user name for the neW accou n‘t 5 — Here you can change the administrator’s password for your account as well as add and/or delete

user account(s). You can also configure a unique name for your camera, and enable s OSD
(On-Screen Display) feature in order to display camera name and time stamp for both live video
and recordings of your camera.

Password: The password for the new account.

ADMIN PASSWORD SETTING

User List: All the existing user accounts will be displayed here. You New Passrorg 30 characters maximum
may delete any accounts included on the list. s =
Camera Name: Create a unique name for your camera, in which you it
can access the camera by using this name in your web- User Narme e W
browser New Password 30 characters maximum

For example: http://DCS-3411/3430 (By default). s

Enable 0SD: Select this option to enable the On-Screen Display
feature for your camera.
User Name —Userlist— w

Label: The label name.

Show time: Select this option to enable the time-stamp display in S ocs-a4 I~

the video screen. [ Enable 050

Label PM 30 characters maximum

LED Light: Chose On or Off. Show tme

LED light
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System

In this section, you may backup, restore and reset the settings as well as reboot your camera.

Save To Local Hard You may save and document your current configuration
Drive: settings into your computer.

. . . . '___ﬂ‘
Local From Local Locate a pre-saved configuration by clicking and then :
Hard Drive: restore the pre-defined settings to your camera by  [oessw J]I
clicking . o Helpful Hints-.
Here you may backup, restore, and reboot your camera.
Restore To Factory You may reset your camera and restore the factory —Eesesss
Default: settings to your camera by clicking . R | 5vo 7o Lo Herd Dive [ seveConfgwaton |

Load From Local Hard Drive Browse....

Reboot Device: This will restart your camera.

[ Load Configuration ]

Restore To Factory Defaults [ Restore Factory Defaults. ]

Reboot Device [ Reboot Device ]
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Firmware Upgrade

Your current firmware version and date will be displayed on your screen. You may go to the D-Link Support Page to check for the
latest firmware version available.

To upgrade the firmware on your DCS-3411/3430, please download and save the latest firmware version from the D-Link Support

Page to your local hard drive. Locate the file on your local hard drive by clicking the button. Then, open the file and click the *”
button to start the firmware upgrade.

Current firmware It will be automatically determined and displayed by [y Firmware Verson: 1.0.0
version: the system.
Current Product Name of the existing product.
Name:

// LIVE VIDEO SETUP ADVANCED MAINTENANCE STATUS HELP
Admin

Admin

File Path: Locate the file (upgraded firmware) on your hard drive
by clicking Browse.

A new firmware upgrade may be available for your IP camera. It is recommended to keep your

IP camera firmware up-to-date to maintain and improve the functionality and performance of
your internet camera. Click here D-Link Support Page to check for the latest firmware version
Logout avaiable.

To upgrade the firmware on your IP camera, please download and save the ktest firmware

R . . version from the D-Link Support Page to your local hard drive. Locate the file on your local hard
Up|Oad. Start Up|08.dlng the neW flrmware tO yOUI’ Camera drive by clicking the Browse button. Once you have found and opened the file using the
browse button, dlick the "Upload” button to start the firmware upgrade.

FIRMWARE INFORMATION

Current Firmware Version: 1.0.0, 2901
Current Product Mame:  DCS-3430

FIRMWARE UPGRADE

File Path:
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Status

Device Info

This page displays all the details information about your device and network connection.

Product: 0 Firmware V

Log All of your network connection details are displayed on this page. The firmware version is also

displayed here.

INFORMATION

Camera Mame DCS-3430

Time & Date Tue Apr 14 10:54:51 2009
Firmware Wersion 1.0.0, 2901

MAC Address 00:03:1B:58:91:36
IP Address 192.168.1.179

IP Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Primary DMNS 192.168.1.1
Secondary DNS

PPPoE Disahle

DDMS Disable
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Logs

This page displays the log information of your camera. You may download the information by clicking Download or delete the log
information by clicking Clear.

Product: DC5-3430 Firmware Version: 1.0.0

Device Info

The system log records camera events that have occurred. i
Logout [
CURRENT LOG :

Clear button.

D-Link DCS-3411/3430 User Manual o7



Section 3 - Configuration

Product

)I/ LIVE VIDED SETUP ADVANCED MAINTENANCE STATUS | HELP

Help Menu
t

LIVE VIDEQ
SETUP
MAINTEMANCE
STATUS

LIVE VIDEO

Camera

SETUP

Setup Wizard
MNetwork Setup
Wireless Setup
Dynamic DNS
Image Setup
Audio and Video
Motion Detection
Time and Date
Recording
Snapshot

Digital Qutput
R5485

MAINTENANCE

Admin
System
Firmware Uparade

STATUS

Device Info
Log
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Section 4 - Troubleshooting

Troubleshooting

1. What is an Network Camera?

The Network Camera is a stand-alone system connecting directly to an Ethernet or Fast Ethernet network. It differs from a
conventional PC Camera, the Network Camera is an all-in-one system with built-in CPU and Web-based solutions providing a
low cost solution that can transmit high quality video images for monitoring. The Network Camera can be managed remotely,
accessed and controlled from any PC/Notebook over an Intranet or the Internet from a Web browser.

2. What is the maximum number of users that can be allowed to access DCS-3411/3430 simultaneously?
The maximum number of users that can log onto the Network Camera at the same time is 10. Please keep in mind the overall
performance of the transmission speed will slow down when many users are logged on.

3. What algorithm is used to compress the digital image?
The Network Camera utilizes MPEG-4 simple profile image compression technology to provide high quality images.

4. Can | capture still images from the Network Camera?
Yes you are able to capture still images with the snapshot function from the software application CD supplied with the Network
Camera or with the snapshot function on the Home page using an Internet browser.

5. Can the Network Camera be used outdoors?
The Network Camera is not weatherproof. It needs to be equipped with a weatherproof case to be used outdoors and it is not
recommended.

6. When physically connecting the Network Camera to a network what network cabling is required?
The Network Camera uses Category 5 UTP cable allowing 10 Base-T and 100 Base-T networking.

1. Can the Network Camera be setup as a PC-cam on a computer?
No, the DCS-3411/3430 Network Camera is used only on an wireless 802.11n, Ethernet or Fast Ethernet network.

8. Can the DCS-3411/3430 be connected to the network if it consists of only private IP addresses?
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Section 4 - Troubleshooting

Yes, the Network Camera can be connected to a LAN with private IP addresses.

9. Can the DCS-3411/3430 be installed and work if a firewall exists on the network?

If a firewall exists on the network, port 80 is open for ordinary data communication. The DCS-3411/3430 uses port 5002
for streaming audio and port 5003 for streaming video. These ports (or the ports you specify from the Advanced Tab in the
Configuration screen if you change the default ports) need to be opened on the firewall.

10. Why am | unable to access the DCS-3411/3430 from a Web browser?

If a router or firewall is used on the network, the correct ports for the DCS-3411/3430 may not be configured on the router or
firewall. To correct the problem, you need to determine if the DCS-3411/3430 is behind a router or firewall and if the router or
firewall is properly configured for the ports the DCS-3411/3430 is using. Other possible problems might be due to the network
cable. Try replacing your network cable. Test the network interface of the product by connecting a local computer to the unit,
utilizing a Ethernet crossover cable. If the problem is not solved the Network Camera might be faulty.

11. Why does the Network Camera work locally but not externally?

This might be caused by network firewall protection. The firewall may need to have some settings changed in order for the
Network Camera to be accessible outside your local LAN. Check with the Network Administrator for your network.

Make sure that the Network Camera isn’t conflicting with any Web server you may have running on your network.

The default router setting might be a possible reason. Check that the configuration of the router settings allow the Network
Camera to be accessed outside your local LAN.

12. | connected the Network Camera directly to a computer with a cross-over cable Ethernet cable and received the following
Windows error upon running the Installation Wizard:

This Windows error will occur if the Network Camera is connected to a computer that is not properly configured with a valid IP
address. Turn off DHCP from the Network Settings in Windows and configure the computer with a valid IP address, or connect
the camera to a router with DHCP enabled. This error can also occur if the Installation Wizard icon is clicked on more than once
from the setup wizard.

13. Noisy images occur. How can | solve the problem?
The video images might be noisy if the Network Camera is used in a very low light environment. To solve this issue you need
more lighting.
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bind(sock) failed [5X]

13. The images appear to be of poor quality, how can | improve the image quality?

Make sure that your computer’s display properties are set above 256 colors. Using 16 or 256 colors on your
computer will produce dithering artifacts in the image, making the image appear to be of poor quality.
The configuration on the Network Camera image display is incorrect. Through the Advanced > Image Setting

section of the Web management you need to adjust the image related parameters such as brightness, contrast, hue and power
line frequency for fluorescent light.

10045 is the error
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Section 5 - DI/DO

DI/DO

DC Power 12V (7)

s<DC12V total output current maximum to 200mA
12VH

I
12V- : Q ’:EBminator

I
T M DI+
E::lf : Reed switch
- DI1- 1 ——
Photo Relay :
N ANN\———— DI2+1 O ——
ED 5 ¥ : Vibration
BE DI2- : Qi sensor
Photo Relay | /
iEj DO+ -
J | ALARM
DO- |
Photo Relay I
I
e 485+: O 9
RS-485 Transceivers 485- i Q I|{S485 ];evice
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12V+/12V- Connectto an IR illuminator or other device in parallel connection. The
total output current should be under 200maA.
DI Receive signals from a motion detector or any other external security
device.
DO Connect to an alarm or buzzer. Refer to page 47.
Connect to the RS-485 interface for controlling auxiliary equipment such
485+/485- as an external camera enclosure to perform PAN and TILT movement.
Refer to page 49 for more information.
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Appendix A - Networking Basics

Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server
(i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter. &t C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26H80]
<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and the
default gateway Of your adapter C:“\Documents and Settings*ipconfig

Mindows IP Configuration

If the address is 0.0.0.0, check your adapter installation, |,
security settings, and the settings on your router. Some [P Addreos, . - - - - - - P 1p.5.7. 114
firewall software programs may block a DHCP request C\D"i“dcstu”“_ P s

on newly installed adapters.

If you are connecting to a wireless network at a hotspot
(e.g. hotel, coffee shop, airport), please contact an

employee or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN IP address on

your router.

Example: If the camera’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X
where X is a number between 2 and 99. Make sure that the number you choose is not in
use on the network. Set Default Gateway the same as the LAN IP address of your router

(192.168.0.1).

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Secondary
DNS is not needed or you may enter a DNS server from your ISP.

Step 5

Click OK twice to save your settings.

' *t'ou can get IP settings assigned autornatically if your netwark. supparts
| thiz capability. Othenwise, you need to ask wour network. administrator for
| the appropiiate P settings.

() Obtain an IP address automatically
(&) Use the following IP address

IP addess: [132.168. 0 . 82 |

Subriet mask:

Default gateway: (192 188, 0 1 |

| @ Use the following DNS server a ddreszes: 5

Prfered DNG sever (18218, 0 1 |

Alternate DNS server ; L s __J
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Technical Specifications

Video Codec

MPEG4 / MJPEG/ H.264 multi profile compression simultaneously

PoE (3411 only)
Supported IEEE 802.3af standard

Sensor
1/4” CMOS Sensor

SDRAM
64 Mbytes

Flash Memory
8 Mbytes

Lens
6mm, F1.8
Support Auto Iris lens, or IR lens

Angle of View
Horizontal : 41°
Vertical : 31°

LAN
* 10/100Base T ports x1
* |EEE 802.3 compliance
e |EEE 802.3u compliance
* Support Full-Duplex operations
* MDI/MDIX auto-negotiation
« 802.3x Flow Gontrol support for Full-Duplex mode
* Supported IEEE 802.3af standard (DCS-3411 only)

MIC
42dB +/- 3dB, Omni-directional

Antenna
2 (DCS-3430 only)

I/0 Connector

2 Inputs (Photo relay, Active High: Dropout: 0 VDC)

1 Output (photo relay, Close circuit current: AC 70mA or DC 100mA;
400hm; Open circuit voltage: 240 VAC or 350VDC)

Power Output: 12VDC, 200mA

RS 485
2 pin(485A,485B) (Supported to control external Pan-Tilt device)

Audio Out
600mV

Video Out
75 ohm 1Vpp

Reset Button
Reset to factory default

Storage
SD card slot

Dimension (WxDxH)
177mm x 78mm x 60mm

Weight
977.8¢
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Max Power Consumption
e Max : DCS-3411 5.484 W, DCS-3430 6.9W
* Input: 100-240VAC, 50/60Hz, 0.4A
* Qutput: 12VDC, 1.25A

Wireless (DCS-3430 only)
Frequency RangeAnd Channels
*2.412-2.4835 GHz
* 13 Channels (depend on Area)

Transmition
2TX, 2RX

Date Range
e [EEE 802.11n: From MCS0 to MCS15
* |EEE 802.119: 54, 48, 36, 24, 18, 12, 9, 6 Mbps
* |EEE 802.11b: 11, 5.5, 2, 1 Mbps
* Auto-select or Manual specified.

Outpower
* 12 dBm@11n (Typical)
* 12 dBm@11g (Typical)
* 16 dBm@11b (Typical)

Sensitivity

* HT40802.11n: Packet Error Rate < 10%, MCS6 < -60
dBm-

» HT20802.11n: Packet Error Rate < 10%, MCS6 < -66
dBm

* 802.11g: Packet Error Rate < 10%, 54Mbps < -66 dBm
802.11b: Packet Error Rate < 8%, 11Mbps < -82 dB

Antenna
* Connector: MHF
* Operating Frequency: 2.4Ghz

Networking
Protocol
* |PV4, ARP, TCP, UDP, ICMP
* DHCP Client
* NTP Client
* DNS Client
* DDNS Client (D-Link)
e SMTP Client
* FTP Client
e HTTP Server
» Samba Client
* PPPoE
* UPnP Port Forwarding
*RTP
* RTSP
* RTCP
* 3GPP

Ethernet
10/100M BaseT Fast Ethernet auto negotiation

Wireless (DCS-3430 only)
WMM

Video
Algorithm Supported
* MPEG4/MJPEG/H.264 multi profile compression
simultaneously
* JPEG for still image

Features
* Adjustable image size and quality
* Time stamp and text overlay
* Three configurative motion detection windows
* Flip & Mirror
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Resolution
* Up to 30 frames at 640x480
* Up to 30 frames at 320x240
* Up to 30 frames at 160x120

Sensitivity
11.5 V/lux-s at 550nm

Video
AGC, AWB, AES, BLC

Digital Zoom
Up to 16X

Low Lux
0.5 lux@F1.8

3A control
AGC, AWB, AES

Electronic shutter
NTSC: 1/60 ~ 1/100000 sec.
PAL: 1/50 ~ 1/110000 sec.

Audio
Sample rate

GSM-AMR: 12.2kbps, ADPCM: 8Kbps

Cable
* Cable Length: 1800 + 30mm
* UL 20AWGx2C (105°C) 300V

Plug

* Type: L type
* Connector Color: Black

Frequency
20 ~ 20000Hz

S/N ratio
More than 58dB

Microphone
Directional
Omni-directional
Frequency

20 ~ 20000Hz

S/N ratio
More than 58dB

LED

Control
Enable/Disable

Security

Login authentication
Default Admin ID/PW : admin/space(blank)

0S Support
Device

Windows 2000 / Windows XP / Windows Vista / 3GPP Mobile Phone

Utility

Windows 2000 / Windows XP / Windows Vista
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Physical Environment
Power
* 12V 1.25A switching power adapter
* External AC-to-DC Switching Power Adapter
* Type: USA /UK /EUR / AUS / CN (Order by each territory)

Operation Temperature
0to 40°C (32 to 104°F)

Storage Temperature
-20t0 70°C (-4 to 158°F)

Humidity
20-80% RH non-condensing

Emission (EMI), Safety & Other Certifications
*FCC
°|C
* C-Tick
*CE
«LVD

"Maximum wireless signal rate derived from IEEE Standard 802.11g, 802.11a and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will adversely affect wireless
signal range.

2Range varies depending on country’s regulation.

The DCS-3411/3430 doesn’t include 5.25-5.35GHz & 5.47~5.725GHz.
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